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Abstract

Deliverable 1.2 presents simulation details for integrated routing, in-network processing and aggregator node
election concepts. These concepts are united under the PLUG-IN (PANEL-LUNAR aggregation and routing
for in-network processing). The PLUG-IN architecture provides: An integrated solution for universal
routing supporting data centric and address centric communications in hierarchical wireless sensor networks

with distributed re-election of cluster head nodes. Two variants of reliable transport services developed in the
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Executive summary

Deliverable 1.2 is the first of two final documents of workpackage WPé&tvildrking. It describes simula-
tion details of ANEL-LUNAR aggregation and routing fominetwork processing architecture (PLUG-IN).
The PLUG-IN architecture provides: An integrated solution for unafersuting supporting for both address-
centric and data centric comunications in hierarchical wireless sensoonketwith distributed re-election
of cluster head nodes. The D1.2 document overviews the overall PNJ&ehitecture and concentrates on
simulations of two integrated chains: PANEL cluster head election protocol,WiNAR routing protocol and
GPSR routing strategy; and DTSN, DSDV. It also presents experimegrfarmance studies of NanoTCP and
simulations of RSI modules.

PANEL PANEL is a Position-based Aggregator Node ELection protocol, meaninghth@rotocol uses the
geographical position information of the sensor nodes to determine théaggregator nodes in each epoch
during the lifetime of the network.

TinyLUNAR  TinyLUNAR is a reactive end-to-end connection oriented routing prdtoktdas the adapted
to the specifics of sensor networks routing scheme originally developeddbile wireless ad hoc networks.
The Lightweight UNderlay Adhoc Routing (LUNAR) is a layer 2 protocoltthilizes an extended label-
switching forwarding technology. TinyLUNAR offers a native suppfont data-centric and address-centric
communications and competitive performance and stability compared to its quamsee.g tinyAODV.

DSDV The Destination-Sequenced Distance-Vector Routing (DSDV) implementatieeloged for
UbiSec&Sens is a simplified implementation of the original MANET routing protoaapsed to the resource
restrictions that apply in WSNs. DSDV is a table-driven routing schemeddrog mobile networks based on
the classic Bellman-Ford algorithm.

DTSN Distributed Transport for Sensor Networks (DTSN) is a novel relialdagport protocol for con-
vergecast and unicast communications in Wireless Sensor Networksg)M8ND TSN, the source completely
controls the loss recovery process in order to minimize the overheadatssowith control and data packets.

NanoTCP Nano Transmission Control Protocol is a connection oriented end-toediadhle protocol. It
uses a continuous byte stream service between two communicating motesietrtaprovide the service
of reliability, NanoTCP has the following features: Multiplexing severalliggtions on top of NanoTCP,
connections, acknowledgments and retransmission. Flow control enbyrasing the principle of sliding
window.

RSI The Robust Self-Initialization (RSI) protocol is a distributed self-stabiliziddress assignment protocol
for WSNs, which is: i) more energy efficient than previous addresgras&nt protocols (most were developed
for MANETS); ii) robust against malicious behavior of a limited amount ofedii) able to join network
partitions.
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1 Introduction

Deliverable D1.2 continues to describe the work in workpackage WPZeatian of a flexible routing and
aggregator node election protocol with native support for in-netwookgssing. While the specification of
mechanisms designed for this purpose were presented in Deliverabletidd document concentrates on per-
formance aspects of integrated protocols studied through simulations pednegnts in testbeds. We present
the integrated PLUG-IN architectureAREL - tinyL UNAR aggregation and routing foninetwork process-
ing). The two approaches that constitute the core of the architecturABIEELF?2], the protocol for distributed
aggregator node election; and tinyLUNAR [14], the routing protocobfoth data-centric and address-centric
communications. The basic configuration of PLUG-IN provides unreliabiesport for sensor data in networks
with static configuration of node addresses. PLUG-IN(D) provideshigliransport using DTSN transport
protocol over DSDV proactive routing. PLUG-IN(N) provides reliabl@gnsport through NanoTCP protocol.
PLUG-IN(R) provides transport services in networks of interestreffamidresses are assigned dynamically
using RSI address assignment protocol.

The document is organized as follows. Section 2 overviews the PLUGdNtacture. Section 3 briefly
describes the major features of protocols and algorithms included in the #NUWEchitecture. Simulation
details of the architecture follow in Section 4. Section 5 summarizes the délieera

2 Overview of the PLUG-IN architecture

The PLUG-IN architecture is shown in Figure 1. The functional blockswhin the shaded part of the figure
represent application and middleware software developed by the Ubiges&Boject. TinyPEDS, the tiny
persistent encrypted data storage is a middleware solution provides deddrigsocrypted data storage within
the WSN. Data are encrypted in a homomorphic way in a nested arrangeyngmplping symmetric as well
as asymmetric homomorphic encryption. The sensed data can be aggmgattek time and over the region.
Data replica are stored to handle exhausting nodes. They are transmittecatriuhl cluster head in the right
hand neighborhoodTinyDSM, provides means that allow sensor nodes to share their sensor resdargys
application dependent way. By that any of these sensor nodes caeranpgeries for which it has the appropriate
data stored. In addition tinyDSM supports an events mechanism, which allspgtify e.g. thresholds and
messages that have to be sent in case the threshold is passed. Bothemisipaovide high actual in-network
processing functionality. Since the implementation details of TinyPEDS and BikyBlong with supporting
security modules are reported in other deliverables, we will not destnitieer details of these blocks in this
document. Note that the implementation details of the supporting Identity compadesatiped in Deliverable
DO0.2) is reported in another deliverable as well.

The task of the PLUG-IN architecture is to provide low level network supfmensure correct opera-
tions of actual in-network processing mechanisms. The architecture ftifiisobjective in the following
way. We provide two integrated threads within the PLUG-IN sulution: TinyBED PANEL — Tiny-
LUNAR / GPSR — Link Layer Label Switching Forwarder; and TinyDSM> DTSN — DSDV. Where
PANEL+TinyLUNAR/GPSR+Link layer label switching forwarding combinatim the first chain and DSDV
in the second chain independently address the overall objective ofliherdble of creating an integrated flex-
ible routing protocol and an aggregator election mechanisms both supportiegwork processing. Note that
while RSI module providing an automatic address configuration does noessdthe in-network processing
functionality, its presence is essential to achieve the deliverable’s olgjéictan autonomic way.

3 Overview of PLUG-IN elements

3.1 TinyLUNAR

TinyLUNAR [14] is the adopted to the specifics of sensor networks occimreoriented routing scheme orig-
inally developed for mobile wireless ad hoc networks. The Lightweight UldgeAdhoc Routing (LUNAR)
[21]is a layer 2 protocol that utilizes an extended label-switching forimgrtechnology. The major property
of LUNAR is simplicity of implementation in comparison to other protocols developedfANETSs. This is
achieved by reducing the route maintenance phase of the protocol to a minimutdNAR all established
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Figure 1: The blueprint of PLUG-IN architecture.

path automatically and periodically expire and rebuild again upon demandfie@application. TinyLUNAR
inherits the simplicity of its predecessor. In addition it offers a flexible meatisetapplication level program-
mer to address the destination node parametrically (i.e as a tuple of locationlepdrameters in case a route
is needed to "An aggregator node in cluster X without knowing its actual MAGther address). The current
implementation of tinyLUNAR in TinyOS 2.x for MICA and telos motes offers a cotitipe performance and
stability compared to its counterparts, e.g tinyAODV.

TinyLUNAR is used in conjunction to the Link Layer Label Switching forwaglengine described in [14]
as well.

3.1.1 Place of TinyLUNAR and label switching forwarder in the PLUG-IN architecture

TinyLUNAR directly interfaces to upper layers protocols or applications tleed a routing functionality in
order to reactively establish a multihop path towards parametrically defirstithalbon.

The label switching forwarder is used in conjunction with TinyLUNAR routlogic and other control
protocols that use label swithing forwarding functionality. In particulag,fdrwarding component is currently
carries control mesages of PANEL during the cluster head re-electase@nd in-cluster forwarding of data
packets.

3.2 PANEL

PANEL [2] is responsible for electing the aggregator node in each cloftiee sensor network. The aggregator
nodes are the nodes that collect the measurements of every node in thieir ahd aggregate them. Moreover,
aggregator nodes store backups of other aggregator nodes. Beaggregator node means higher energy con-
sumption, therefore a "fair” load balancing scheme is needed which etficidistributes the load between the
nodes in the network. PANEL ensures load balancing by electing thegaggrenodes based on a periodically
moving reference point. The node which is the closest one the the reéangihbe elected as the aggregator of
its cluster. All other nodes in the cluster will agree in the ID of the aggredatoeceiving the advertisement
of the aggregator node and re-broadcasting it.

3.2.1 Place of PANEL in the PLUG-IN architecture

PANEL offers interfaces to upper layer applications that need an gaggenode in the clusters. By request,
PANEL initializes the aggregator node election mechanism and performs ttimelehich results in a com-
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mon agreement of the ID of aggregator at the end. The return valueNEPAs the ID and position of the
aggregator node in a given cluster.

3.3 GPSR

GPSR (Greedy Perimeter Stateless Routing) [8] is a geographic routitagprproposed for wireless ad hoc
and sensor networks that can be used to route data packets betwgmirarfynodes (i.e., it supports node-to-
node communication). GPSR assumes that every sensor node is awamof itecation and the locations of
its neighbors.

In GPSR, nodes construct a planar subgraph based on the netwoltgpn a distributive manner. This
distributive planarization algorithm can be GG (Gabriel Graph) [7], RRElgtive Neighborhood Graph) [20],
CLDP (Crossing Link Detection Protocol) [9] or LCLR (Lazy Cross LinkrRoval) [10]. This planar graph
will be used to circumvent voids during data forwarding. We implemented G@aglation due to its low
communication overhead. Forwarding a packet, each node first triesadityrselect the next-hop towards the
base station who is closest to the destination among all neighbors. If allmegyhre farther away from the
destination (i.e., there is a local minima) then the forwarding node falls backitngter mode by using the
planar subgraph to circumvent the local minima.

The clear advantage of geographic routing is that source nodes deedtto flood the entire network
to discover routes towards the destination. Hence, it consumes lesy démamgother flooding-based routing
approaches and fits better in lifetime critical applications like the vehicular gnicdture scenario. On the
other hand, GPSR requires each node to be aware of its own position epdghions of its neighboring
nodes.

3.3.1 Place of GPSR and geographic forwarding in the PLUG-IN architeaire

In the PLUG-IN architecture, we use GPSR in two places:

1. The aggregator node election component (PANEL) heavily realiegiengraphic forwarding procedure
like GPSR. PANEL uses geographic routing to forward data in order thupain neighboring clusters
(a.k.a, inter-cluster routing in PANEL). In particular, at the beginningasfreepoch every clusterhead
(aggregator node) sends the aggregated data gathered in the pepochgo a neighboring clusterhead.
This is done by geographic forwarding until the packet enters the claktee destination aggregator
node. Then, the first node reached in the destination cluster can tbtharpacket further towards
the clusterhead using some topology-based routing protocol (a.k.acingter routing in PANEL) like
TinyLUNAR, or a simple tree routing mechanism.

2. According to the application scenarios, the base station can appear riettherk at any location in
an undeterministic fashion to collect measurements. In these cases, trstdb@secan send queries to
specific clusterheads which then can reply with the aggregated valuegiu€hies of the base station and
the replies to these queries are forwarded by geographic routingdém tw preserve valuable memory
resources, we reused the code of GPSR to implement the geo-forwafdivese messages.

3.4 DSDV

The Destination-Sequenced Distance-Vector Routing (DSDV) is a tablendiouting scheme for ad hoc mo-
bile networks based on the classic Bellman-Ford algorithm. It was develpyp€d Perkins in 1994 [15]. The
main contribution of the algorithm was to solve the routing loop problem. Eack intine routing table con-
tains a sequence number, the sequence numbers are generally eveR iEafigsent else an odd number is
used. The numbers are generated by the destination, and the emitter needd twut the next update with
this number. In the original version, routing information was exchangegdas nodes by sending full dumps
infrequently and smaller incremental updates more frequently. The implementdatieloped for this project
is a simplified implementation of the original MANET routing protocol, adapted to éiseurce restrictions
that apply in WSNs. Instead of full dumps being sent at once, the netvaalés peridicaly broadcast their own
routing advertisements and re-broadcast advertisements from othes @ach time they are intercepted.
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3.4.1 Place of DSDV in the PLUG-IN architecture

DSDV directly interfaces to upper layers protocols or applications that ageuting functionality in order to
proactively establish a multihop path towards one or more univocally afesstinations.

DSDV is currently integrated with the DTSN transport protocol describeddvy and is able to support
several point-to-point flows simultaneously. The fact that DSDV maintdatsesrouting paths based on the
minimum hop criterium is an advantage for the intermediate node caching meuhiamptemented by DTSN.
DSDV can also be directly used by applications that do well with best-aftdiery.

3.5 DTSN

The Distributed Transport for Wireless Sensor Networks (DTSN) [43 reliable transport protocol devel-
oped within this project to provide guaranteed delivery in unicast commitimnsa Although DTSN is based
on mechanisms commonly employed in other reliable transport protocols (e l§/NACK feedback and re-
transmissinos), it efficiency is improved by the following two mechanisms:

* In order to minimize control overhead, the transmission of ACK and NAC&kets by the destination
is tightly controlled by the sender, which explicitly requests delivery contiong, piggibacking these
requests on data packets whenever possible.

* Since the round-trip-delay is hard to measure in WSNSs, the sender maiataige transmissin window,
which is divided into smaller acknowledgement windows (AWSs) at the endhiflwa confirmation is
requested. Data transmission is only blocked only when the overall tramsmigmdow is full. This
helps maintaining a continuous data flow.

» Caching of data packets at intermediate nodes serves two purpogsesniamjmize end-to-end retrans-
missions; b) to increase the probability of delivery of data even if noebedf at the sender (i.e. data that
demands patrtial reliability only, such as precision enhancement data or siomplgritical data).

DTSN also defines a differentiated reliability service where delivery is guigranteed to a subset of
packets in a flow, while the delivery probability of the rest is only maximizeegtas the caching mechanism
eventually coupled with FEC. This advanced service was only speciftetbbimplemented within the project.

3.5.1 Place of DTSN in the PLUG-IN architecture

DTSN offers its upper interfaces to services and applications that eequatranteed data delivery. As an
example, within the Homeland Security demonstrator, DTSN will used to relialilyed@ntrusion alerts from
the sersors to the sink nodes. Regarding the underlying routing sertrieesurrent implementation of DTSN
relies on DSDV. However it can be easily adapted to operate with other fmeptint routing protocols.

3.6 NanoTCP

NanoTCP [24] is a simplified version of the reliable byte-stream TCP prbi&imilarly to TCP, each segment
contains a source and destination port number to identify the sending egiding applications. These two
values along with the source and destination addresses provided by thelépers of the stack uniquely
identify a connection. The NanoTCP reliability resides in its retransmissicabdép provided by the sequence
and acknowledgment numbers. Congestion control is not consideréal VSNs losses are very likely due
to a bad link quality and this phenomenon invokes erroneous congestjpmsees The NanoTCP three-way-
handshake connection establishment and connection termination work@B.iiVhile in TCP the flow of data

is controlled by an adjustable window size, in NanoTCP we apply a fixed wirsiie again for simplicity.

3.6.1 Place of NanoTCP in the PLUG-IN Architecture

NanoTCP resides between the application and the network layer. It idoysgaplications that require a high
end-to-end reliability. Moreover, the NanoTCP interfaces with a routintpgol in order to route the segments
on a multihop route towards the destination.
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NanoTCP segments carry the storing data queries of TinyPEDS fromdnegagor node. In order to reach
the storage area, segments are routed via two possible routing protoasts.GPSR is used when routing

according to the geographical location of the destination. Second, TIRRJs used when routing according
to the destination address.

3.7 RSI

RSI [6] is a Robust Self-Initialization protocol to provide addressesne@anodes automatically. The protocol
was designed to be:

» Transparent for the sensor node application and for the applicati@hoger;

» Energy efficient, in terms of messages and protocol duration i.e. it shealtew messages and converge
quickly to a global address solution;

Robust against malicious nodes, i.e. a node should not be able to pogivers from not getting a valid
address;

» Detect and solve the network partition joining problem, described in UbiSen&#$lilestone 1.1.

The module starts to work before the application. It cooperatively clsomsaddress for every neighbor,
and sets the address using the identity module. The module ensures thatmaxiggadn the neighborhood are
equal, however if two previously disjoint networks became visible to eachr$tance if a door separating the
two networks opens, or more nodes are added to the sensor field) isiblpdbat a node has two neighbors
with the same address. To solve this problem RSI keeps tracking of the gasssent by every neighbor
and tries to detect such collisions. If it suspects that an address colliggin i starts the address resolution
protocol described in UbiSec&Sens Milestone 1.1.

4 Simulation of integrated routing, in-network processing and aggregator
node election concepts

4.1 Performance of integrated PANEL and TinyLUNAR

As we have already described in Section 3.2, PANEL [2] relies on soméogppbased routing protocol as an
intra-cluster routing protocol. We recall that the task of the intra-routiogogol in PLUG-IN is three-fold:

1. to ensure the delivery of measured data during data gathering. tloyter; the routing protocol must
ensure that the actual clusterhead receives the measured data genother cluster members.

2. to ensure the delivery of backup data. This means that when a bauksgage enters a cluster, the
routing protocol must deliver this backup message to the actual clustierhea

3. to ensure the delivery of query messages coming from the base s&itiwfar to backup messages, the
routing protocol must deliver these messages to the respective nodes.

Our aim was to use TinyLUNAR [14] as an intra-cluster routing in the PLBGatchitecture. In order
to use the label-switching mechanism of TinyLUNAR, we first have to createdhting tables at each node.
Each routing entry of these tables corresponds to a node that is thetalusterhead or that was a clusterhead
in the past. According to the operation of TinyLUNAR [14], an entry corgdie id of the next node towards
the clusterhead, the id of the clusterhead, and the incoming label of thaboei§Vhen a new entry is created,
the old one is not removed from the table, as we may need it later in caseyaeleaised by the base station is
destined to a node that was a clusterhead in the past. The constructiorratfiting entries is as follows. We
recall that according to the operation of PANEL [2] each node insidesaasifioods the entire cluster with an
announcement message to inform the cluster-members about its own distemd¢iee current reference point.
We exploit this flood message to construct the routing entries of each neide ithe cluster. In particular,
we piggypack the PANEL announcement message to a TinyLUNAR routees¢RREQ) message. When a
node receives such a message, the routing layer peels the announoeraesage from the received message,
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and passes it up to PANEL, which then updates the destination of the routingte the originator of the
announcement message. In this way, each node learns who is thet custarhead, which neighbor is the
next node towards that clusterhead, and what is the correspondimmiimg label of this neighboring node.
When a new clusterhead election procedure is initiated, the routing enttiep@ated accordingly. Later, this
entries can be used to forward data messages, backup messagegrésitq the clusterhead inside a cluster.

This integration process is implemented in a wrapper module which can be emthids an interface
between PANEL and TinyLUNAR. The interfaces and their relations apectil in Figure 2.

TreeRouting @
TreeRantin gf Pan el

PanelToSocketWrapperP

Sodcet ToHan dler ﬂkcﬂd—]ﬂ.ﬂ dley’ Sodk et \ﬁ'ntit}' AMPadket

SocketC Id entityC

ActiveMessageC

Figure 2: The integration of PANEL and TinyLUNAR. The wrapper mod#&lar{elToSocketWrapper) commu-
nicates with PANEL through the TreeRouting and the Panel interfacesfofimer one implements the basic
send and initialisation functions, while the latter one provides the basic esitgietion for Panel that are used
by the wrapper to pass messages to PANEL.

In this section, we detail the simulation results of PANEL+tinyLUNAR/GPSR. Afgomed several tests
including energy consumption measurement, communication overhead nmastiend delay measurement
to be able to measure the effectiveness and the performance of thetiedidgka)G-IN architecture.

4.1.1 Simulation setup

We use TOSSIM [11] for TinyOS 2 (T2) to measure the performance isdiEPLUG-IN. In order to measure
the energy consumption, we use the power measurement extension afll€d, BowerTOSSIM [18]. Pow-
erTOSSIM 2 is still experimental and can be downloaded only from theiafflenyOS 2 contrib repository
[1], however, after minor modifications, we can successfully run simulatigve note that PT2 supports only
mica2 [5] which includes the Chipcon CC1000 [4] radio transciever anédTineegal28L [3] microcontroller.

4.1.2 Radio characteristics

According to the requirements of the UbiSec&Sens agriculture and vehesxdaarios, we assume an outdoor
environment with near ground transmissions. Thus, we approximate tireranental parameters according
to [19] and [25]. The link gains between nodes are calculated by follothiedog-normal path-loss model. In
this model, the received power at distards calculated by formula

P.(d) = P, — PL(dy) — 10n1og;, (:Z)) + N(0,0)

Here, P, denotes the transmission (output) powRi,(dy) is the path-loss at reference distanie n is the
path-loss exponent, ad (0, ) is a Gaussian random variable with mean 0 and variarfseandard deviation
due to multipath effects).

In our simulation model, a packet is delivered from a senderreceiverr, if the following conditions are
satisfied:
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Network size 10x 10 100x 100 | 1000x 1000
Noise leve[N) -105dBm| -105 dBm | -105 dBm
Output power(P;) -20dBm | -14dBm | 10dBm

0 4.2 4.2 4.2

do Im Im 1m
PL(dy) 36.4dB | 36.4dB 36.4dB
Receive sensitivity.f) -94dBm | -94dBm | -94 dBm
SNR threshold 10.2dBm| 10.2dBm | 10.2 dBm
n 3 3 3

Node number 40 40 40
Simulation time 7000 s 7000 s 7000 s
Number of simulation rung 20 20 20

Table 1: Simulation parameters for the three different simulation scenarios.

1. P.(d) = N < SNRnreshoid» Whered is the distance between nodand nodes, N is the environmental
noise, andSNR ;u..shota 1S the predefined SNR (Signal-to-Noise Ratio) value adjusted by accamling
the PRR (packet reception rate) — SNR characteristic curve of CCI®)0Ip all simulation runs, we
SetSNR ihreshoia 10 10.2 dBm which corresponds to 0.9 PRR.

2. P.(d) > S, whereS denotes the receive sensitivity of the radio chip,
3. the radio of the receiver is turned on and it is in Rx mode,
4. and the receiver does not receive any other packet simultaneously

If any of the above conditions does not hold, the packet is dropped.
Our radio environmental parameters are summarized in Table 1.

4.1.3 MAC layer

PowerTossim uses the standard TinyOS 2 CC1000 radio stack, whicllescibe B-MAC detailed in [16].
B-MAC is a CSMA protocol that employs clear channel assessment (@@é)packet backoffs for channel
arbitration, link layer acknowledgments for reliability, and low power listeningL( for low power commu-
nication. In our simulation runs, we use the default B-MAC settings (i.e., C@habled, the initial back-off
time and the back-off time in case of congestion are chosen uniformly atmgnd

4.1.4 Node deployment

The simulation setup included sensor networks of 40 nodes where the amelgrouped in 4 equally sized
clusters based on their geographical position. All nodes are pregooadi with their geographical positions.
A typical deployment can be seen in Figure 3. As the number of nodes @ fixe different node densities
could be achieved by modifying the size of the field on which the nodes arébdied. The three different
fields are square shaped with side lengths of 10, 100, and 1000 meteracfofield size, we performed 20
simulation runs with different uniformly random topologies for each measguoantity. In each case, we ran
the simulations for 7000 seconds (i.e., approx. 100 epochs in PANEL).

4.1.5 Simulation results

The simulations we performed aim at a better understanding of the distribatieck rand the performance of
the integrated PLUG-IN architecture. In order to achieve this, we medsbreughout the simulations the
following:

 For the whole protocol run

— energy consumptions of the nodes’ radio chip
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40

17

37

41 20 1 42

Figure 3: A typical uniformly random sensor network deployment on amsgshaped field. The network area

is divided into 4 equally sized squares. The connectivity relations betnedss are depicted on the left-hand
side, whereas its planarized counterpart is on the right-hand side. fitvedae is used by GPSR in case it
stucks in local minimas. The network area is 20A00 square meters, the sensor nodes are numbered from 0
to 39, while each base station has id 40, 41, 42, and 43, respectively.

— total energy consumptions of the nodes

For the Aggregator Node Election phase

— completion time

For the Data Sending phase

— completion time
— packet delivery ratio

For the Backup phase

— completion time
— delivery ratio

For the Query-Response phase

— completion time of the phase
— query delivery ratio
— response delivery ratio

In the following, we detail the results of these simulation cases.

4.1.6 Energy consumption of PANEL+tinyLUNAR

The energy consumption of PANEL+tinyLUNAR is measured using Pow&3I® 2. The outputs of Power-
TOSSIM were processed with Perl scripts which generated Excel jabidghe final figures were generated
using Matlab based on the latter tables.

In Figure 4 the energy consumption of the radio communication is shown. ulifigsre on the left-hand
side shows the energy needed for transmission (Tx) during the 700Qdsavhile the subfigure on the right-
hand side shows the energy consumed for reception (Rx). The latfeguaetshows only the energy needed for
packet receptions, which means that the energy needs for idle listerdrfgrahe overhearing of other nodes’
packets are not included in this subfigure. The horizontal axes dereotiifthrent field sizes (i.e., different
node densities), while the vertical axes correspond to the energyroptisn in Joule. The height of the bars
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Radio Tx Radio Rx (Packet only)
0.9r

Energy [Joule]
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0
10x10 100x100 1000x1000 10x10 100x100 1000x1000
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Figure 4: Average energy consumption for radio transmission (Tx) @eception (Rx)

are determined by averaging the energy consumption results for the 2€edifrandom scenarios for each
field size (i.e., 1610, 100<100, and 100€ 1000). The whiskers on the top of the bars correspond to the 99%
confidence interval of the average.

As one can see, the energy need for packet transmission increasessize of the area of the network
increases. This is natural, since a bigger network has longer routes) rvelguire higher transmission power
for the packets to reach the receiver. The right-hand side subfigateostraightforward to understand: in a
sensor network distributed on a bigger field fewer broadcast messsg#sthe nodes on average, since farther
lying nodes may be unable to receive messages from each other. drbettbke energy needed in a smaller
network to receive all the broadcast messages of the other nodes saudd in this case.

In Figure 5 one can see the total energy consumption of the sensors’'nmdaadio. These results are
also averages over the apiece sensors’ results and over the simulatoforrdhe different field sizes. The
horizontal axis of the subfigures corresponds to the different fietes sizhile the vertical axis corresponds to
the mcu’s and radio’s energy consumption in Joule during the 7000 secdim whiskers denote the 99%
confidence interval of the averages in total (i.e., mcu+radio). The exjemnof Figure 5 is that the energy

Total energy consumption of the whole protocol run
300

I Mcu
[ JRadio

250

200

150 -

Energy [Joule]

100 -

50+

10x10 100x100 1000x1000
Field size

Figure 5: The energy consumption of the mcu and radio for differentdiakb
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consumption of the sensor’s mcu is always very similar independently fremadtual topology and its field
size. This is natural, since the mcu is only responsible for handling the itates ®f the sensor. The similarity
in the energy consumption for the different field sizes stems from facwbatid not use energy aware radio
techniques, which means that all the nodes’ radio was always 'on’. ciimsumed a huge amount of energy
(similarly for each node), but this can be avoided in several ways (evgpdaver listening) in the future.

4.1.7 The Aggregator Node Election Phase

The Aggregator Node Election Phase is the time window when the aggregais im each cluster are elected.
This phase starts with the beginning of every new epoch, and ends Whbe aodes in a cluster have a
common agreement on the id of the aggregator node and each node knogxg liep towards this aggregator
node.

In Figure 6 we show the results of the completion time measurements of the Aggré&¢pde Election
Phase. The horizontal axis corresponds to the different field sizaéke the vertical axis corresponds to the
completion time in seconds. The bars denote the average completion time of thegaigy Node Election
Phase over the 20 simulation runs and all the epochs in each of thes@&henshiskers correspond to the 99%
confidence interval of the averages.

Aggregator Node Election Phase — Completion time

Completion time [s]

10x10 100x100 1000x1000
Field size

Figure 6: Average completion time of the Aggregator Node Election Phase

As one can see, the completion time for the first two field sizes are belaw dub for the 10061000
field it is about 6. This shows that a smaller node density negatively affects the time neatthg@ fmommon
agreement. This is probably due to the "quality” of connectivity: the 10 and the 100100 field sizes imply
networks that are either fully connected (each node is connected withabher node, complete graph), or not
fully connected but at least connected, respectively. These tws base similar results, which higly deviate
from the case of a network on a field of size 16AM00m?2. This latter case implies a network that can be
disconnected: there can be islands composed of nodes (like an arghjpiat do not receive message from
others than their members. These archipelagos will wait until the timer of otiee ghembers fires and will
finish the aggregator node election process only after that. Archipeligggsarther may need longer time to
complete the aggregator node electionphase, which can distort theatemgignificant degree.

4.1.8 The Data Sending Phase

The Data Sending Phase is the phase during the protocol run when ttex ohesnber nodes send their mea-
surement data to their own clusterhead. The phase starts five times in eabhrep regular manner, and ends
when all messages from the cluster member nodes in the network are elélivehe clusterhead or get lost.
The delay of this phase is defined as the time needed for all the messagagettoahe clusterhead or get
lost. Obviously, itis important how many messages are delivered whenea& spout the delay of a phase that

Page 17 of (31) ©UbiSec&Sens consortium 2007



UbiSec&Sens Deliverable 1. 2

consists in some message sending and delivering. Therefore, in FigieratYow the delay as a function of the
number of delivered messages. The three subfigures corresporadttoeh different field sizes. As expected,
the delay grows with the growing number of delivered messages. Margbgalelay also grows with the field
size (except for some very low number of delivered messages).

Field size: 10x10 Field size: 100x100 Field size: 1000x1000
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4
©

0.8 0.8

o
3
o
N

0.7

o
=)

0.6 0.6

o
3

0.5 0.5

o
~

0.4 0.4

Average delay [s]

o
w

0.3 0.3

o
)

0.2 0.2

o
o

0.1 0.1

0 0
2345678 910111213141516 12345678 9101112131415 12345678 9101112131415
Delivered packets Delivered packets Delivered packets

Figure 7: Average delay for different number of delivered packets

Figure 8 is also in agreement with our expectations: a sparse networtaliver packets as efficiently
as a dense one, since in a sparse network the radio connectivity isrveaakenessages can get lost with a
higher probability. In Figure 8 one can see the actual numbers of thetpdekvery ratio. The horizontal axis
corresponds to the different field sizes, while the vertical axis coorefpto the packet delivery ratio. The
whiskers on the bars denote the 99% confidence interval.

Data Sending Phase - Packet delivery ratio

Packet delivery ratio

10x10 100x100 1000x1000
Field size

Figure 8: Packet delivery ratios during the Data Sending Phase

4.1.9 The Backup Phase

The Backup Phase is said to be active when a backup is sent and it itirtigat@vards the backuping node.
This phase is initiated at the end of each epoch: It starts with a backumgeadd ends with the reception of
the same backup at a different clusterhead (i.e., backuping node).

The two subfigures in Figure 9 show high similarity to Figures 7 and 8. Againhdhizontal axes corre-
spond to the different field sizes. The vertical axis in the left-hand sibiiggwre corresponds to the completion
time of the Backup Phase in seconds, while the same axis in the right-handibfdgie corresponds to the
backup delivery ratio. With a growing field size, the time needed to finish tleklBaPhase grows, and in the

©UbiSec&Sens consortium 2007 Page 18 of (31)



UbiSec&Sens Deliverable 1. 2

Backup Phase — Completion time Backup Phase - Backup delivery ratio
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Figure 9: Completion time and packet delivery ratio of the Backup Phase

same time, the packet delivery ratio gets worse. This is natural, but cleditatas that too sparse networks
are not well-supported, since the packet delivery ratio gets even Hé%tv

4.1.10 The Query-Response Phase

The Query-Response Phase corresponds to that part in PLUG-ékewthe base station queries one of the
clusterheads and either that clusterhead or its backuping clusterl®aérarthe query (or either the query, or
the response, or both get lost).

The completion time of the Query-Response phase is defined as the diféngime between the sending
of the query and the reception of the response for this query. The ctiomgiiene is only interpreted for queries
that later have a response counterpart received (either with data orsidth the notification that the queried
data could not be retrieved). In Figure 10 one can see the completion time@tigry-Response Phase for the
100x 100 and the 10091000 network. Regrettably, in the case of field size:10 no query-response pairs fit
the definition above. The reason for this is that we used integer valuedicates for the nodes which could
have disturbed the planarization function of GPSR on this small field. Tdrereih some cases, the planar
graph could have been disconnected which led to the failure of respetigery (see also in Figure 11).

The interesting conclusion of Figure 10 is that a sparse network needs fiene to finish this phase. To
explain this one needs to recall that the 180000 networks are sometimes disconnected. The disconnected
parts (i.e., archipelagos) are significantly smaller than the whole networkefohe, a query that is broadcast
inside an archipelago can quickly find the aggregator node in case tkegdiag node is located inside that
archipelago (since there are only a few nodes to choose from). Thiteekdhe average completion time of
the Query-Response Phase for such sparse networks.

The last test case is the query and response delivery ratio test. IreRifjusne can see these ratios for
the different field sizes. Again, the ¥@0 networks did not manage to deliver any response messages, that
is the reason for the missing bar on the left-hand side. The whiskers omthelénote the 99% confidence
interval. The heights of the bars concur with one’s preliminary expectatibagelivery ratio gets worse with
the network getting sparser. The previous statement that too sparseksean® not effective is again verified
by the fact that the query delivery ratio can go down till 30%. All the same rélsponse ratio is nearly the
same for the 109100 and the 100010002 field sizes, and it is quite high at approx. 75%.

4.2 Performance of integrated DTSN and DSDV

Simulations of the TinyOS 2.x implementation of DTSN were conducted using theSIMDSimulation en-

vironment. The radiofrequency (RF) parameters of sensor nodesspond to those of the MICAz motes
developed by Crossbow, which support a bitrate of 250 kbps basédtdBEEE 802.15.4 standard for the MAC
and physical layers. The simulations were made considering a linear tgpaflegenly spaced sensor nodes,
where the transmission power is 0 dBm (maximum power for MICAz nodes)dth loss between each pair
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Query—Response Phase — Completion time
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Figure 10: Average completion time of Query-Response Phase
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Figure 11: Delivery ratio of the i) query messages and the ii) responssages

of nodes is 70 dB (this corresponds to approximately 10 meters of distasgmeng a log-distance path loss
model with a distance exponent of 3) and the background noise level@sdBm. DSDV was used as the
routing protocol underlying DTSN. A continuous traffic pattern was gateel at the first node in the line, with
the last node as the destination. The data payload size is 2 bytes, addingstbyttes of DTSN overhead
and 3 bytes of DSDV overhead. The DTSN transmission window size wdgaeed as 50 packets, with two
acknowledgement windows of 25 packets each. The EAR timeout was 880ans. The caching probability
p (when used) is set to 1 and the cache size is enough for 50 packetsestits allow a comparison between
raw DSDV transmission (without reliable transport on top) and DTSN withveititbut the intermediate node
caching mechanism. Each point in graphs below is an average over t@etist runs, each consisting of the
transmission of 1000 packets back-to-back (subject to local interlayercthntrol). The achieved packet loss
ratio is shown in Figure 12, the throughput dynamics is shown in Figure d &x@naverage delay in Figure 14.
Finally, the per-packet overhead measured as the total number of raotissions per successfully delivered
packet received at the destination is depicted Figure 15. All perforencmeracteristics are plotted as functions
of the hop distance between source and destination.
The packet loss for DSDV increases quite steadily with the hop distandyijug the use of a reliable

transport protocol like DTSN. However, DSDV still achieves higherulgtgout and lower delay (the latter, for
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Figure 12: Packet Loss Ratio as a function of the hop distance.
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Figure 13: Throughput as a function of the hop distance.

hop distances greater than 3) compared with DTSN, which mimics the difeefstoveen TCP and UDP in
IP networks. Regarding the overhead, although DSDV clearly preadotser number of transmissions per
packet compared with DTSN without cache, the difference is not venjfiignt when compared with DTSN
with the cache mechanism turned on. For a hop distance greater than &ltigenaechanism starts to pay-off
in terms of overhead. In terms of average delay, it only starts to payofi fhop distance greater than 5.
This surprising result is due to the interference between NACK and dalkefaretransmitted at intermediate
nodes when the cache mechanism is turned on. NACK and data packetisnat@neously forwarded in
different directions, interfering with each other and causing a highé€Zlllss probability. In fact, the DTSN
configuration without cache presented a significantly lower number of EABouts, and the analysis of the
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Figure 14: Average Delay as a function of the hop distance.
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Figure 15: Average number of RF transmissions per successfully cedidata packet, as a function of the hop
distance.

simulation traces confirmed this explanation. This problem is currently beiegtigated so that the caching
mechanism is enhanced to avoid this interference.

4.3 Performance of NanoTCP

In this section we report on the performance evaluation of the NanoT@8pwet protocol. We first describe
the details of the testbeds. Afterward we introduce the parameters to beratbasd explain the practical
approach used to retrieve the results. We finally comment and analyzestlissreNanoTCP is a generic
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transport protocol. As such it is independent from the routing protatwmising underneath as well as from
the user applications. The choice of a transport protocol is strongbdbas the needs of the applications.
Applications demanding a high level of data reliability, such as code updatgenerally used with reliable
transport protocols, e.g NanoTCP. On the other hand, applicationsgelgithe link layer reliability and which
are tolerant to data losses can benefit from using a UDP-like protoceltdits independence from the routing
protocols, we discuss the performance evaluation of the NanoTCP usingpke static routing. Furthermore,
we conduct experiments on two testbeaasitihop-testbedndcross-traffic-testbed

Sender Router-1 Router-n Receiver
2 Data > Data Data N 2
n n n
lAck lAck lAck

Intermediate routers

Figure 16: The multihop-testbed showing the intermediate routers relayingth@dd acknowledgment seg-
ments between the sender and the receiver.

Receiver cross node

B

Sender Receiver

| Cross-traffic
I

Sender_cross_node

Figure 17: The cross-traffic-testbed showing the the additional craffis wn routerRs.

» multihop-testbedWe use thenultihop-testbedhown in Figure 16 in order to evaluate the latency, good-
put, delivery ratios and segments retransmission of the NanoTCP as hswefithe number of hops. We
consider a line topology of motes and to eliminate the losses of MAC packets thesh@den terminal
phenomenon we consider having all the nodes in the range of each\Warstall the NanoTCP sender
program into the first mote, the receiver program into the last mote and a sstafikerouting protocol
which we have coded on the middle nodes.

» cross-traffic-testbed The cross-traffic-testbedhown in Figure 17 is an extension of the previous one
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except that we fix the number of hops to three. Having two middle nodesigsss®; and R, we create
packet collisions otR, in order to test the behavior of the protocols with segment losses. To aisbmp
this we insert two new nodes, a hode cakethder-cross-nodshich sends periodically a 30 byte packet
to the other node calle@ceiver-cross-nodtroughR,.

4.3.1 Parameters definition

In this section we define the measured parameters and explain the prampiceeh that has been used in order
to measure them.

» Latency We define the latency as the needed time for a NanoTCP segment to bssfuligelelivered
to the receiver. The latency is function of various parameters such asytead length and the number
hops. In order to practically measure the latency of a segment, we syiiwditbe internal clocks of
the sender and the receiver. Before being transmitted, the segment is tipedtaith the value of the
internal clock of the sender. Upon reception, the receiver readsatbe of arrival time and calculates
the latency as the difference result between both times.

* retransmissionsWe assume a window retransmission occurring in the case of a lost segmender
to study this phenomenon, we generate a cross traffic going throughf time rmuters which relay the
NanoTCP segments towards the receiver. The corresponding roxgeigaded with relaying the cross-
traffic packets, will induce delays in serving the NanoTCP segments &ndwlzdgments. Such delays
will cause timeouts leading to windows retransmissions. We vary the throughghe cross traffic by
increasing the number of packets transmitted during a fixed period of time.

* throughput and goodputThe throughput is defined as the number of bits transmitted by the NanoTCP

protocol during,I’, a fixed interval of time. In our measurements, we take into considerationtthefb

the NanoTCP header and the segment payload excluding the B-MACrh&étéde the throughput is
calculated on the transport layer, the goodput is calculated on the applitater. The goodput is the
number of bits that the application receives during the sanmderval of time. The calculation of both
parameters is executed using the similar approach but on different.|&yensse counters for calculating
the number of bits and in order to acquire the time for a fi¥ede use the internal clock time of the
telosB.

4.3.2 The NanoTCP performance and evaluation

The NanoTCP is a reliable protocol meaning that it has a 100% deliverytrateéng pathological conditions
such as node or route failures or applications trying to send data too fadifadeto buffer exhaustion). The
NanoTCP client sends segments in a fixed window size and sets aviiaiteack waiting for the server to
acknowledges. lvait-ackis fired before the reception of the acknowledgment, the whole windowesit.els
our experiment we fix the window size 2and we increment theait-ackof 40 ms for each hop. For additional
flexibility, in our further implementation we intend to have a dynamic timeout determiméadravait-ack

» RetransmissionFigure 18 shows the sequence numbers distribution of a single Nanodi@®reation.
Where 3900 bytes are to be sent to the server, with a 39 byte NanoT@siegayload. Theoretically
100 data segment have to be transmitted. Practically this connection is subjecetemtitevel of losses
due to data and acknowledgment segment delayg inTherefore, in several cases thvait-ackis fired
before receiving the expected acknowledgment resulting data to beswiitteed. The figure shows the
smooth behaviour with the 1.2 Kbps cross traffic rate while the other two lgwiicant variances due
to the higher number of retransmissions. As an example on that, we point teghalrof time [3s,4.2 s]
indicated on the figure during which the segment with sequence nut@bed has been several times
retransmitted.

» Latency Segment latency is one of the factors highly affected by retransmissiastwoan in Figure 19.
We have tested two different sizes of segmeatsall-sizeandmedium-sizeegments which correspond
5 byte and 39 byte payload sizes. The former size has obviously a smatismission time than the
latter one. But the reader notices the drastic increase of both latenciediveheross traffic rate exceeds
5Kbps.
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Figure 18: The distribution in time of the NanoTCP sequence numbers, ineattbpescenario and with various
cross traffics.
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Figure 20: The NanoTCP source data rate and goodput for differeed of segments and in the presence of
various number of hops.

» Goodput and throuputFigure 20 demonstrates the overhead of NanoTCP introduced by iterhasd
well as by the retransmitted segments. It is remarkable that the throughptiteagoodput of themall-
sizetraffic are less than the corresponding onemadium-sizéraffic. This is due to the small amount
of payload sent in each segment before setting the timaitrack Additionally the four curves decrease
with the increasing number of hops, due to segment losses and retranamibkiib increase the latency
(explained in Figure 19).

4.4 Performance of RSI

RSI protocol has two distinct phases. The first phase occurs duringpitialization of the system and the
second phase occurs whenever two disjoint network partitions becarhke s each other. The first phase
goal is to assign 2-hop unique addresses to sensor nodes, with a minimupemaf messages, but ensuring
some resilience against badly behaved nodes. The second phase tgadbld: to detect address collisions
with the minimum energy waste and to solve those collisions with minimum impact to routiles ta

The first phase goals can be assessed through simulation, howevectimel phase goals cannot. The
reason for this is the nature of the collision detection mechanism used infR8tddr to minimize the number
of messages, RSI does not periodically send collision detection meseagesd big non-colliding addresses
piggyback in other messages as others do [17]. Instead, RSI udeknpadedge of the signal quality of
messages from each node to notice any change in the environment, ontpaifteint RSI sends messages to
the node neighbors in order to confirm and solve the collision. We havadglisome preliminary results on
the effectiveness of the approach but those were obtained throubipeotatype.

Therefore the remaining of this section will be devoted to the evaluation ofrfig@fiase goals.

4.4.1 Number of messages sent during setup

During the first RSI phase nodes do not have addresses, thus thegantat theirs neighbors through broad-
cast messages. Each neighbor should rebroadcast those messgesitoneighbors in order to reach the
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Figure 21: Impact of the threshold value on the percefigure 22. Energy spent by each node (divided by the
age of messages not delivered, with and without povearergy spent by a single message transmission) for a
aware rebroadcast delay. given coverage.

2-hop neighbors of the first one. One of the problems of this solution istthkahds more messages than the
ones absolutely needed to reach each of the 2-hop neighbors. Taaeyaral solution for this problem, some
more efficient than others, however most are not applicable in these,ghesause they require topological
information which was not yet obtained.

To reduce the broadcast storm problem we use the counter-basédrsphoposed in [22] enriched with
distance information. In the original counter-based solution some nodgwarented from rebroadcasting a
received message in order to minimize the number of messages sent. Wteenesgle receives several replicas
of the same message, it concludes that most of its neighbors have akeadyd the message, thus it does not
need to send it again. By avoiding sending messages nodes are minimizimgatedst storm problem and are
saving energy but they are increasing the probability of not reachidgshat they should. In [22], it is shown
that, in a homogenous radio network, the uncovered area of a rebgiasldirectly related to the number of
copies already received. In the original implementation, nodes relastalter a random delay, provided that
in the meantime they have not received enough copies of the same mess#yepiloposed solution, nodes
further away from the source broadcast first, thus increasing thmbpildy that nodes closer to the source are
prevented from broadcasting.

There are other methods to minimize broadcast storms with better efficiency ratidghe ratio between the
covered area and the number of broadcasting nodes is better with othedsheltowever, all these methods
require either the knowledge of the topological localization of each ndjef2at least, each node’s neighbors
[12].

In the proposed protocol, after receiving a query message, the hedk<if that message has been previ-
ously received. If the message has been previously received mara dpecified number of times, the message
is marked as transmitted. Otherwise the message is scheduled for bradtirastdelay directly proportional
to the power of the received message. The result is that the retransnaiss#ois divided into concentric rings.
The nodes in each of these rings rebroadcast at more or less the samaltitice. that rings are not evenly
distributed in space because the reception power varies with the inveime sxf the radius, which is more or
less consistent with the error in measuring message strength, which is mgehn taiglow power receptions,
i.e. outer rings are wider than inner rings because outer nodes haeetesate positioning than inner nodes.

The first question that arises is the number of copies that need to beadoedrder to prevent the message
to be rebroadcasted. Williams and Cram [23] found that for networks wetisitles lower than 11 neighbors
this threshold must be 4 to get a maximum coverage, i.e. minimize the number of nodes that neverereceiv
the message. However, their scenario is different from our own (wd teecover a 2 hop region while they
need to cover the whole network) and they do not use the reception stgeragith to schedule rebroadcasts.

The graph in Figure 21 shows the impact on the percentage of uncameradvith the chosen threshold.
As expected, the uncovered area decreases with the increase oksgteottir However, it can be seen that the
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Figure 23: Impact of whispering over the percentage of affectedsyaithe presence of a percentage of badly
behaved ones.

threshold required to achieve a significant coverage is much lower withghal strength information than
without it. To get a coverage of 99.5% (i.e. 0.5% of messages not reeireeneed a threshold of 6 without
reception power information and a threshold of 4 with reception powerrrdton.

A lower threshold is better because it reduces the number of messageluseimproving energy con-
sumption and minimizing the broadcast storm problem. In the end, the choidsvisdmeenergy and coverage.
Figure 22 shows the energy spent by each node as a function of tineddesverage. In this graph, we have
assumed a simplified energy model in which sending a message consume=m@yeunit, the reception of a
message consumeg10 of a unit and everything else is negligible.

Again, as expected the coverage increases with energy consumptiom libéhoriginal solution and in
the improved one. However, the solution which makes use of receptiom#tiaformation is able to achieve
better coverage with the same energy. In some cases, the uncoveadd hfetimes smaller with the same
energy consumption.

4.4.2 Resilience to badly behaved nodes

Our protocols starts by choosing an address and asking the nodejs rRefghborhood if some node already
has that address. If one or several misbehaved nodes reply togeysaying that they have already chosen
that address, the well behaved nodes may end up with a depleted battergpéating the query several times.
If well behaved nodes do not share individual cryptographic key riahteith every neighbor, they are not
able to distinguish well behaved neighbors from misbehaved ones. Inssenario, the only solution is to
progressively reduce the query transmission power until the badlywéédmades are not able to hear the query.
This is similar to whispering to your neighbor to prevent intruders fromtoe@ring.

We have designed RSI with that feature in mind. RSI is not able to completergnirbadly behaved
nodes from stopping some well behaved nodes from choosing an i, rhinimizes the number of affected
nodes. Figure 23 shows the effect of a small percentage of malicioes i@2%) over a field of 300 randomly
deployed nodes. Dark triangles represent malicious nodes, light riorepresent nodes that were able to
choose a collision free ID, and dark squares represent nodesdhaiat able to choose an ID, or if, with the
effect of power reduction, became isolated from non-malicious nodeexpected, the number of nodes which
were not able to get an ID using the whispering technique is much smaller iblautvt. With whispering,
the affected nodes are in the direct vicinity of the malicious nodes, while withloispering the affected nodes
are spread over the 2-hop neighborhood of the malicious nodes.

The number of affected nodes obviously depends on the number of baldBved ones, but it is also
depends on the network density. The number of failed nodes incredsas thhe number of nodes in the
vicinity of malicious ones increases. Figure 24 shows how the percentadfected nodes increases with the
percentage of malicious ones and with the network density. In both casesetbentage of failed nodes is
much lower and increases much slower with whispering than without whigpénifact, with whispering, the
variation of failed nodes with the network density is almost negligible, while withduspering the effect is
very noticeable.
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Figure 24: Relation between the percentage of failed nodes with the pegeast malicious nodes and network
density, with and without whispering.

5 Summary of Deliverable D1.2

In this document we presented simulation based performance studieswdrgo€omponents in the PLUG-
IN architecture. PLUG-IN architecture provides an integrated routinjaggregator node election solution
to natively support in-network processing functionality. Two integratesires constituting the core of the
architecture were simulated: PANEL cluster head election protocol, tinyLRIN#uting protocol and GPSR
routing strategy; and DTSN, DSDV. We also presented experimentairpgfnce studies of NanoTCP and
simulations of RSI modules. We showed that the simulated performances @@illdomponents confirm
their technical characteristics and expectations presented in earlidicgimns. The work described in this
document gave also essential insights to implementation aspects of the arohit€htuiimplementation details
will be reported in the final deliverable D1.3.
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