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Abstract

The purpose of this Deliverable isto present our activities on the speci cation and simulation of key
predistribution schemes.

Key management in WSN has generated considerable work in the last years and many key establishment
protocols have been proposed. Instead of developing yet another protocol, we have decided to focus our
efforts on two topics that have not been extensively studied in the past, but that we consider very important,
namely keying for convergecast traf ¢ and key pre-distribu tion protocols for multi-phase WSN.

This document is composed of 6 main sections. The rst sectio n is an introduction of key predistribution
protocols in WSN. Section 2 presents existing key predistribution schemes. Section 3 summarizes the
motivation of our activities and our main contributions, namely TAUK (anew key establishment protocol for
convergecast traf ¢) and RoK (anew key pre-distribution protocol for multi-stage WSN). Section 4 and
Section 5 details our new protocols, namely TAUK and RoK . Finally, Section 6 describes the implementation
of the TAUK and RoK protocols under TinyOS.
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Executive summary

The overal goal of work package WP2 Network Security isto d esign and implement security protocols and
mechanisms for WSN networks. Thiswork-package iscomposed of 4 different tasks. authentication, concealed
data aggregation, key predistribution and provable secure routing. The purpose of Deliverable D2.4 isto present
the project activities on the speci cation, simulation and implementation of key predistribution schemes.

Key management in WSN has generated considerable work in the last years and many key establishment
protocols have been proposed. Instead of developing yet another protocol, we have decided to focus our efforts
on two topics that have not been extensively studied in the past, but that we consider very important, namely
keying for convergecast traf ¢ and key pre-distribution pr otocols for multi-phase WSN.

This document describes two new key pre-distribution protocols, namely TAUK (anew key establishment
protocol for convergecast traf ¢) and RoK (anew key pre-distribution protocol for multi-stage WSN). TAUK is
asolution for end-to-end encryption of converge-cast traf ¢ with asimple key pre-distribution scheme causing
additional data only logarithmic in the number of sensors. The scheme is robust with respect to unreliable
channels, exhausted nodes and routing exibility. It suppo rts refreshing the keys at the nodes, which has so
far been fully neglected. This deliverable also describes RoK, a new key pre-distribution scheme that allows
sensors of different generations, i.e. deployed at different times, to establish secure channels. We show that a
network that istemporarily attacked automatically self-heals, i.e. recoversitsinitial state when the attack stops.
In contrast, with existing schemes, an attacker that corrupts a certain amount of nodes compromises a given
fraction of the total number of secure channels. This ratio remains constant until the end of the network, even
if the attacker stops its action.
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1 Introduction

The purpose of this deliverable is to present our current activities on the speci cation and simulation of key
predistribution schemes. Thisisthe preliminary version of the deliverable D2.4, that isduein Month 24 i.e. in
6 months.

Key management in WSN has generated considerable work in the last years and many key establishment
protocols have been proposed. Instead of developing yet another protocol, we have decided to focus our efforts
on two topics that have not been extensively studied, but that we consider very important, namely keying for
convergecast traf ¢ and key pre-distribution protocols fo r multi-phase WSN.

This document is composed of 4 main sections. The rst sectio n presents existing key predistribution
schemes. Section 2 summarizes the motivation of our activities and our main contributions, namely TAUK
(a new key establishment protocol for convergecast traf ¢) and RoK (a new key pre-distribution protocol for
multi-stage WSN).

Section 3 describes TAUK, a new key pre-distribution scheme for converge-cast traf c. The use of
converge-cast traf ¢ and in-network processing to minimiz e the amount of transmitted data is a frequently
used approach to increase the lifetime of awirdess sensor network (WSN). Consequently when aiming at se-
curity for WSNs, one has to focus primarily on protecting thistype of traf c. Some recent proposals support the
encryption of converge-cast traf ¢ with in-network proces sing. However, they either require the transmission
of the sensors IDs, creating additional data overhead linear in the number of sensors, or require an elabo-
rate key pre-distribution mechanism. We propose a solution for end-to-end encryption of converge-cast traf ¢
with a simple key pre-distribution scheme causing additional data only logarithmic in the number of sensors.
The scheme is robust with respect to unreliable channels, exhausted nodes and routing exibility. It supports
refreshing the keys at the nodes, which has so far been fully neglected.

Section 4 describes RoK, a new key pre-distribution scheme that allows sensors of different generations,
i.e. deployed at different times, to establish secure channels. In the proposed scheme, the predistributed keys
have limited lifetimes and are refreshed periodically. We show that a network that is temporarily attacked au-
tomatically self-heals, i.e. recoversitsinitial state when the attack stops. In contrast, with existing schemes,
an attacker that corrupts a certain amount of nodes compromises a given fraction of the total number of secure
channels. This ratio remains constant until the end of the network, even if the attacker stops its action. Fur-
thermore, we show that a RoK based network that is constantly attacked is much less affected than a network
that uses existing key pre-distribution protocols. Our analysis and simulation results demonstrate that our RoK
scheme outperforms the RKP scheme proposed by Eschenauer and Gligor [7]. The number of active compro-
mised nodes can be reduced by a factor of 10. The security of our proposal is based on the assumption that
it takes time for an adversary to physically compromise sensors and get their keys. Since in our proposal, the
key vulnerability period, i.e. the time that attacker has to corrupt useful keys, is reduced, security isimproved
signi cantly. We show that it is possible to control the secu rity of wireless sensor networks by limiting the
lifetime of sensors and by deploying new ones periodically. The analytical model, derived in this document,
can be used to compute, according to the security objectives and the attacker model, the network parameters,
i.e. the sensor lifetime and re-deployment period.

2 Key Pre-Distribution: Deterministic and Probabilistic Approaches

The key management in wireless sensor networks is usually described by the means of a key pre-distribution
process which requires the upload of some usually secret information into the sensor nodes prior to their de-
ployment within the network. This secret information may either (i) represent a concrete secret key, or (ii) be
some auxiliary information which will help nodes to derive the actual secret key through interaction after being
deployed in the network. Most of the currently available symmetric key pre-distribution approaches fall into
one of the following categories: deterministic or probabilistic.

However, in the following section we will briey emphasize, why a standard hybrid approach, i.e. using

public key cryptography to establish a private key for further communication, is not an option for most of the
foreseen scenarios in WSN.

¢ Ubi Sec& Sens consortium 2007 Page 10 of (56)
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clock frequency | 7:37MHz
supply voltage | 3V

lcpu 12 mA
ECP U;s 36 W
Ecp Usc 4:88nJ
lsen 17:4 mA
lrec 18:8 mA
Esen 209 Jpb
Erec 226 Jpb

Table 1: Used values for estimation

Public key based Key Establishment

A natural approach for key-establishing would be to use a standard hybrid approach, i.e. to use an asymmetric
or public key algorithm to establish a symmetric (or private) key for further encryption, integrity checks, and
authentication. This is especially interesting, because the communication overhead with a hybrid approach
is very small compared to recently proposed key establishment approaches such as [7]. On the other hand,
asymmetric algorithms such as RSA or ECC require huge computational effort.

In the following we will estimate the energy consumption of two key-establishing protocols, namely the ba-
sic probabilistic or random protocol [7](EG) and the Dif e-Hellmann protocol based on lliptic cur ves (ECDH).
We assume Micaz motes clocked at 7:37 MHz to be used. At a supply voltage of 3 Volt the Micaz mote draws
acurrent of Icpy = 12 mA, when the CPU is operating. From this we can calcul ate the energy consumption
per second Ecpu:s = 12mA 3V = 36W and per clock cycle Ecpu:c = 7':53%“,;452 = 4:88nJ. Furthermore,
we assume its radio device (Chipcon’s CC2420) to be operated with 0 dB. From [28] we see that the current
consumption for sending and receiving is lsen = 17:4 mA and l,¢c = 18:8 mA, respectively. Theradio device
is compliant with the 802.15.4 standard (Zigbee) and has an effective data rate of 250 kbps. Therefore we can

calculate the energy consumption for sending and receiving one bit by Esen, = % = 209 Jpb and

Erec = % = 226 Jpb, respectively. Table 1 summarizes al these values. In TinyOS by default each
message consists of 10 bytes header and 29 bytes payload. ZigBee speci es a maximum packet length of 128
Bytes. Therefore the maximum payload is theoretically 118 Bytes (944 bits). |If more than 944 bits are trans-
mitted, the message has to be split into many chunks, such that each of them tsinto one packet. Therefore,
the overhead for a sent message of any protocol is80  dgz;e, where x denotes the amount of bits.

The basic random key-establishment protocol (EG) is described in detail in 2. Basically it consists of three
phases. the initialization phase, direct key establishment phase, and the path key establishment phase The rst
phase is performed prior to deployment, hence it is not part of our investigation. For the sake of simpli cation
we assume that all nodes share a key, hence the path key establishment phaseis not required. The second phase
consists of two steps. During the shared key discovery phase al nodes broadcast a list of short identi ers of
all keys they have in their key ring. The length of the short key identi er lyey is depending on the size of the
key pool (kp) and can be derived by the following equation: ley = dlogo(kp)e. Hence, the rst broadcast

message consists of kp  ley +80 d kpgi‘fy e bits. Since anode will aso receives this message from al its ny

neighbouring nodes, each node will receiveny— (Kp ey + 80 d*Pkeve) hits.

If two nodes share a common key which is assumed for the sake o f simpli cation a challenge-response
protocol isinvoked. In the following we use the mutual authentication protocol 1 1, which is aso described
in detail in the UbiSec& Sens project’s Deliverable D2.2. Since ; 1 isamutua authentication protocol it is
only invoked d”TNe times. Inthe 1 1 protocol the rst of three sent messages consists of a 64-hit challenge cs
and the short identi er of the common key, hence 80 + 64 + |y bits are transmitted and received d”TNe times.
The second message consists of two identi ers 1Dg and 1 D for sender and receiver, two 64 bit challenges cg
and ¢, and the output of akeyed pseudo-random function . Thenodeidenti er have |jp = dlog,(n)e, where
n denotes the amount of nodes in the WSN. The last message consists of 1 Dg, ¢, and .

The receiver of message one has to compute  and the receiver of message two has to verify  and
to compute ¢, hence the keyed pseudo random function is invoked twice. We assume the AES to be used

Page 11 of (56) ¢ Ubi Sec& Sens consortium 2007



Ubi Sec& Sens Dédliverable <D2. 4>

as the keyed pseudo random function. The AES can be implemented for the Micaz motes in software to
perform one encryption in 14:58 ms, hence the energy consumption for one generation of  or s iSEen: =
14:48ms Ecpuy;s = 1:57mJ.

Inthe EG protocol all together Egg,., = Esen (80 d%+keyring ey + "2 (80 3+lyey +64
4+|p 3+2 64)) bitsaresent and Egg, .. = Erec ”TN (80 5+lyey (keyring 2+1)+4 64+3 ljp+2 64))
bits are received. The computational effort EEg.,, =3 nn  Egnc isvery small, because only three times
the AESis processed. Note that in our estimations we neglected the computinal effort to nd acommon key in
the lists of short key identi ers.

For comparison we chose the Dif e-Hellmann protocol based o n eliptic curves (ECDH). The ECDH pro-
tocol consists of two steps. rst, each nodes broadcasts its public key, and upon receiving of the public key
of al the ny neighbours, subsequently the common key for all neighbours is calculated. The public key P K
consists of two coordinates (x,y) of a point on the elliptic curve that are derived by the multiplication of a
publicly known base point G with a secret integer k, i.e. PK = k G. When anode S; sends its public key
PKi =k; GtoanodeS; and also receives Sy’spublic key PK,; = k, G the common key K2 isderived
asfollows: Kio = PK; ky =ki; ka G =k; PK;. Thatis, only one point multiplication is required
to establish a common key between two nodes. Note that an attacker can easily insert malicious nodes into
the network if no authenticated key-agreement protocol such as ECMQV is used. However, if we assume a
boot-strapping phase of the WSN, where we can guarantee that no attacker isin WSN, ECDH is suf cient. For
example, such a boot-strapping phase could happen on a secure site prior to deployment.

We chose the secp160r 1 elliptic curve as standardized by the SECG2 consortium, which has asecurity level
that is equivalent to a symmetric algorithm with 80 bits. Since the public key consists of the (x,y)-pair with 160
bits each, in our case the rst message of the ECDH protocol co nsists of 80 + 320 bits. Each node aso receives
this message ny times. Hence, the ECDH protocol has an energy consumption of Egc,,,, = Esen (80+ 320)
for sending and Egc,.. = Erec NN (80 + 320).

The point multiplication is very energy demanding on aMicaz mote. Thefastest known implementation of a
point multiplication for the secpl160rl elliptic curve on 8-bit micro processors such as Micaz motesis published
by SUN [27] and requires 0:81 s. During the UbiSec& Sens project we implemented the fastest known modular
multiplication [26], which claims for about 77% of a point multiplication on 8-bit micro processors such as
Micaz motes. Together with the guresfrom SUN, we estimated an optimal point multiplication to still require
0:76 s. Unfortunately, the point multiplication has to be performed for all neighbours once. Thisleads to atotal
estimated energy consumption of the ECDH protocol of EEc.,, =0:76 nn Ecpu.

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 1. Estimated energy consumption of the EG and the ECDH protocol on a Micaz mote depending of the
amount of neighbours. The settings for all three guresare: nodes = 400, kp = 10000, and keyring = 250.

Figure 1 compares the estimated energy consumption of the EG and the ECDH protocol on a Micaz mote
depending of the amount of neighbours. The settings for al three gures are: nodes = 400, kp = 10000,
and keyring = 250. Figure 1(a) shows that the EG protocol consumes nearly double the energy for radio
communication compared to the ECDH and that this difference increases with an increasing amount of neigh-
bours. However, as we can see from Figure 1(b) the ECDH protocol consumes nearly two orders of magnitude
higher energy for computation compared to the EG protocol and this difference also increases with an increas-
ing amount of neighbours. Therefore, the total energy consumption of the ECDH protocol is always about two
orders of magnitudes higher compared to the EG protocol, independent of the amount of neighbours.
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(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 2: Estimated energy consumption of the EG and the ECDH protocol on a Micaz mote depending on the
size of the keyring. The settings for all guresare: nodes = 400, kp = 20000, and ny = 40.

Figure 2 compares the estimated energy consumption of the EG and the ECDH protocol on a Micaz mote
depending on the size of the keyring. The settingsfor all gu resare: nodes = 400, kp = 20000, and ny = 40.
From Figure 2(a) we see that the radio energy consumption of the ECDH protocol stays constant independent
of the keyring size, while the energy consumption of the EG protocol increases linearly. From Figure 2(b) we
see that the energy consumption of both protocols stays constant, but ECDH consumes more than two orders
of magnitude more energy than EG. Figure 2(c) reveds that the EG protocol requires less energy compared to
the ECDH protocol as long as the keyring size is below about 7800. With larger keyring sizes ECDH is more
energy ef cient than EG.

However, the above used, straight-forward implementation of the basic probabilistic scheme (EG) is not
optimal. Assume that the key ring of each node is comprised of keys K;p:x that are drawn from the key
pool not completely randomly, but with the following agorithm: K;p.x = hash(l Djrjx)modkp, where 1D
denotes the identi er of anode, x denotes the index of the key ring, hash() denotes an arbitrary hash function,
r denotes arandom 64-bit value, and kp denotes the size of the key pool. Then, each node only hasto broadcast
its ID and its r, independent of the key ring size. Upon receiving the I D and the r of the neighbouring nodes,
each node calculates the key ring index and compares it with its own key ring indices.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 3: Estimated energy consumption of the improved EG and the ECDH protocol on a Micaz mote depend-
ing on the size of the keyring. The settings for all guresare : nodes = 400, kp = 20000, and ny = 40.

Figure 3 compares the estimated energy consumption of the improved EG and the ECDH protocol on a
Micaz mote depending on the size of the keyring. The settings for all gures are: nodes = 400, kp = 20000,
and ny = 40. Since the energy consumption of the improved EG protocol | ike the energy consumption of the
ECDH protocol is now independent of the key ring size, both e nergy consumptions stay constant. Similar to
the basic EG protocol, the radio energy consumption of theimproved EG protocol isslightly higher compared to
the ECDH protocol (see Figure 3(a)). Also the computation energy consumption of theimproved EG protocol is
two orders of magnitude smaller compared to the ECDH protocol (see Figure 3(b)). Figure 3(c) clearly depicts
that altogether the improved EG protocol always requires two orders of magnitude less energy compared to the
ECDH protocal.

In most scenarios akeyring size of afew hundred keysis suf ¢ ient. Therefore, the EG protocol or any of its
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derivates that are discussed in the following section is much more suited for key-establishment than the ECDH
protocol.

Deterministic Key Pre-Distribution

The main advantage of deterministic key pre-distribution solutions is that deterministic processes are used to
design the key-pool and the key-chains between sensor nodes to provide better key connectivity. The low-
resiliency against node corruptions is usually one of the major drawbacks of such schemes.

- BROSK The BROadcast Session Key (BROSK) negotiation protocol was proposed by Lai et a. in
2002 [20]. BROSK requires that a master key is shared between al sensors in the network, hence, it
offersonly low resiliency. Since BROSK requires low computational, low communication, and low stor-
age costs it offers good scalability. Unfortunately, BROSK supports only the establishment of link keys,
hence, neither path nor cluster keys can be established with BROSK.

- CDTKeying The Combinatorial Design Theory based pairwise key pre-distribution scheme (CDTKey-
ing) was proposed by Camtepe and Yener in 2004 [18]. It is based on block designing techniques in
combinatorial design theory. The underlying symmetric and generalised quadrangle design techniques
require the parameter n to be a prime number. This means that CDTKeying does not support all net-
work sizes for a xed key-chain size. However, CDTKeying off ers both good scalability and resiliency.
CDTKeying requires some auxiliary information to be pre-distributed. It supports the establishment of
link keys, but unfortunately neither path nor cluster keys can be established. Furthermore, the computa
tional and the communication costs are medium and the storage cost are high.

- 1OS The ID based One-way function scheme (10S) was proposed by Lee and Stinson in 2004 [21]. It
assumes that the WSN can be modeled as an r-regular graph which can be decomposed into star-like
subgraphs. Each sensor S; receives an individua key Ki and link keys Ki; J = H(Kjjid;) for each of
its neighbours S; of the subgraph. 10S does not require a master key, but individual and link keys to be
pre-distributed. It supports the establishment of link keys, but unfortunately it does neither support the
establishment of path keys nor the establishment of cluster keys. 10S offers both good scalahility and
resiliency at medium computational, medium communication, and high storage costs.

- DM BS The deterministic multiple space Blon's scheme (DMBS) was also proposed by Lee and Stinson
in 2004 [21]. It uses a strongly r-regular graph to extend the standard Blom’s scheme. DMBS requires
an individual key and auxiliary information to be pre-distributed and supports the establishment of link
keys, but it does neither support the establishment of path nor cluster keys. It offers good scalability and
resiliency at medium computational, medium communication, and high storage costs. DMBS provides
better scalability for the cost of decreased resiliency, compared to 10S.

Probabilistic Key Pre-Distribution

The genera idea of probabilistic or random key pre-distribution can be traced back to the following variant of
the birthday paradox [24]: Given aset S of k elements, we randomly choose two subsets S; and S, of m; and
m, elements, respectively, from S. The probability of S; \ S, & ; is

(k my)itk  my)!

PrfS1\S; & ;9=1 kik m; my)!

1)

For illustration purposes, we plotted the value of expression (1) in Figure ??, where we set k = 100 and
m; = my = m. Aswe can see, the probability of the two subsets intersecting increases rapidly with m, and
it reaches % when misaround 8. In generd, it can be shown that the value of (1) will be close to % when k is
large and my and m, are both closeto ™ k. The paradox is that we would not expect such a high probability of
collision when the size of the selected subsets is only the square root of the original set.

[ gure]

Thisresult can be used in key pre-distribution to considerably decrease the memory requirements imposed
on sensor nodes while still maintaining a rather high probability of any two nodes sharing a common key. For
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this reason, each node is pre-loaded with a random subset of keys selected from alarge key pool. Two nodes
that have acommon key in their subsets are able to communicate securely using the shared key. The probability
of this event will be rather high when the number of selected keysisin the order of the square root of the pool
size. Thus, we expect that large networks can be supported with arather limited size memory in sensor nodes.

Below, we elaborate on thisidea in more detail. First, we describe a basic scheme and some of its straight-
forward improvements. Then, we describe an approach to combine random key pre-distribution with threshold
cryptography in order to increase the resistance of the scheme to node capture attacks.

The basic random key pre-distribution scheme

The basic random key pre-distribution scheme proposed in [7] works in three phases. In the initialization
phase, alarge pool S of unique cryptographic keysisrandomly generated, and then, for each node, m keys are
selected randomly from S and pre-loaded into the node. This set of m keysis called the key ring of the node.
The number k of keysin S is chosen in such away that any two nodes will have a common key in their key
rings with a certain probability p (see analysis below).

After the sensors are deployed, the direct key establishment phase is performed. In this phase, the nodes

rst nd out with which of their neighbors they share acommon key. Such key discovery can be implemented
by assigning short identi ers to each key in S before deployment and by having each node broadcast the set
of identi ersthat correspond to the keys in the node's key ri ng. Two neighboring nodes that discover that they
share a common key can then verify that they both really possess that key by executing a challenge-response
protocol. The shared key is then used to protect the link between the two nodes.

Some pairs of neighboring nodes may not have a common key in their key rings, and therefore may not be
able to setup a secure link in the direct key establishment phase. In order to remedy this situation, a path key
establishment phase is performed. In this phase, neighboring nodes that do not share a key initially establish a
shared key through a path of intermediate nodes where each link of the path is already secured in the direct key
establishment phase. Thiswill work only if the graph, which consists of the nodes (as vertices) and the secure
links created in the direct key establishment phase (as edges), is connected. Aswe will see below, this can be
achieved with high probability by appropriately choosing the parameters of the scheme.

Setting the parameters:  We use results from random graph theory to set the parameters of the basic scheme.
Although sensor networks are not random graphs, as nodes cannot have communication links with most of the
other nodes in the network, using the random graph metaphor is still useful to give us an idea of the order of
magnitude of the various parameters.

We know from random graph theory [25] that in order for a random graph to be connected with high
probahility, the expected degree of the vertices should exceed a certain threshold. More precisely, in order for
a random graph to be connected with probability ¢ (e.g., ¢ = 0:9999), the expected degree d of the vertices

should be;
n

d= nl(ln(n) In(In(c))) 2

where n isthe number of vertices in the graph.

In our case, the edges of the graph correspond to the secure links created between neighboring nodes in the
direct key establishment phase. Recall that p denotes the probability that two nodes have acommon key in their
key rings. In addition, for a given density of node deployment, let n’ be the expected number of neighbors of
anode. Then, in our graph of secured links, the expected node degreeisd = p n'. Thus, we obtain that, in
order for the basic scheme to work, the following should hold:

d
P = 3
whered isdenedin ( 2).
Note that, using (1), we can compute p as follows:
_, (k my?
P=1 ik 2m) “)
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Recall that k isthe number of keysinthe key pool S, and m isthe number of keysin the key rings of the nodes.
We can use (4) to determine the values of k and m for a given value of p.

Let us consider anumerical example. Let us assume that there are n = 10; 000 nodes in the network, and
the nodes are deployed in such away that the expected number of neighborsis n’ = 40. We want the basic
scheme to work with probability ¢ = 0:9999. Using (2), we can compute that the expected node degree in the
graph resulting after the direct key establishment phase should be d = 18:42. From this, we obtain p = 0:46
using (3). Findly, we can use (4), to determine the values of k and m. We can check, for instance, that for
k = 100; 000 and m = 250, (4) evaluates to approximately 0:5, meaning that a key pool size of 100; 000 and
a key ring size of 250 would be an appropriate choice. Alternatively, we can use (4) to determine k if m is
given due to the memory constraints of the sensor nodes. For instance, if the key ring sizeislimitedtom = 75
keys due to memory congtraints, then we get from (4) that the key pool size should be k = 10; 000 to obtain a
connected graph after the direct key establishment phase with probability 0:9999.

A brief qualitative analysis. We can see that the basic scheme is quite well-adapted to the special design
congtraints for key establishment schemes in sensor networks. First of all, the parameters of the scheme can be
adapted to support the memory constraints of the sensor nodes. In addition, setting up pairwise keys does not
need any intensive computations. Indeed, when the nodes have a common key in their key rings, that common
key becomes the shared pairwise key, and no further processing is needed, apart from a simple challenge-
response protocol to ensure that the nodes actually possess the key. When two nodes do not have a common
key intheir key rings, they can establish ashared key through intermediate nodes. Thisrequires some additional
processing, because the intermediate nodes must decrypt and re-encrypt the key establishment messages sent
between the nodes. However, this must be done only once, at the beginning of the operation of the network. In
addition, simulation resultsin [7] show that the length of the path of the intermediariesislimited to afew hops.
This also indicates a moderate communication overhead of the scheme.

The basic scheme does not make any assumptions about the network topology apart from assuming that the
expected node degree is known a priori. Moreover, the scheme supports the post-deployment introduction of
new nodes into the network. For this, the new node must be pre-loaded with its own key ring, and no further
action is needed. In particular, the nodes already deployed do not need to be updated, and the new node can use
the basic mechanisms (direct and path key establishment) to set up secure links with already deployed nodes.

The disadvantage of the basic scheme is that, by compromising sensor nodes, an adversary obtains keys
from the key pool, which may be used to secure links between other, non-compromised nodes. Thus, node
capture affects the security of non-captured nodes too. One way to mitigate this problem would be to increase
the pool size. In that case, however, the size of the key rings should also be increased in order to ensure the same
probability of connectivity of the graph resulting from the direct key establishment phase. The problem is that
the size of the key ring is limited by the available memory in sensor nodes, and hence it cannot be arbitrarily
increased.

Another related disadvantage is that establishing path keys through captured nodes jeopardizes the secrecy
of the recently established key. In order to overcome this problem, compromised nodes must be discovered and
excluded from the network rapidly, but discovering that a node is compromised is a very dif cult problem in
itself.

Finally, yet another disadvantage of the basic scheme is that it does not provide node-to-node authentica
tion. This means that a node can establish shared keys with its neighbors, but it does not know exactly who
its neighbors are. Node-to-node authentication would be useful in detecting node replication attacks and in
identifying and expelling misbehaving nodes.

g-composite random key pre-distribution

One approach to increase the resilience of the basic scheme against node capture attacks is to use g-composite
random key pre-distribution as proposed in [8]. The g-composite scheme differs from the basic scheme in
requiring the nodes to have at least ¢ common keysin their key rings in order to be able to establish a pairwise
key. The pairwise key isthen computed as the hash of all shared keys.

Essentially, the g-composite scheme degenerates into the basic scheme when g = 1. Intuitively, when
q > 1, the probahility that two nodes can directly establish a shared key is smaller than the same probahility in
the basic scheme for the same values of the parameters k and m, because it is less probable to share at least q
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