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Executive summary

Routing is a fundamental functionality, therefore hostiterventions aiming to disrupt and degrade the routing
service have a serious impact on the overall operation ofnltiee network. Still, security of routing protocols
has fallen beyond the scope of research so far. In the UbiSen& Project, our objective is to overcome this
problem by studying routing security and developing a secauting protocol for wireless sensor networks.
This document contains our results related to this objectiv

This document is organized into three parts. The first parbigerned with problem statement of secure
routing and state-of-the-art. In particular, we inforngalkescribe the adversary model, the most general attacks
against routing protocols in WSNs, and the countermeasun@sosed against some of these attacks. The
second part contains the description of our formal sectirétysnework for sensor network routing protocols
(which serves as a formal specification of the security dbjes). In addition, we demonsrate the usage of the
model by two illustrative examples: first, we formalize a pienattack against the secured TinyOS beaconing
in our model; second, we show that INSENS, which is a linkestauting protocol for wireless sensor network,
is a provably secure routing protocol in our model.

Our formal security model for routing protocols in wirelessnsor networks is based on the well-known
simulation paradigm, but it differs from previously propdsmodels in several important aspects. First of all,
the adversary model is carefully adopted to the specificathearistics of wireless sensor networks. In our
model, the adversary is not all-powerful, but it can onlyenfitre with communications within its own radio
range. A second important contribution is that we definedititput of the dynamic models that represent the
ideal and the real operations of the system as a suitablédaraf the routing state of the honest nodes, instead
of just using the routing state itself as the output. Thievedl us to model different types of routing protocols
in a common framework. In addition, this approach hides tevaidable distortions caused by the adversary
in the routing state, and in this way, it makes our definitibnooiting security satisfiable.

In the third part, we describe the specification of a particsiecure label switching routing protocol for
sensor networks, together with its security proof in thepps®d formal security framework. This protocol is
the secure variant of TinyLUNAR, which is an extensively diseuting protocol in UbiSec&Sens. This part
also includes the performance analysis of the proposed satieching routing protocol. The analysis was
carried out by means of simulations, and this part also descithe simulation environment, the figures of
merit, the simulation parameters, and the simulation tesWe also compare the performance of this provably
secure routing protocol to its non-secure counterpart.
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1 Introduction

Routing is a fundamental function in every network that isdshon multi-hop communications, and wireless
sensor networks are no exceptions. Consequently, a nudtiofi routing protocols have been proposed for
sensor networks in the recent past. However, most of theseqmis have not been designed with security
requirements in mind. This means that they can badly failostite environments. Paradoxically, research on
wireless sensor networks have been mainly fueled by théémgial applications in military settings where the
environment is hostile. The natural question that may asiséhy then security of routing protocols for sensor
networks has fallen beyond the scope of research so far.

We believe that one important reason for this situationas the design principles of secure routing proto-
cols for wireless sensor networks are poorly understoodytoHirst of all, there is no clear definition of what
secure routing should mean in this context. Instead, thal@gpproach, exemplified ir88], is to list different
types of possible attacks against routing in wireless semstworks, and to define routing security implicitly
as resistance to (some of) these attacks. However, theseageal problems with this approach. For instance, a
given protocol may resist a different set of attacks tharitaroone. How to compare these protocols? Shall we
call them both secure routing protocols? Or on what grouhdsild we declare one protocol more secure than
another? Another problem is that it is quite difficult to gaout a rigorous analysis when only a list of potential
attacktypesare given. How can we be sure that all possible attacks ofendiype has been considered in the
analysis? It is not surprising that when having such a vagea about what to achieve, one cannot develop the
necessary design principles. It is possible to come upadstéth some countermeasures, similar to the ones
described in38], which are potentially useful to thwart some specific typéattacks, but it remains unclear
how to put these ingredients together in order to obtain areeand efficient routing protocol at the end.

In order to remedy this situation, we propose to base theydesfi secure routing protocols for wireless
sensor networks on a formal security model. More preciselthis document, we introduce a formal frame-
work which allows us to define what we really mean by securityoating in the context of wireless sensor
networks, and to prove if a given protocol satisfies the dafimi We illustrate the usefulness of this formal
framework by proposing a secure label switching routingqarol for wireless sensor networks and formally
proving that it is indeed secure in our model. In addition,stely the performance of the proposed protocol
by means of simulations, and we report on a prototype imphtatien of the protocol for MicaZ and Mica2
sensor motes.

The rest of this document is organized into three parts. Thigdart is concerned with problem statement of
secure routing and state-of-the-art. In particular, wermfally describe the adversary model, the most general
attacks against routing protocols in WSNs, and the courgasores proposed against some of these attacks.
The second part contains the description of our formal sigduamework for sensor network routing protocols
(which serves as a formal specification of the security dbjes). In addition, we demonsrate the usage of the
model by two illustrative examples: first, we formalize a gienattack against TinyOS beaconing in our model;
second, we show that INSENS, which is link-state routingqarol for wireless sensor network, is a provably
secure routing protocol in our model. Finally, in the thirdr we describe the specification of a particular
secure label switching routing protocol for sensor netwptkgether with its security proof in the proposed
formal security framework. This protocol is the secure amatriof TinyLUNAR, which is an extensively used
routing protocol in UbiSec&Sens. This part also includes grerformance analysis of the proposed label
switching routing protocol. The analysis was carried ouhi®ans of simulations, and this part also describes
the simulation environment, the figures of merit, the sirtiataparameters, and the simulation results. We also
compare the performance of this provably secure routingppob to its non-secure counterpart.

The results presented in this document were published ifiollmving papers: 94] [92] [96] [97] [98]

[93].
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Part |
Attacks and countermeasures

2 Attacks on Sensor Network Routing

2.1 Adversary model

The adversary can mount her attacks from sensor-classedeaitd more powerful laptop-class devices. It is
quite reasonable to assume that both sensor-class ang-ldpss devices can be easily acquired by the ad-
versary, or alternatively, she can capture honest setess-devices directly in the network field. Of course,
capturing is viable only if sensor nodes are not tampertagisievices and the adversary can gain unsupervised
access to them. The sensor-class devices and laptop-eeisegithat are under the control of the adversary
are further called adversarial nodes. Sensor-class delvee identical capabilities to an ordinary sensor node
(i.e., their energy supply as well as their computationabqrois typically heavily constrained). On the con-
trary, laptop-class devices are more powerful; besidembawnconstrained energy supply and computational
capability, they also have powerful transmitters with mgobater power range than sensor nodes have. Addi-
tionally, laptop-class devices may also have more seasitigeivers, though such equipment bears much higher
costs than transmitters.

All attacks performed by the adversary consist of simplesage manipulations like message injection,
deletion, modification, re-ordering, and simply relayingssages without following the routing protocol rules
faithfully. Before investigating more sophisticated akisthat employ the previously listed message manipula-
tions, we describe how the adversary can perform such messagipulations.

Injection of messages in a radio channel is trivial. Messigletion can also be easily done by simply not
forwarding a message according to the protocol rules, ordofppming jamming 85]. Message modifications
and re-ordering can be performed in a straightforward wadlygéfadversary acts as a relay node between the
sender and the receiver (i.e., the sender and the recemroiceeach each other directly). However, if the re-
ceiver and the sender can communicate directly, then thersaly must use sophisticated jamming techniques
that prevents the receiver from receiving messages, whileeaame time allows the adversary to receive those
messages. Once a message is deleted in this way, the aghveaeamodify it and send the modified message
to the receiver. In particular, message modification is deasible, if both the sender and the receiver nodes
are within the communication range of the adversarial nbtie, we sketch two scenarios for message mod-
ification, which are illustrated on Figurk By these simple examples, we intend to point out the feégibi
of message modification assuming even direct communicagtnween the sender and the receiver node. We
assume that communication range implies interferencectaamyl vice-versa.

Node X .
Node X 1 m Node Y
/O ode g ode
1: m// 1: m 1: m /: jam
.11 jam 5 2: m’ zom
Node Aa Node Y Node A; Node A

Figure 1: Message modification performed by the cooperationvo adversarial noded; and A, (on the
right-hand side) in Scenario 1, and employing overhealjmmgming, and relaying with a single adversarial
node A (on the left-hand side) in Scenario 2. Honest nodes areléabby X andY. Arrows between nodes
illustrate the direction of communication, the sequename$sage exchanges are also depicted on these arrows.
Dashed arrows illustrate failed message delivery causganbming.

Scenario 1: There are two honest nodéS andY’, and nodeX intends to send a messageto nodeY'.
A1 and A, are adversarial nodes, whefg is able to interfere witlY”’s communication, but not witt's and
Ajq’s communication. Letd; be in the communication range af andY’, whereas4, can only communicate
with Y. WhenX transmitsm to Y, nodeA; overhearsn, meanwhileds performs jamming to causé not to
be able to receiven. In order to take this actiom; and A, are connected by an out-of-band channel, thys,

Page 9 of (60) (©UbiSec&Sens consortium 2006



UbiSec&Sens Deliverable D2.5

can send a signal td; when A, should start jamming™’s communication. It is also feasible that performs
constant jamming for a certain amount of time, afterwartiscan send the modified messagéto Y.

Scenario 2:1n this scenario, there is only one adversarial node derimtetl We assume that transmitting a
message from the routing sublayer consists of passing teeage to the data-link layer, which, after processing
the message, also passes it further to the physical layerddta-link layer uses CRC in order to provide some
protection against faults in noisy channels; a sender génerppends a frame check sequence to each frame
(e.g., see6]). The adversary can exploit this CRC mechanism to modifyessage in the following way
(illustrated on Figurel). When X transmits message to Y, node A also overhears, in particular, he can
see the frame(s) belonging ta. A intends to modify message. Here, we must note that most messages
originated from the routing sublayer are composed of only fsame per message in the data-link layer due
to performance reasons, especially when they are useddoveisrouting topology. Upon reception of the
frame corresponding to the message, the adversary campttrauframe check sequence by jamming once the
data field of the frame has been received. This causes Yiddedrop the frame (and the message), silice
detects that the last frame is incorrect, and waits for mstrassion. At this point, if some acknowledgement
mechanism is in used should send an acknowledgementXaso that it does not re-send the original frame.
In addition, A retransmits message’ in the name ofX, wherem' is the modified message.

The feasibility of jamming attacks is studied and demomstran [85]. Although, the authors conclude
in that paper that the success of jamming attacks mainlyrdkpa the distance of the honest nodes and the
jammer node, various jamming techniques has been prestntiexithat can severely interfere with the normal
operation of the network.

Subsequently, we distinguish two types of adversariesosider adversarys assumed to be able to ma-
nipulate messages sent by honest nodes, however, she cantral legitimate sensor nodes. On the contrary,
aninsider adversanhas all the power as the outsider adversary, and additjorsdle is able to control some
legitimate sensor nodes in the routing process (this mayraksan the compromise of the cryptographic keys
of those sensor nodes).

2.2 Objectives of attacks

Generally speaking, the adversary primarily intends tcattithe objectives of routing protocols. More specifi-

cally, she wants to degrade the performance of routing,tonately, she may attempt to completely disrupt the
routing service and cause network malfunctioning. Degigtle performance of routing can mean degrading
the packet delivery ratio, shortening the network lifetiraad/or increasing the network delay. In addition to

these, the objective of attacking the routing protocol camodncrease the hostile control over the traffic. Note
that some of these adversarial goals are highly correlated (f the adversary can successfully divert the traffic
through adversarial nodes, then she can easily degradetketpdelivery ratio or increase the network delay
by dropping packets and delaying packet forwarding).

2.3 Attack methods

In the previous subsections, we described the capabitifiise adversary in sensor networks and the general
objectives of the attacks launched by this adversary. Namgiwe an overview of the specific attack methods
that can be used by the adversary in order to achieve hertivieiec

The simplest attack methods are composed of the basic neessagpulations techniques. This includes
dropping modification delaying injection and re-ordering of routing control messages. In order to further
refine these methods, we separate the route discovery amtdhtheforwarding phase of routing protocols.
In both the route discovery and data forwarding process$esativersary can inject extra packets in order
to consume valuable network resources at honest sensos ffledeling to denial-of-service). In the route
discovery phase, injecting a forged control packet canltr@saorrupt routing states at honest nodes that may
ultimately yield increased traffic control as well as shoe@ network lifetime and increased network delay.
Dropping control packets have trivial effects: in this weyg adversary can separate some of the nodes from
the base station that can only reach the base station thramgtversarial node. The adversary can also
degrade the packet delivery ratio and the network delay byging packets in the data forwarding process. By
modifying control packets, the adversary can cause howeststo store corrupt routing states, which may have
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similar effects to injecting forged control packets. Ferthore, the adversary can also modify data packets,
which may lead to re-transmissions, and hence increasedyenensumption. Re-ordering and delaying of
control packets can influence the next-hop selection meéstmartWe note that while topology-based and link-
state routing protocols are usually vulnerable to conteaiket manipulation, geographic and hybrid routing
protocols seem to be more resistant against these attacks.

Besides these basic packet manipulation attacks, the ssdyemay also be capable to mount attacks at
higher level. These atennelling rushing selective forwardingandreplay attacks.

In the tunnelling attack, the adversary controls some gbedai nodes in the network, and tunnels routing
control messages between these controlled nodes in thegobyart of normal data packets using the multi-hop
forwarding mechanism of the network. In this way, the adwsr&£an make some routes appear shorter than
they really are, and thus, these routes may be preferredebythier nodes.

Rushing is a protocol-dependant attack. In particular,atheersary can launch this attack only against
routing protocols that employ a duplicate suppressionrigete to control flooding. When using duplicate
suppression, a node only considers the first copy of a givatralgpacket and drops any further copies. For
instance, a nodA running tinyOS beaconing (as it will be described in Subsa.4) sets the neighboring
node from which it received the first copy of the beacon as the lhop towards the base station. Any further
beacons are simply discarded Ay The adversary employing rushing can exploit this duplicatppression
technique to divert the traffic: The adversary forges a beacwl broadcasts that to nodeAs a resultA will
set the identifier found in this forged beacon as the nexttbeyards the base station. Later, whemeceives
the real beacon, it discards it due to duplicate suppressiothis way, the adversary can divert traffic to itself
and increase hostile traffic control. This can be the firgt sfdurther severe attacks.

Selective forwarding refers to the capability of droppiragadpackets in the data forwarding process in a
selective manner. Generally, this attack can be a secopdfer a successful tunnelling or rushing attack. If
the adversary jointly uses selective forwarding with anyteadiversion techniques, then she can easily setup a
blackhole(where all packets are dropped) ograyhole(where only specific packets are dropped).

Replay attacks can occur during topology construction dsaseluring the data forwarding process. The
adversary can replay obsolete routing control packetsthiinger reflect the current network topology, which
may yield inefficient routing paths. In the data forwardingqess, replaying obsolete data packets causes
incorrect reports about the monitored environment.

Finally, there are other attacks that are mainly relatecetghbor discovery, such as tirmhole attack
the Sybil attack and thenode replication attackWe consider these attacks against routing, since mangisens
network routing protocols integrate neighbor discoverpas of a cross-layer design.

A wormhole is an out-of-band connection, controlled by tHeeasary, between two physical locations in
the network. The adversary installs radio transceiversott bnds of the wormhole, and it transfers packets
(possibly selectively) received from the network at one @fittie wormhole to the other end via the out-of-band
connection, and re-injects the packets there into the mktwo

The effect of a wormhole on neighbor discovery is that songeadhat would not be neighbors otherwise
may establish a neighbor relationship. This has a direetefin route discovery mechanisms that operate on
the connectivity graph, since they may identify routes tiss virtual links created by the adversary. Thus, a
well placed wormhole gives considerable power to the adwgrsvho can monitor the network traffic flowing
through the wormhole, or mount a denial-of-service attackdrmanently or selectively dropping data packets
sent via the wormhole.

Some routing protocols do not rely on explicit neighbor disery mechanisms, but the nodes discover their
neighbors implicitly via processing the overheard routingtrol messages. Many of these protocols are equally
vulnerable to the wormhole attack. For instance, an admgesn use a wormhole to mount a rushing attack
against routing protocols based on flooding a route requelstantrolling the flood with duplicate suppression.

The wormhole attack has similar effects on routing proted¢ban the tunnelling attack, but it is based on
slightly different assumptions about the adversary. Itigalar, in the tunnelling attack, the adversary controls
some corrupted nodes in the network, and tunnels routingsages between these controlled nodes in the
payload part of normal data packets using the multi-hop ddimg mechanism of the network. Therefore, by
definition, in order to mount a tunnelling attack, the adageyseeds to have corrupted nodes in the network,
which use (possibly compromised) identifiers. In contraghis, the adversary can mount a wormhole attack
without corrupting any nodes or compromising any node iflers, because the wormhole uses only low level
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repeaters transparent to higher layer protocols.

In a Sybil attack 22], a single adversarial node illegitimately usesiltiple identities during the routing
process. This can have devastating effects on multipattingprotocols B8], because a node may believe
that it routes packets via node disjoint paths, while initgdhese paths may all go through the adversarial
node implementing the Sybil attack. Sybil attacks emplagegther with tunnelling or wormhole attacks can
be even more powerful, as the tunnels and the wormholes casdieby the adversarial nodes to share their
invented identities.

The node replication attack is the dual of the Sybil attadkeme the adversary uses themeidentity for
multiple devices, and thus a single adversarial node mayrheally represented in multiple locations in the
network. Replication attacks can also severely influeneefieration of most routing protocols; in the worst
case, the adversary can copy the identity of the base sttiduse it in different locations of the network. If
the adversary manages to impersonate the base statiorgitbanay be able to attract all traffic to her; this is
often referred to as theinkholeattack B§].

All these basic attack methods listed so far can serve agibgiblocks for further more complex attacks
such as the HELLO flood attack against TinyOS beaconing, ristion of routing loops, black- and grayhole
attacks, or route diversion attackd8]. Some of these will be exemplified in the following subsewti

2.4 Specific examples

In this subsection, we illustrate the previously describtteck methods on different types of sensor network
routing protocols: we show how the adversary can subvegt®beaconing, Directed Diffusion and GPSR.

2.4.1 TinyOS beaconing

Originally, the authors of TinyOS proposed a very simpldirauprotocol in B0Q], called TinyOS beaconing. In
this protocol, each node is addressed by a globally unicertifter, and the base station periodically initiates a
route discovery by flooding the network with a beacon messdgen the reception of the first beacon within
a single beaconing interval, each sensor node stores thtfigleof the immediate sender of the beacon as its
parent (a.k.a., next-hop towards the base station), amdréhbroadcasts the beacon after replacing the sender
identifier with its own identifier. As for each node only onegr is stored, the resulted routing topology is a
tree. In the data forwarding process, every sensor nodée/iege data packet forwards that towards the base
station by sending the packet to its parent. This beaconiechanism is a straightforward method to build a
simple routing topology, where each node sets a neighbds paiient if this neighbor lies on the fastest path to
the base station. The protocol assumes symmetric linkeinetwork and does not consider any energy metric
to optimize network lifetime.

In the following, we show how the adversary described in $atign 2.1 can create a routing loop in a
sensor network using TinyOS beaconing. Let us considenr&@u-irst, the base statidd floods the network
with a beacon containing its identifier. Before re-broatlngsghe beacon, nodereplaces the sender identifier
with its own identifier to indicate to its neighbors that thean reach the base station througjHReceiving this
beacon, the adversarial nodaloes not replace the sender identifier witaccording to the protocol rules, but
it replaces it withD. Hence,C setsD as its parent node, and rebroadcasts the packet with its adewntifier
causing nodé® to setC as its parent node. As a result, nadevill forward all data packets t® andD will
forward all data packets 10 without ever reaching the base station and consuming Viaueabources.

2.4.2 Directed Diffusion

Directed Diffusion B5] is another mainstream topology-based routing protocbé Base station initially floods
the network with arinterest which contains attribute-value pairs describing the estgd data. Upon the
reception of an interest, each sensor node sets a gradieningao the immediate sender node. A gradient
defines the requested data at each sensor node in conjuwitficihe next-hop towards the base station through
which a message containing the requested data should barfted: Moreover, each gradient is weighted
proportionally to the amount of data that is allowed to traeghe gradient. If a node receives the same interest
from different neighbors, then the node can set multipladigres, which correspond to the same interest,
pointing to different neighbors. The neighbors are difféigged by locally unique identifiers.
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Figure 2: Creating a routing loop in TinyOS beaconing. Thiy aadversarial node is denoted By For each
node, the solid line points to the parent node. Initiallyg tase statiol® floods the network with a beacon.
Receiving this beacon from nodte the adversarial nodé rebroadcasts it in the name of nddéhat is denoted
by a dashed arrow. Upon the reception of this falsified beawateC will believe that the sender of this beacon
is nodeD. Thus,C setsD as its parent node.

The data is forwarded to the base station by the intermediaties along their gradients. If there are
more gradients at a node for the same interest, then the wnodarfls one copy of the message along each
gradient. After a while, the base station selects the rotitie the best quality and increases the weight of
the gradients along the route (positive reinforcementeneas it decreases the weights on the others (negative
reinforcement).

Intermediate nodes may aggregate the received data, amaltbthis aggregated data along the correspond-
ing gradients at rate that is proportional to the weight ef ghadient. The base station periodically re-sends
the interests along the used routes in order to keep theegrtaddf intermediate nodes alive. In this way, the
base station keeps the empirically best routes and eligsrtae routes that have worse quality. Optionally, all
nodes can cache data in order to achieve shorter resporeartghincrease robustness. A more comprehensive
description can be found ir8§).

The adversary can easily mount black- and grayhole attag&imst Directed Diffusion. Blackhole attack
means that the adversary allures all traffic from a particataa along an adversarial node, and then drops all
received packets. Grayhole attack is more sophisticatiedtse forwarding; the adversary first allures the
traffic and then selectively drops some data packets. Lebnsider the network topology depicted in Figure
3. The adversarial node can simply allure the traffic by braatiog a forged interest in the nameRf Thus,
all nodes receiving this forged interest will send data p&sko nodeA. A more clever adversary can exploit
the reinforcement strategy of Directed Diffusion; the adaeal nodeA reinforces some paths without forging
any interests (i.e., receiving the original interest frood@B, A rebroadcasts that containing increased data-
rate values). Consequently, all nodes receiving this nmextliinterest will forward data packets towards the
base station along at higher data rates, which then can drop, modify, or forwzadkets at her own wish.
Moreover, this false reinforcement also causes honestshbdéeries to deplete faster.

243 GPSR

GPSR (Greedy Perimeter Stateless Routi3§) s a geographic routing protocol proposed for wireless@a h
and sensor networks that can be used to route data packetsepesiny pair of nodes (i.e., it supports node-to-
node communication). GPSR assumes that every sensor nadais of its own location and the locations of
its neighbors.

Initially, nodes construct a planar subgraph based on theank topology in a distributive manner. This
distributive planarization algorithm can be GG (Gabriebfr) R7], RNG (Relative Neighborhood Graph)
[77], CLDP (Crossing Link Detection Protocol®(] or LCLR (Lazy Cross Link Removal)41]. We do not
detail the planarization process further, more interesgaders are referred to the corresponding literature. This
planar graph will be used to circumvent voids in data forwagd

Upon the reception of a data packet that carries the locafitime destination nodB, each node checks
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Figure 3. Black- and grayhole attack against Directed Bifin. The only adversarial node is denotedAy
For each node, the solid lines denote the gradients setdewlae base station. Nodecan allure the traffic by
disseminating faked interests in the naméBaind/or by manipulating the reinforcement strategy of Dadc
Diffusion. As a result, all honest nodes that receive thaffall interests originating fror will select the path

that traverse nodA. This is illustrated in the figure by that all nodes in a coasitbly part of the network set
gradients towards nodk. After alluring the traffic, nodé\ can mount selective forwarding.

whether it has a neighbor that is closer to n@dthan itself. If it has, the message is forwarded to that node.
Otherwise,l switches to face routing mode, which means that it detersnine neighboring face in the planar
subgraph that is intersected by the imaginary line conngtind the destination, denoted tyAfter putting

its own location into the packeltuses the right-hand rule to select the next-hop on the pegimoé that face.
Each node on the perimeter of the face uses the same rulestd #& next-hop for the packet until one of the
following events occurs:

e A node is reached that is eithBror it is closer toD thanl. In the latter case, the node that is closebto
thanl performs the same steps thalid and the process repeats.

e An edge is reached, denoted bywhich is intersected by ling€. In that case, GPSR switches to the
neighboring face that is intersected dyYi.e., the neighboring face contain

¢ Ifthe packet completely traverses the perimeter of the fiaege or | is traversed again) without reaching
a node being closer 0, then the packet is marked as undeliverable.

We show how the adversary can divert the traffic and creatmudetetween a source and a destination
causing increased energy consumption, and thus decreasedrk lifetime. In Figured, a source nodé is
assumed to send a packet to the base st&io\s nodekE is closer toB than any other neighbors &f S
forwards the packet t&. Similarly, E forwards the packet to the first adversarial nédden order to divert the
traffic, A alters the destination location in the packet to the locatibthe second adversarial nodé Hence,
following the GPSR rules the packet will be forwardedAfoalong nodedH, K. Afterwards,A’ recovers the
original destination location t8'’s location, and the packet will be delivered along nddle Therefore, the
packet reaches nodalong node&, A, H, K, A’, Q instead of nodeg, A, C that would be a much shorter and
less energy consuming route.

3 Countermeasures

In this section, we review some countermeasures that casdubto defend against the attacks described in
Subsectior2.3 Some of these countermeasures will serve as building slfmlsecure sensor network routing
protocols, which will be described in the next section. lhh&action3.1, we address link layer security focusing
on how one can ensure message authenticity, confidentaldyfreshness at the link layer. In SubsecBo?

we consider the security of neighbor discovery; we desdtigebasic defenses against the Sybil, the node
replication and the wormhole attacks. The techniques daddirast authentication are discussed in Subsection
3.3 Finally, we are concerned with robust data delivery in $abien3.4.
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Figure 4: Route diversion attack against GPSR. The advalsades are denoted yandA’. Using GPSR,
the source nod6 sends a packet towar@s Receiving this packet alters the destination of the packet from
B to A’. WhenA' receives the packet froi, it recovers the original destination B Thus, the packet reaches
B along node<, A, H, K, A", Q that is denoted by solid arrows. In contrast to this, if theeasary does not
divert the packet, it will traverse nodésA, C, denoted by dashed arrows, which is a much shorter route.

3.1 Link layer security (prevention of outsider attacks)

To protect against malicious manipulations of routing rages exchanged between sensor nodes as well as
between base station and sensor nodes, one can emploiotraldiryptographic primitives, whereby one can
provide authenticity in conjunction with integrity, as Wa$ confidentiality for messages. However, providing
these security services in an end-to-end manner is notatdsim sensor networks, because the authenticity
of routing control messages need to be verified and theireobmeed to be accessed by intermediate nodes.
Therefore, we need to provide these services in a hop-byxf@mer at the link layer.

Providing link layer security is quite straightforward,vwever, one must keep in mind the resource con-
straints of the sensor nodes. In particular, sensor nodekess capable to perform expensive cryptographic
computations and communicate long signatures and MACs. tH®mreason, symmetric key cryptographic
mechanisms are often preferable in sensor networks.

An example of a widely used software package that providesisstric key cryptographic mechanisms and
that can be used to implement security services at the lyde s TinySec 87], which runs on top of TinyOS
[30].

Finally, we note that the countermeasures implementedeatink layer do not defend against insider
attacks, where the adversary controlling some intermediaties can manipulate messages in an undetectable
way.

3.2 Secure neighbor discovery
3.2.1 Preventing the Sybil attack

A Sybil node, which uses multiple identities, can obtainsthéentities by either fabricating new identities
or stealing existing ones from honest nodes (e.g., by nogwugag). Current defense mechanisms can be
grouped into two major categoriedecentralizedand centralizedtechniques. The former includes resource
testing, cryptographic defenses, and secure positioficagion, while the latter incorporates registration and
anomaly detection.

Resource testingelies on the observatio2®] that each node (device) is generally limited in some resegir
(e.g., computation, storage, or communication). Even amradrial node that uses multiple fake identities
cannot multiply its resources, therefore, with approprimechanisms one can discover that those fake identities
do not belong to different nodes. For instance, one feasiialg to do this is the radio resource testify]|
which assumes that every node has only a single antenna theérally incapable of using multiple channels
simultaneously. Applying this scheme, a verifier node assjfferent channels to all its neighbors. Then, the
verifier selects randomly a channel and broadcasts a mesaagat. If the neighbor assigned to this channel
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is legitimate, it should answer or at least acknowledgesrtassage. However, if the channel is assigned to a
Sybil node, the corresponding adversarial node will ngboed with a certain probability, because it has only
one antenna on which he can listen on a single channel. Regdlais test, the probability that the misdeed is
not detected can be made arbitrarily sm&l[ even if the verifier can test only a subset of its neighbtme
time (i.e., the number of channels that can be used is leaghieanumber of the neighbors).

One advantage of all resource testing schemes is that timelpecased against both fabricated and stolen
identities. By contrast, all cryptographic defenses cdn prevent the illegal fabrication of identities. However,
if the adversary retrieves somehow the cryptographic natés.g., secret keys) needed to authenticate an
existing identity (i.e., she steals the identity), thers fildientity can be used by a Sybil node.

Some cryptographic defenses are based onah@om key predistributioscheme proposed i2%]. In this
approach, each node is randomly assigned a subset of syimkests from a common key pool. If the size of
this subset is large enough, any two nodes will have at legsstommon shared key with high probability based
on the birthday paradox. The adversary who aims at fabnigathewidentity can easily do that by capturing
multiple nodes and use every combination of the compronkegd. In b7], the authors propose a defense by
binding keys to identities. Here, we only outline the maieadAll keys are indexed in the common key pool
with m keys, and the identity D is assigned t& keys by calculating the key index wi P(ff]D’) (i) (1 <i < k),
whereh is an one-way hash function adti’*" is a Pseudo-Random Function (e §5%F can be a CBC-MAC
construction $2]). Therefore, the best that an adversary can do is to perforrexhaustive search on the set
of fabricated identifiers (i.e., calculatidgf(?g,)(i) to find a valid/ D’) until she finds a candidate such that all
keys assigned to the candidate are known by the adversagy/sdiieme provides a reasonable level of security
until the number of captured nodes reaches a certain tHoeshHowever, above this threshold, the adversary
can easily fabricate new identities despite using this meheSingle space pairwise key distributiory f]
approaches are inherently resistant against identityciaion until no more thar\ nodes are compromised
due to the\-secure property. If more thaknodes are compromised, the adversary will be able to fabrica
arbitrary number of identities. Single space approachddfabasic pool approach are combined in the multi-
space pairwise key distribution approach2s f8]. Here,k out of m key spaces are randomly assigned to each
node, and the adversary must compromise more thastances of each space to compromise that only one
key space. In§7], the authors showed that multi-space pairwise approagtwade stronger defense against
identity fabrication than both basic key pool and singlecepapproaches (i.e., by multi-space scheme, the
adversary needs to compromise more nodes to successfoitlgefe a new identity than in the basic key pool
or single space schemes).

Further cryptographic defenses can be provided by usings sdemtity certification methodike digital
certificates. However, these schemes are based on digjtedteres that are considered to be expensive in
terms of computation and communication. A more viable itigrdertificate method was proposed 89
that uses Merkle-tree$4] and one-way hash chains instead of expensive public keytagyaphy to prove
identities.

There are also some additional decentralized defensesdi@e position verificatiof69] and code attes-
tation (a.k.a, remote code verification$§, 76]. The former has shown significant progress recently, bait th
latter one still incurs substantial overhead.

In case of the centralized approaches, such as registratioranomaly detection, a trusted entity (e.g.,
the base station) is required to have a global view of the ortwIn case of thaegistration approach, this
central entity can preclude Sybil attacks by accuratelgkiray the operation of the network (e.g., a node can
verify its neighbors by querying the central entity for tist bf nodes registered in the network). Alternatively,
this central entity can also detesmtomalyrelated to Sybil attacks (e.g., nodes which are reportecve oo
many neighbors are good candidates for Sybil nodes). Adldleentralized schemes may provide a reasonable
solution against Sybil attacks in many simple scenarias, (& small-sized networks).

Summarizing all countermeasures against Sybil attackscameconclude that none of them provide a
perfect defense. The radio resource verification may bemivented by using special radio hardware and it
can also incur substantial energy consumption. All ceiztgdl techniques has limited applicability to sensor
networks, since the central element becomes a single pbfaflare and these solutions are not scalable in
general. Moreover, cryptographic solutions cannot be agg@ihst stolen identities and the success of secure
position verification highly depends on the accuracy of dwalization method.
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3.2.2 Detecting node replication attacks

Node replication occurs when a single identity is used bytiplal nodes simultaneously in the network. For
instance, the adversary may try to deploy additional adwiisnodes that use the same identity or an identity
that is already in use by a honest node in the network. NoteSyiail attacks and node replication attacks can
be jointly mounted at the same time; a single adversariak magh use multiple identities from which at least
one is already in use simultaneously by further adversaddes or honest nodes.

There exist centralized and decentralized detection idhgos for node replication attacks. By centralized
detection, each node sends its whole neighborlist to the lasion which then can filter out replicated nodes
and revoke them by flooding the network with authenticateaaation lists R5]. However, similar to the
centralized methods in the case of Sybil attacks, this naetifen has many drawbacks such as scalability prob-
lems and degraded robustness. Decentralized detectidocpl® are much promising due to the distributive
nature of sensor networks. Here, we briefly present two desdezed approaches with illustration purposes:
randomized multicastl0] and line selected multicasi()].

Both randomized multicast and line selected multicast atpsrsimilarly; the location claim of all nodes
are disseminated in the network to some witness nodes weadrd all received location claims. If a witness
node receives duplicate location claims with the samemaigr identity but with different locations, then the
replication is detected and the witness floods the whole aritwith an authenticated revocation message.
Here, we assume that each node is aware of its location am#radsvs the size of the communication range.

Using randomized multicast detection, all nodes in the ogtvbroadcast their location claims. The lo-
cation claim is authenticated by each node using public kggtography or another more efficient broadcast
authentication scheme described in Subse@i8nThe location claim of nodd is received by the neighbors
of A. Then, each neighbor &f verifies the authenticity and the plausibility of the looaticlaimed byA (e.g.,
the plausibility can be checked by calculating the distarateeen the claimed location and the location of the
neighbor, and if this distance is less than the radius of tiensunication range, then the location claim is plau-
sible, otherwise, it is considered to be implausible). ¢ lincation claim is not authentic or it is implausible, the
neighbor discards the location claim. Otherwise, with phility p, each neighbor selectsrandom locations
in the network and for each of these locations, the neighbes geographic routing to forward the location
claim of A to the node that is closest to the selected location (e.gising the routing algorithm in GHTEp)).

If the average number of a node’s neighbors is denoted,lifienp - r - k is a good approximation for the
number of nodes that receivés location claim. Ifr ~ \/n (i.e.,p - r - k is in the order 0fO(y/n)), wheren
denotes the number of all nodes in the network, then baseldedpitthday paradox a single replication can be
detected with high probabilityx¢ 0.5) [10] (i.e., there exists at least one witness node that recéislecation
claims from both the original and the replicated node witjhhprobability). Moreover, as the number of the
replication of the same node increases so does the prdpaijithe detection (assuming that each node has at
least one legitimate neighbor). On average, each node nmestisrep - r - k£ location claims, thus the storage
cost is in the order of)(,/n), and the communication cost is in the ordefi/n - p - r - k) = O(n?) [10].
However, the storage cost can be further reduced by using siome synchronization enhancements detailed
in [10].

In order to reduce the communication cost of the randomizeiticast detection, another scheme called line
selected multicast was proposed 1 that was inspired by Rumor Routing][ The operation of line selected
multicast is illustrated in Figurb. The idea is that along the path between a neighbér afid a withess node
each intermediate node verifies whether it has alreadyvexdei different location claim with the identity of
A. If the intermediate node has multiple location claims with identity, then it floods the network with an
authenticated revocation message. Otherwise, the noékrdtiiie location claim (if there is no any location
claim with identity A in the buffer), and forwards the location claim towards thtess node. In this way,
there will be line segments throughout the network thatatedout in random directions from node Now, if
there is a replicated node with identidyin the network, the probability that the replication is di¢el equals
to the probability that at least two line segments radiatingfrom A and its replica, respectively, intersect. It
can be shown by using Monte-Carlo simulations that the gitihathat two random line segments originating
from A and its replica intersect is greater than6. If there are five line segments per node this probability
can further increase even up®5 depending on the network topology. If each line segmentsaasgth in
the order ofO(y/n), the communication cost of this scheme&i&u/n) for the whole network. Regarding the
storage cost, each node storeg,/n) location claims. Moreover, the storage cost can be furtbéuced by
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using some time synchronization enhancements detaileDjn [
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Figure 5: Line selected multicast to defend against nodicedjpn attack. The single replica of nodeis
denoted by a black filled nod&. Let us assume that the replica passes the plausibilitykabfeits neighbors.
Thus, some of these neighbd8s D, E, F choose random geographic locations denoteddfy, ref 5, ref g,

ref g, respectively, and route the location claim of the repl#he nodes (witnesses) closest to these selected
locations (routes are denoted by dashed arrows). The doceakaim is stored at each intermediate node. The
neighbors of honest nodk, which areJ, G, H, perform the same steps (these routes are denoted by dotted
arrows). In this example, the replication is detected aerida/hich receives the location claims of both honest
nodeA and its replica.

Both schemes rely on the assumption that nades at least one honest neighbor that faithfully forwards
the location claim oAA. However, this assumption does not hold for every practicahario (e.g., the adversary
may compromise all neighbors @&f). To circumvent this problem, the authors ih0] proposed a slightly
modified scheme where not the immediate neighbows lofit the closest honest nodesAavill act as pseudo-
neighbors ofA (i.e., they explicitly quenA for its location claim, and in case they do not receive angoase,
they deny to forward any traffic originating froi). More interested readers are referredt@|

We note that randomized multicast detection as well as letected multicast detection rely on some
existing routing infrastructure like some variant of GPIRuSs, the effectiveness of the schemes depends
on two factors: (i) how fast the misdeed is detected by themenodes, (ii) how fast the revocation list is
distributedbeforerouting any data packets. Finally, we note that these schemenot applicable to those
protocols that use locally unique identities, becauseadh¢hse, two nodes being far away from each other can
legally use the same identity.

3.2.3 Detecting wormholes

Broadly speaking, the different wormhole detection me@@ma fall into two classes: the centralized mecha-
nisms and the decentralized ones. In case of the centrajg@aach, data collected from the local neighbor-
hood of every node are sent to the base station. The basmnatatis the received data to construct a model of
the entire network, and tries to detect inconsistenciekigimodel that are potential indicators of wormholes.
In the decentralized approach, each node constructs a mbiglown neighborhood using locally collected
data, and performs wormhole detection locally. The adgpntd the decentralized wormhole detection mech-
anisms is that they are more energy efficient and scale ibtiarthe centralized mechanisms, therefore, they
can be used in a wider range of applications. Their disadganis that they usually rely on some strong sys-
tem assumptions (e.g., accurate time synchronizationdsstihe nodes) or on the availability of some special
hardware in the nodes (e.g., a GPS receiver or a directionahaa).

Two examples of the centralized approach are the wormhdaeztien mechanisms proposed 2] and
[82]. In the scheme described ifd], the nodes report only the list of their believed neightorthe base sta-
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tion, and the model constructed by the base station cordithie connectivity graph of the network. A crucial
observation is that a wormhoédwaysincreases the number of edges in the connectivity graphjrasaduces

new neighbor relationships. This increase in the numbeidgés changes the properties of the connectivity
graph in a detectable way with respect to some expectati@isate based on some basic assumptions about
the system (e.qg., the distribution of node positions, tharoanication range of the nodes, etc). The main idea
is to detect the changes in the connectivity graph usingsstal hypothesis testing methods. In particular,
wormholes are detected itZ] by identifying distortions in the distribution of the numbof neighbors and in

the distribution of the length of the shortest paths betwadlpairs of nodes using the?-test.

In [82], the nodes also estimate the distances from their belieegghbors, and send their neighbor list
with the estimated distances to the base station. In this, ¢he model constructed by the base station is a
virtual layout of the network. The crucial observation hies¢éhat a wormhole contracts the virtual layout in
certain regions, since it makes some nodes appearing reeghinile in reality these nodes are far away from
each other. The main idea is then to detect these contradiipmisualizing the virtual layout.

Examples of the decentralized wormhole detection appreaohbe found in34]. Most of these decen-
tralized approaches are based on the straightforward idestimating the real physical distance between the
nodes that are believed to be neighbors. If the estimatddndis is larger than the nodes’ communication
range, then the nodes are likely connected through a woemhol

Two mechanisms for distance estimation with the specifipgse of wormhole detection are proposed in
[34]; they are called geographical and tempgratket leashesespectively. The main idea of both mechanisms
is to add some extra information to the packets that restifietir maximum allowed transmission distance.

A geographical leash is based on location information, aatiaws the receiver of the packet to determine
an upper bound on its distance to the sender. It is assumedabla node is aware of its own location, which
may be determined using GPS or some other positioning michant is further assumed that the nodes
maintain loosely synchronized clocks.

A temporal leash is based on timing information, and it eesuhat the packet has an upper bound on
its lifetime. Indirectly, however, this also ensures aneampound on the distance between the sender and the
receiver, since the packet cannot travel faster than thedspklight. Temporal leashes require that the nodes
have tightly synchronized clocks, such that the maximurfedihce between any two nodes’ clocks is in the
order of a few microseconds or even hundreds of nanoseconds.

Both geographical and temporal leashes require that thketscarrying the leashes are authenticated
and their integrity is protected, since otherwise an adrgrsan modify a leash and jeopardize the distance
estimation. Origin authentication and integrity protentcan be based on digital signatures or on symmetric
key MACs. The advantage of digital signatures is that theyide broadcast authentication, and therefore,
they can be used efficiently for protecting neighbor discpy®acons and route discovery messages that are
usually broadcast messages. The disadvantage of digjtedtsires is that they are several orders of magnitude
slower than symmetric key MAC computations, and speedfigali especially in the case of temporal leashes.
In order to overcome this problem, i84], the authors propose to ugd ESLA with Instant Key-disclosure
(TIK) to authenticate temporal leashes in packets.

Both types of leashes can be used for wormhole detectiouilsecthey allow the receiver of the packet
to detect if the sender is further away than the nodes’ congatian range. More precisely, the receiver can
determine only an upper bound on its distance to the sendmuetr, if this upper bound is greater than the
nodes’ communication range, then the receiver should ragmdhe packet. In this way, packets that arrive
through a wormhole are always rejected.

Packet leashes can be added to the neighbor discovery Iseaictimthe packets of the neighbor discovery
protocol when the nodes use such mechanisms explicitlydtiing up their neighbor relationships. In that
case, the application of packet leashes prevents the igbtaleint of fake neighbor relationships. When no
explicit neighbor discovery mechanism is used in the sysfmanket leashes can still be added to the packets
of the routing protocol, in order to prevent the undesiradfects of wormholes on routing.

Another approach that is also based on distance estimagiovebn the nodes, but does not require any
clock synchronization or localization mechanisms, is pegal in [f9]. This approach is based on the concept
of distance-boundingwhich was first introduced by Brands and ChaumSj Distance bounding is based on
the facts that electro-magnetic waves propagate neartythét speed of light and with current technology it is
easy to measure local timings with nanosecond precisioand& and Chaum’s technique essentially consists
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of a series of rapid bit exchanges between the two nodes. liasbnt by the first node is considered to be a
challenge for which the other node is required to send a drresponse immediately. By locally measuring the
time between sending out the challenges and receiving #ponses, the first node can estimate its distance to
the other node, assuming that the messages travel with ¢eel gf light and the processing delay at the other
node is zero.

Note that the estimated distance is only an upper bound oretiiadistance between the nodes, because
the second node may be closer, but it may delay the respomsesgér to appear to be farther. Even if the
nodes are trusted for not delaying their responses, aneaativersary can delay the messages between the
parties, and hence, the estimated distance will still begasupper bound on the real distance. However, in
case of a wormhole attack, the adversary’s goal is not to rttakéwo nodes believe that they are far away
from each other, but on the contrary, the adversary wantghbawo nodes believe that they are within each
other’s range, while in reality they are not. But in order thiave that the estimated distance is smaller than
the nodes’ real distance, the adversary should arrangéhhahessages travel faster than the speed of light,
which is impossible. Thus, distance-bounding can be useddomhole detection.

In [79], a slightly modified version of the above described distabounding technique is proposed, which
is called Mutual Authenticated Distance-bounding, or 8dvIAD. As its name suggests, the MAD protocol
allows both nodes to measure the distance between themtaivealsly. In addition, it uses symmetric key
cryptographic primitives for authentication purposesotder for this to work, it is assumed that each pair of
nodes share a symmetric key, which is established beforemytMAD between them. Extensions of this idea
can be found in§0, 81].

Another wormhole detection mechanism that uses locatifmmritation is described idp]. However, the
advantage of this mechanism compared to geographical paclshes is that it requires only a few specialized
nodes to be aware of their locations. These specializedsnaidecalledyuards and their role is to help other
nodes to set up their neighbor relationships in a secure way.

In [45], it is assumed that the guards have a larger transmissitgge rénan that of regular sensor nodes.
Let us denote the former biz. Two nodes consider each other neighbors only if they heeln ether, and
in addition, they hear more than a threshold number of comguamds. The messages originating from the
guards contain the location information of their sourcdse Modes can use this location information to detect
wormhole attacks based on the following two principles:

1. Since any guard heard by a node must lie within a range afsdtlaround the node, a node cannot hear
two guards that ar@R apart from each other.

2. Normally, a node should not receive the same message fiwibethe same guard.

It is shown in B5] that if there is a wormhole in the system, then at least orte@fbove principles is violated
with probability close to one. This means that the wormhslddtected in a reliable way.

In [31], the authors propose to use directional information ofsages to mitigate wormhole attacks. It
is assumed that each node in the network is equipped witheatitinal antenna. Every such antenna has
non-overlapping zones, and each zone has a spanning ar@jteaf hence, the zones collectively cover the
entire area around a node. When a node is idle, it listenset@dirier in omni-directional mode. When it
receives a message, it determines the zone in which theveglcsignal strength is maximal, and uses that
zone to communicate with the sender. An important assumjithat the orientation of the zones is always
established with respect to the Earth’s median, and thereédl nodes use the same orientation no matter of
their physical locations and their own orientations. Thie be achieved in modern antennas with the help of a
magnetic needle that always remains collinear to the Eantlalgnetic field.

The main idea is that when two nodes are within each othersnmonication range, they must hear each
other’s transmission from opposite directions. Howevidheé nodes communicate through a wormhole, then
this condition is not always satisfied. Unfortunately, thisple principle is not sufficient to reliably detect
wormholes as the wormhole can be placed in such a way thatadesrhear each other form opposite directions
even though they are communicating through the wormholetHi®reason, the authors @&1] introduce the
notion ofverifier nodes that can help to detect and avoid this situation.

There are specific conditions that a node should satisfy &lifguas a verifier, and it is possible that two
nodes are within each other’s communication range, buether no potential verifier nodes that they can use.
In that case, the nodes cannot set up a neighbor relatioasdigve lose a potential link. Unfortunately, losing
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links is not desirable, because it reduces the robustnahkg ofetwork in case of link failures, and increases the
average length of the routes in the network. Another disatége of this approach is that it requires directional
antennas in the nodes, which may be expensive.

3.3 Authenticated broadcast (prevention of malicious flooshg)

As many routing protocols rely on flooding or broadcastingtiray information, authentication of broadcast
data sent by the base station (or rarely by sensor nodes)uisdarhental issue. As we have already seen,
the adversary can easily inject extra packets and modifstiagi ones during routing procedures. Thus, the
receiver of a packet should be ensured that the packet igdndeginated from the claimed sendseoyrce
authenticatiof and the packet is not altered during the trarnditté4 authentication

The first naive solution would be to employ pairwise shareahragtric keys (i.e., the sender shares a
pairwise key with each receiver, and it computes a MAC foheaceiver using the corresponding pairwise
key). However, this solution is impractical in case the nemtif receivers is large because the sender may have
to attach a huge number of MACs in a single message that ileoable due to the high communication cost.

Another simple idea might be to use a network-wide symmésic However, in that case, the adversary
compromising a node could retrieve the global key, and tthesadversary would be able to forge messages
from the sender. However, if some secure group re-keyingharésm is also provided to refresh network-
wide keys in each node either in a periodic or an on-demancheardike in LEAP P(Q], this can also be an
appropriate alternative to perform broadcast authemica special case of broadcast authentication is when
the receivers are limited to the immediate neighbors oféneler. In that case, a local broadcast 86} fhared
with all the one-hop neighbors of the sender can be used heatitate local broadcast messages.

In the following, we review some asymmetric techniques #natemployed to authenticate broadcast mes-
sages in sensor networks; digital signatures, one-way tfeghs, . Tesla, and one-time signatures.

3.3.1 Digital signatures

The most common way to authenticate broadcast messageapiglyosome digital signature schemes like RSA
[67] or ECDSA [84]. Employing RSA is reasonably secure with 1024 and 2048dyiskut the signature size
is quite long compared to the typical message size. More®@8A requires extensive computational effort
on behalf of the sender (signer). Elliptic Curve CryptodmpgECC) b6, 42] can provide another signature
scheme called ECDSA (Elliptic Curve Digital Signature Adiglom) with the same security level as RSA but
with significantly lower signature size. For instance, ECIW&60 bits public key offers the same security as
the RSA with 1024 bits key, where the ECC signature size isiahb bytes compared to the 128 bytes long
RSA signature. ECDSA requires less computational effornfthe sender (signer) but puts more burden to the
receiver (verifier).

Recent empirical studies showed that ECDSA signature gaoerfverification and RSA signature verifi-
cation can be effectively implemented on various sensoesddhe clear advantage of using RSA signature
scheme is the fast (and less energy consuming, &8 \erification compared to ECDSA. As the signature
verification is mostly performed by the constrained sensates, the energy consumption of this verification
process is a critical issue. As long as the RSA signaturerisrgéed on the base station, RSA signature com-
putations incur less overhead with respect to sensor naddselrs higher communication cost due its larger
signature size than ECDSA. Moreover, receiving and sendinBSA signature consumes about 3 percent of
energy needed to verify an ECDSA-160 signature on avei@gje As a conclusion, there cannot be made an
ultimate decision between RSA and ECDSA regarding broadadkentication. ECDSA may be more favor-
able in those applications where the signature is genebgtednsor nodes, and/or the communication costs of
RSA signatures exceed the verification costs of ECDSA sigeat

Although recent advances in public key cryptography (PKiCG3emsor networks are very promising, PKC
still falls behind the standard symmetric cryptographyrapphes in terms of computational performance; the
signature verification and generation are still much slalvan MAC verification and generation, respectively.
Hence, researchers have also proposed other alternaiiMe®fidcast authentication based on symmetric cryp-
tography that we will discuss below.
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3.3.2 One-way hash chains

Using one-way hash chaind4] is the most straightforward technique to provide sourcéentication. By
employing this scheme, the sender generates a collectionlogs(cy, ..., c¢,) such that each valug is a
one-way function of the next valug, ;. ¢, is also referred to as the seed of the chain. For instancegtieer
can derive a seed denoted by from a secret key,,. by applying a Pseudo-Random Functisi?" to a
constant value usink§,, (i.e.,F,foF(O) = ¢,). Afterwards, the sender generates a hash-chain withHenigy
iteratively applying a public one-way hash functibrio ¢,, n times, where théth element of the chain equals
toc; = h(”*i)(cn), for 0 < ¢ < n. Then,¢y, also called as the commitment of the chain, is stored at each
receiver node. When the sender sends broadcast messauj@sed:; into the first broadcast message, and
into the second broadcast messages, and so on. A node ngcaibroadcast message containing hash value
can check whether there exigtél < j < n) such thaty = hU)(w), as the receiver has. If there exists such
4, the receiver node is assured thais generated by the sender, otherwise, the adversary shweld /. that
is computationally infeasible due to the one-way propeft.o

This authentication technique is favorable in sensor nedsvdue to its generally low resource demand; the
base station can generate a hash chain, and the sensor anaéeeck the authenticity of the base station if they
are provided by the seed beforehand. On the other hand abieeehas to perform —j computations to verify
c; if ¢; is given, which can be expensive for a constrained sensa ifigd- i is large. This motivated more
efficient hash chain constructions that were propose®in0, 15. Moreover, using hash-chains generally
does not guarantee data integrity, unless all messages sertveare known by the sender a priori (i.e., the
message contents are involved in the chain constructidmihwonly holds for a few applications.

3.3.3 uTesla

uTesla is an efficient broadcast authentication proto6d] fhat uses symmetric cryptography (MACs) and
hash chains to provide authenticity for the sengdiesla useémeto provide asymmetry for the sender which
requires that all receivers are loosely synchronized.

Initially, the sender splits up the time into time intervalbere each time interval has a constant duration
denoted byr;,,;, and creates a one-way hash chain, as described in the ygestibsection, where each element
of the hash chair; corresponds to a secret kéf;. We recall that the commitment of the hash chain (&g).,
is stored at every receiver node. Subsequently, the sesdiginakK; to interval I; and defines a disclosure lag
d for keys, which is typically in the order of few time intergalWe assume that along with the seed of the hash
chain the key disclosure schedule includihgndT;,; is also stored at every receiver node.

After the initialization, the sender can authenticate Hoast messages in thn interval in the following
way. The sender computes a MAC on the message content usidgyi;, and appends the MAC to the
message. Additionally, the sender may attach a key to theageghat can be disclosed (i.e., in interkdtey
K,;_4 can be disclosed). Of course, the key disclosuredlagghly depends on the maximum synchronization
error denoted by. In particular, it must be assured that after a k€yis disclosed by the sender, none of the
receivers accept any messages authenticated bi(keylence, each receiver that receives a broadcast message
must verify the following security condﬂmn{wj < I; + d, WhereT .yent is the local time at the
verifier node and/j is the start time of the first interval. In other words, eaatereer checks whether the key
used to generate the MAC carried by the message is stilltssssaming that the clock of the receiver is loosely
synchronized with the sender. If the MAC key is still sectieen the receiver buffers the message. In addition,
each receiver also checks whether the disclosed key isototree receiver has to iteratively apply the hash
function, which is used to generate the key chain, to thdalisd key until the most recent (already received)
correctkey is resulted. Afterwards, the receiver can check theectmess of MACs in the buffered messages
that were sent during intervd}. Note that if intermediate keys are lost, they can be reggéeérusing later
keys based on the property of one-way hash chains. Thusmié sbsclosed keys are lost due to malicious
packet dropping or jamming, a receiver can recover the kay keys disclosed later and check whether earlier
messages are authentic.

uTesla is inappropriate for real-time applications, wherssages should be authenticated immediately.
For instance, alarms should be typically disseminated aigeaticated with minimal delays. Moreover, if
such alarms occur infrequently, a receiver may need to ctenpulong part of the hash chain to verify the
authenticity of the key (in the case of infrequent messathessender releases keys that can be far away from
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each other in the key chain). This can be exploited by theradweto mount a DoS attack: the adversary sends
incorrect keys to the receiver which performs key verifmaton the incorrect key and becomes overloaded
(i.e., the receiver may need to perform thousands of haslpatations which takes several seconds before it
notices that the key is incorrect).

To circumvent the problem of authentication delay, the agthin [51] proposed a modified version of
uTesla called RPT (Regular-Predictable Tesla). This padtiscan alternative of theTesla for scenarios where
the messages are sent at regular and predictable timesngtance, if we consider a monitoring application
where the base station distributes the sensing tasks omogapebut the sensors must continuously report
measurements, we generally cannot postpone the executicurrent sensing tasks for a whole day. RPT
solves this problem by performing message broadcastyoivith key disclosure only after the distribution of
the corresponding MAC (i.e., when the MAC is received by altles the sender can broadcast the message
along with the corresponding secret keys). Of course, theydeetween the MAC distribution and the key
disclosure must be large enough to ensure that all receniineeceive the secret key by the time the sender
releases the key. Keys are authenticated by hash chairarsioyi. Tesla.

Previously, we assumed that the clocks of the sender and/eecwdes are synchronized off-line and the
key-disclosure schedule along with the seed of the keyactsapre-programmed into each node. However,
uTesla was proposed to be used by symmetric key cryptograjthyawnaster key shared between the sender
and each receiver. In this way, new receivers can also bestoapped; the receiver first sends a request to
the sender, which then replies a message containing thentuime for synchronization purposes, a key of
the key chain used in a passed interyalthe start time ofl;, and the interval duratioff,; along with the
disclosure lagl. However, all these solutions does not scale to large n&sweith thousands of receiver nodes
and may require an existing routing infrastructure. Fos tiason, several multi-levglTesla schemes were
proposed in49] where the initial parameters of th&esla scheme can be effectively distributed in large sensor
networks. Additionally, multi-levelsTesla schemes can be used over a longer time period thanbeesta
scheme. Furthermore, bagi@esla has also been extended to multiple sende&0jnyhere the revocation of
compromised senders is also treated. More interestedreeadkereferred tog0, 49].

3.3.4 One-time signatures

A one-time signature is considerably faster to generatevarity than previously described digital signatures,

but a private key can be used to sign only a single messagerifate key is used to sign multiple messages
the probability that the adversary can successfully forgelid signature can also significantly increases. Due
to its lower computation demand, one-time signatures wbeldnore suitable for sensor networks than RSA
or ECDSA signature schemes. However, one-time signatueestdl quite large compared to the message
size. For instance, signing 16 bytes results in a 280 byteg danature using the Merkle-Winternitz signature

scheme$5] with 8 byte long hash chain values that is still too long ins& networks. One-time signatures are
only beneficial if we use short messages, or more precisa&gsages with lower entropy, typically containing

only a small number of bits (e.g., a 8 bytes long message hadw8s long signature using the aforementioned
scheme and this can be further reduced to 24 bytes if we eeguiit more verification effort).

The problem still remains: how can we authenticate more dmenmessages without degrading security?
In particular, the sender should provide a unique public p@ymessage for the receivers. One solution is to
pre-deployn public keys at bootstrap and these keys can be used to sidinsthe messages. Afterwards, the
sender employing aTesla scheme can distribute further public keys, which remigbfurther denoted by, at
regular time in a periodic manner. In that case, the sendienited to signk messages between th&esla key
disclosure times. This solution entails a new problem: tleaigr isk the more memory resource the receiver
needs. LEA (Low-Entropy Authentication) proposed 1] resolves this resource problem by chaining all
public keys, where the verification of one signature willamétically authenticate the public key of the next
signature. More interested readers are referre81p [

In summary, one-time signatures combined with some vaagthte ; Tesla scheme can be used to authen-
ticate broadcast messages in an effective way, but this@olis only practical for small sized messages due to
the increased signature size.
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3.4 Multi-path routing (to achieve robustness)

Multi-path routing, which encompasses delivering of daekets on multiple paths towards the destination, is
a common technique to achieve robustness and load-bajgimcé@very communication network. The multiple
paths between the source and the destination can be paotiabmpletely disjoint and they are maintained at
the expense of increased energy consumption and trafficag@re Apart from load-balancing and robustness
against node failures, multi-path routing also inhereptlyvides some defense against selective forwarding at-
tacks and malicious control packet dropping; in order te@néa packet to reach the base station, the adversary
must control a node on each used path to drop the packet. lovike more the number of (disjoint) paths is
the less likely that the adversary can drop packets on diispat/e note that there are alternative methods to
defend against malicious packet dropping in ad-hoc netsvoHowever, they offer a limited usage in sensor
networks, as they either induce heavy communication oadrfor sensor nodes by using promiscuous mode
[53], or they could only be used with source routing protocoks #re less attractive in sensor networks due
to the increased length of the packet headgr Below, we review some multipath techniques used in sensor
networks. They are further divided into three groups in ptdeease their short exploration:

e The source makes multiple copies of a packet, and routege ttses on different paths in order to
increase robustnes84, 28]. These paths can be calculated in advance and maintaioadtiyely by
sending data packets at a low ratdy on these path2B]. Alternatively, if the sources have data to send,
they flood thewholenetwork with data packets at a low rate, and the destinatitectisthe best quality
paths according to some network met/®5]. In [28], two further localized methods were proposed to
build disjoint multipaths and braided (partly disjoint) hipaths.

e The source routes the single copy of each packet on diffgratiis per packet, where the paths are se-
lected in a probabilistic or deterministic fashion in ortteaid load-balancing, and thus prolong network-
lifetime. In this category, centralized and decentraliapgroaches can be further distinguished. A cen-
tralized and probabilistic method was proposed/it] [where the probability that the packet is forwarded
to a particular next-hop depends on the residual energyeafigtt-hop or the energy consumed by pass-
ing the packet to that next-hop. This calculation is done dghenode independently from each other.
In contrast to this, a centralized and deterministic apghiosas proposed iM[7], where the paths are
calculated by the base station based on the energy consumgbtiheentire path considering the residual
energy ofall nodes on that path.

e The source splits the original data packet into subpackeids some redundancy to each subpacket, and
then sends each subpacket on one ofithgailable paths. As it was studied @¥], if some forward error
correcting code is applied that correét$k < n) errors, then the method is a kind of trade-off between
amount of traffic and reliability: even if some of the subpatskwere lost, the original message can still
be reconstructed due to the added redundancy to each sebfiaek onlyk subpackets are needed at the
destination to reconstruct the original message). In otlweds, even if the adversary manages to drop
n — k subpackets, the packet can still be reconstructed at theedbaison.

4 Summary

The security of routing protocols is a fundamental issuesimssr networks. Due to the limitations of the tiny
sensor devices, the attacks mounted against the routingesean have devastating effects in wireless sensor
networks. Moreover, some of the standard techniques thet haen used to defend against these typical
routing attacks so far are no longer desirable in sensorarksamecause of their high resource demands.
Hence, designing secure routing protocols in wirelessaametworks is a challenging task.

In this part, we gave an up-to-date picture of the securibpl@ms of routing protocols in sensor networks.
In particular, we first described the sensor routing speaiiersary model with its primary objectives, and we
also listed some possible attack methods used by this adtydgsachieve her objectives. We demonstrated the
severity of these attacks on real protocols: we showed hevadlrersary can subvert TinyOS beaconing, GPSR
and Directed Diffusion along with simple attack scenaribsen, we presented some countermeasures against
the described attacks; we focused on link-layer securguie neighbor discovery, broadcast authentication,
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and robust data delivery. In the second part of the chapteifjustrated how these efficient defense mechanisms
can be used by the secure sensor network routing protocols.

Although there is an on-going research effort on designaw secure routing protocols for wireless sensor
networks, the number securesensor network routing protocols is still limited. Additally, the security anal-
ysis of these protocols has been done by only informal réaga@o far, however, precise and mathematically
rigorous analysis would also be needed. We try to alleviaded problems in the rest of this work.
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Part Il

A formal framework for provably secure routing in
WSNSs

In this part, we present a formal model, in which securityafting can be precisely defined, and which can
serve as the basis for rigorous security analysis of roygingpcols proposed for wireless sensor networks. Our
model is based on the simulation paradigm, where securitefised in terms of indistinguishability between
an ideal-world model of the system (where certain attacksnat possible by definition) and the real-world
model of the system (where the adversary is not constramept that he must run in time polynomial). This
is a standard approach for defining security, however, ittlesdopted carefully to the specific environment
of wireless sensor networks.

First of all, we develop an adversary model that is diffefeain the standard Dolev-Yao model (where
the adversary can control all communications in the systémyvireless sensor networks, the adversary uses
wireless devices to attack the systems, and it is more rab#oto assume that the adversary can interfere with
communications only within its power range. In addition, mast also model the broadcast nature of radio
communications.

Second, since we are aiming at designing secure routingqmist for wireless sensor networks, we must
take into account that there are some attacks that exptitdhstraint energy supply of sensor nodes (e.g., the
adversary decreases the network lifetime by diverting thifi¢ in order to overload, and thus, deplete some
sensor nodes). Hence, we explicitly model the energy copsamrequired to send messages on the wireless
links of the network.

Third, we must also be careful with the definition of the odtptithe real-world model. It is tempting to
consider the state stored in the routing tables of the nosléseaoutput, but an adversary can distort that state
in unavoidable ways. This means that if we based our definitiosecurity on the indistinguishability of the
routing states in the dynamic model, then no routing prdteauld satisfy that definition. Hence, we define
the output of the model assitablefunction of the routing state, which hides the unavoidalgodtions in
the states. This function may be different for differentegmf routing protocols, but the general approach of
comparing the output of this function in the real-world miottea specified ,,ideal” value remain the same.
For instance, this function could be the average lengthettiortest pathes between the sensor nodes and the
base station; then, even if the routing tables of the nodeddvwt always be the same in the real-world model
in every simulation run, the protocol would still be securthe case when the average length of the shortest
pathes is ,,incorrect” (the protocol is successfully &a} occurs only with a negligible probability.

The rest of this part is organized as follows: We first preseintadversary model adopted to wireless sensor
networks, then we describe the dynamic model, and we giveargkdefinition of routing security. Then, we
illustrate the usage of our model in two ways. First, we repn¢ a known insecurity of an authenticated version
of the TinyOS routing protocol in the model. Second, we prinat INSENS R0 is a secure link-state routing
protocol in our model.

5 The model

5.1 Adversary model

Based on SectioB.1, we assume that the adversary can capture honest senssrimade model, and she may
be able to compromise their cryptographic secrets (asguthat such secrets are used in the system). Thus,
we assume in our model that the adversary can compromiséogrgphic material (i.e., our adversary is an
insider adversaryn this sense). In addition, all adversarial nodes may be &btommunicate in out-of-band
channels (e.g., other frequency channel or direct wireghection), which may be used to create wormholes.
Therefore, it is also quite natural that all adversarialasdan use all compromised cryptographic secrets.
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5.2 Network model

We assume that each honest device has exactly one antenne metivork. If the adversary uses several
antennas we represent each of them by a distinct node. TWenketodes are considered to be static, and we
further assume that there is a single base station in theonetw

The honest nodes in the network are denoteddyy. . , v;, wherevy denotes the base station, and adver-
sarial nodes are denoted by, 1, ..., vx,. The setof all nodes in the network is denotedihyand the set of
adversarial nodes is denoted By, where|V| =n =m + k + 1, and|V*| = m

In order to model the connectivity between the nodes, wedlite a matrix, calledreachability matrix
with sizen x n. Here,E; ; (0 <i,j < n — 1) represents the energy level neededifoio communicate with
v; (i.e., if nodev; uses energy level; ; to broadcast a message, thgralso receives the message).

We assume that each honest node can use a single globallyeuidigntifier in the network, and these
identifiers are authenticated in some way (e.g., by crypiagic means). We denote the set of these identifiers
by L, and there is a functiod : V' — L U {undef} that assigns an identifier to each node, wherdef ¢ L.
According to our adversary model, we assume that the adydraa (authenticated) identifier(s) in the network,
denoted byL* that can be used by all adversarial nodes,li(av;f) =L*foralll <j <m.

Since adversarial nodes can communicate via out-of-baadngts, we merge each adversarial node into
a single adversarial node. Accordingly, we model the madiiiennectivity by matrix€*, called reduced
reachability matrix E* can be unambiguously derived from frdiwith size(k +2) x (k+2) in the following
way. Foralli, j (0 < 4,5 < k), E7 ; is identical toE; ;. For an honest node, (0 < ¢ < k), E, ;. represents
the minimal energy level that is needed fgrto communicate with at least one adversarial node. Simjlarl
£y, 0 represents the minimal energy level that is needed for theradry to communicate withy (i.e., there
exists at least one adversarial node that can communicéteising energy level . ; ;).

Finally, acost functionC : V' — R assigns a cost value to each node in the network (e.g., thaimam
energy in the battery, or constant 1 to each node in ordempi@sent hop-count, etc.) that could influence the
routing decisions.

Configuration: A configurationof a network is a quintupleonf = (V,V*, £, E,C), whereV andV* are
the set of honest nodes and the set of adversarial nodes, Iespthe reachability matrix£ is the labelling
function, and’ is the cost function.

5.3 Security objective function

Diverse sensor applications entail different requiremédat routing protocols. For instance, remote surveil-
lance applications may require minimal delay for messagb#ie sensor applications performing some statis-
tical measurements favour routing protocols prolongintyvoek lifetime. The diversity of routing protocols

is caused by these conflicting requirements: e.g., shegutghtrouting algorithms cannot maximize the net-
work lifetime, since always choosing the same nodes to fatwaessages causes these nodes to run out of
their energy supply sooner. Several sensor routing prttace a trade-off to satisfy conflicting requirements
[73, 47].

This small argument also points out that one cannot judgeutitisy of all routing protocols uniformly.
Without a unified metric of utility we cannot refine our setyiebjectives for routing protocols. By the above
argument, a routing protocol that is secure against attagkéng at decreasing network-lifetime cannot be
secure against attacks aiming at increasing network défaymodel the negatively correlated requirements of
routing, and essentially, our security objectives in a \gggieral manner. We represent the output of a routing
protocol, which is actually the ensemble of the routing iestof the honest nodes, with a given configuration

conf by a matrixZ®¥ with sizek + 1 x k + 1.1 Tf‘;”f = 1, if honest nodey; sends every message to an

honest node identified b§(v;) in order to deliver the message to the base station, otkeMTCO”f be 0. In
the rest of this work, we shortly refer to the result of a rogtprotocol with a given conflguratlon asauting
topology which can be considered as a directed graph described bixr#&t™ . In the following, we will
omit the indexconf of T" when the configuration can be unambiguously determined imemgontext. In fact,

10f course, here we only consider the result of the protocth véspect to the honest nodes, since the adversarial ncalesoh
follow the protocol rules faithfully.
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7" is a random variable, where the randomness is caused byrikerseadings initiated randomly by the
environment, processing and transmission time of the skettesia, etc.

Let us denote the set of all configurations®yFurthermoreT denotes the set of the routing topologies of
all configurations. The security objective functigh: G x T — R assigns a real number to a random routing
topology of a configuration. This function intends to digtiish “attacked” topologies from “non-attacked”
topologies based on a well-defined security objective. We tiwat the definition ofF is protocol dependent.
For example, let us consider routing protocols that buildwing tree, where the root is the base station. We
can compare routing trees based on network lifetime by th@fing security objective function

k
F(conf,T) = Z (vs, conf , ™)

wl*—‘

where€ : V x G x T — R assigns the overall energy consumption of the path from a notb v, (the base
station) in a routing tree of a configuration. SiiE&"™ is a random variable, the output & is a random
variable too. If the distribution of this output in the prase of an attacker non-negligibly differs from the
distribution when there’s no attacker, then the protocaids secure. If we intend to compare routing trees
based on network delay a simple security objective funatiay be

F(conf, T = Z M (v;, conf , T

whereM : V x G x T — R assigns the length of the path from a nodev§an a routing topology of a
configuration.

In the rest of the paper, we assume tiateturns 1 if the routing topology is correct. Otherwisegifurns
0.

5.4 Dynamic model

The dynamic model is based on the simulation paradigm anitbsita [2, 97]. However, our model deviates
from these works in the sense that we do not distinguish avedt model and an ideal-world model as usual
in the simulation paradigm, but for the simplicity of the geatation, we define a single model that represents
the real operation of the network. and contains an adver3aig real-world adversary is not constrained apart
from requiring it to run in time polynomial. This enables ade concerned with arbitrary feasible attacks. The
security objective function is applied to the output of thisdel (i.e., the resulting routing topology) in order
to decide whether the protocol functions correctly or nohc®the model is defined, the goal is to prove that
for any real-world adversary, the probability that the sigwbjective function is not satisfied is negligible.

The real-world model that corresponds to a configurationf = (V,V*, £, E,C) and adversary4 is
denoted byys,,s 4, and it is illustrated on Figuré. We model the operation of the protocol participants by
interactive and probabilistic Turing machines. Corresiiogly, we represent the adversary, the honest sensor
nodes, and the broadcast nature of the radio communicagiondehinesA, M;, andC, respectively. These
machines communicate with each other via common tapes.

Each machine must be initialized with some input data (ergptographic keys, reachability matrix, etc.),
which determines its initial state. Moreover, the machiaesalso provided with some random input (the coin
flips to be used during the operation). Once the machines lbee initialized, the computation begins. The
machines operate in a reactive manner, i.e., they need totivatad in order to perform some computation.
When a machine is activated, it reads the content of its itgqes, processes the received data, updates its
internal state, writes some output on its output tapes, & dpack to sleep. The machines are activated
in rounds by a hypothetic scheduler, and each machine in eacid is activated only once. The order of
activation is arbitrary with the only restriction th@tmust be activated at the end of the rounds.

Now, we present the machines in more details:

e MachineC'. This machine is intended to model the radio communicatibmas input tapesut; and
out?, from which it reads messages written bf; and A, resp. It also has output tapes; andin?, on
which it writes messages tbf; and A, resp. C' is also initialized by matrixt at the beginning of the
computation.
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Messages on tapeut; can have the formatly,q., cont, e, dest), wherely,s. € L is the identifier

of the sendercont is the message content,is the energy level to be used to determine the range of
transmission, andest is the identifier of the intended destinatidast € L U {x}, wherex indicates
broadcast message.

Messages on tapeut; can have the following formats:

— (MSG, l 4y, cont, e, dest): MSG message models a normal broadcast message sent by the adver-
sary to maching” with sender identifiet,, 4. € L, message contenbnt, energy levek, and
identifier of the intended destinatiafest € L U {x}.

— (JAM, e): SpecialJAM message, that is sent by the adversary to madfinaodels the jamming
capability of the adversary. When machifiereceives a messagéM, it performs the requested
jamming by deleting all messages in the indicated rangeund the jamming node, which means
that those deleted messages are not delivered to the nadkgl{ing the jammer node itself) within
the jamming range.

— (DEL, 444, €): SpecialDEL message, that is sent by the adversary to madafimaodels the mod-
ification capability of the adversary. When receiving a rmgeDEL with identifier ¢, € L,
machineC' does not deliver any messages sent by ndde V', whereL(v') = y,,, if v is within
the indicated range, except the adversarial node itself that will receive thetédel messages. This
models the sophisticated jamming technique that we destiibSubsectios.1

In a more formal way, when reading a messagey;, = (MSG, (4,4, cont, e, dest) from out;, C
determines the nodes which receive the message by catguthg set of nodeg, C V, such that for all
v € Ve ey, < e. Finally, C processesnsgy, as follows.

1. if dest € L U {x}, thenC writes
— m8Y ot = (Lsnar, cont, dest) to the input tapes of machines corresponding to honest rindes
Ve
— msgt, = (MSG, £4,4-, cont, dest) to the input tapes of machines corresponding to adversarial
nodes inV; \ {v;}

2. otherwiseC discardsmsgj,

When reading a messagesg;, = (JAM, ¢) from out}, C' determines the set of nodes which receive the
message by calculating. C V, such that for alb’ € V, ey, < €. Afterwards,C does not write any
messages within the same round to the input tapes of maatonesponding td,.

When reading a messagesg;, = (DEL, (14, ) from out?, C determines the set of nodes which receive
the message by calculating C V, such that for alb’ € V, ey, < e. Finally, C' processesnsg;, as
follows.

1. if there existw, € V., (1 < z < k), such thatC(v,) = ¢, thenC does not write any messages
within the same round from tape:t,, to the input tapes of machines correspondind/tq {vj}

2. otherwiseC discardsmsg;,
When reading a messagesg,;,, = ({snar, cont, e, dest) from out;, C determines the set of nodes which
receive the message by calculativig C V, such that for alb’ € V; e,, » < e. Finally, C' processes
msg,, as follows.

1. if dest € L U {x}, thenC writes

— mSY oyt = (Lsnar, cont, dest) to the input tapes of machines corresponding to honest rindes

Ve \ {vi}
— msgt,. = (MSG, £s,q4r, cont, dest) to the input tapes of machines corresponding to adversarial
nodes inV,

2. otherwiseC discardsmsg,,,
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e Machine M;. This machine models the operation of honest sensor noddsit aorresponds to node
v;. It has input tapen; and output tapeut;, which are shared with machin@. The format of input
messages must Wé,, ., cont, dest), wheredest € L U {x}. The format of output messages must be
(Lsnar, cont, e, dest), wherely, ;. must bel(v;), dest € L U {x}, ande indicates the transmission range
of the message far'. When this machine reaches one of its final states or therérigeaout during the
computation process, it outputs its routing table.

e MachineA. This machine models the adversary logic. Encapsulatio adversarial node into a single
machine allows us to model wormholes inside One can imagine that the adversary deploy several
antennas in the network field, which are connected to a dexdwarsary logic. In this convention, node
v} corresponds to an adversarial antenna, which is modelleidpayt tapein’ and output tapeut}.
These tapes are shared with machihe

The format of input messages mustbey’, = (MSG, {4, cont, e, dest), wheredest € L U {x}.
The format of output messagessg?,,, can be
— (MSG, lg4y, cont, e, dest), wheredest € L U {«} ande indicates the transmission range of the
message;
— (JAM, e), wheree indicates the range of jamming;

— (DEL, 444, €), wheree indicates the range of selective jamming, dpg € L.
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Figure 6: The real-world model.

The computation ends, when all machines reach their final states, or there is a time-out. The output
of sys.ons 4 1S the value of the security objective functignapplied to the resulted routing topology defined
in Subsectiorb.3 and configuratiorconf. The routing topology is represented by the ensemble ofdbeng
entries of machined/;. We denote the output b@utfonf’A(r), wherer is the random input of the model. In
addition, OutfmﬁA will denote the random variable describir@;tﬁnm(r) whenr is chosen uniformly at
random.

5.5 Definition of secure routing

We denote the security parameter of the modeklg.g., « is the key length of the cryptographic primitive
employed in the routing protocol, such as MAC, digital sigma etc.). Based on the model described in the
previous subsections, we define routing security as follows

Definition 1 A routing protocol is secure with security objective fuanti, if for any configurationconf and
any adversaryA, the probability thatOutfonf,A equals to zero is a negligible function of

2a functionu(z) : N — R is negligible, if for every positive integerand all sufficiently large:’s (i.e., there exists ai, > 0 for
allz > N.), p(z) <a™°
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More intuitively, if a routing protocol is secure, then aygtem using this routing protocol may not satisfy
its security objectives represented by functiBronly with a probability that is a negligible function af This
negligible probability is related to the fact that the adesy can always forge the cryptographic primitives
(e.g., generate a valid MAC) with a very small probabilitypdading on the value of.

6 Example 1: Insecurity of TinyOS routing

In this section, we present an authenticated routing meéstmabased on the well-known TinyOS routing, and
we show that it is not secure in our model for a given seculliigctive function representing a very minimal
security requirement.

6.1 Operation of an authenticated routing protocol

Originally, the authors of TinyOS implemented a very simmplating protocol, where each node uses a globally
unique identifier. The base station periodically initiadeouting topology discovery by flooding the network
by a beacon message. Upon reception of the first beacon witiimgle beaconing interval, each sensor node
stores the identifier of the node, from which it received teadon, as its parent (aka. next-hop towards the
base station), and then re-broadcasts the beacon aftagiogahe sender identifier to its own identifier. As for
each node only one parent is stored, the resulted routirajdgyp is a tree. Every sensor node receiving a data
packet forwards that towards the base station by sendingatieet to its parent. A lightweight cryptographic
extension is employed irf6p] in order to authenticate the beacon by the base statioms. atthenticated variant
of TinyOS routing useg Tesla scheme to provide integrity for the beacon; each keysidosed by the next
beacon in the subsequent beaconing interval. We remarkhisaprotocol has only been defined informally
that inspired us to present a new protocol, which provides"s#ame” security as the authenticated routing
protocol in [62], but due to its simplicity it fits more in demonstrating theage of our model. Consequently,
the presented attack against this new protocol also workisisigthe protocol ingG2]. We must note again that
this protocol is only intended to present the usefulnessuohwodel rather than to be considered as a proposal
of a new sensor routing protocol.

We assume that the base statiBrhas a public-private key pair, where the public key is dehbig .
Furthermore, it is assumed that each sensor node is alsoyeeplith K,,;,, and they are capable to perform
digital signature verification wittk,,;, as well as to store some beacons in its internal memory. Wethat
B never relays messages between sensor nodes.

Initially, B creates a beacon, that contains a constant message ideBEHAE€ON, a randomly generated
numberrnd, the identifier of the base statiafi 5, and a digital signatureigy generated on the previous
elements excepld g. Afterwards, the base station floods the network by brodthgathis beacon:

B — % : msg; = (BEACON,rnd, Idp,sigg)

Each sensor nod¥ receivingmsg, checks whether it has already received a beacon with the sahie
conjunction with a correct signature before. If itis truee hode discardsisg,, otherwise it verifiesig. If the
verification is successful, thel sets/dp as its parent, storegsg; in its internal memory, and re-broadcasts
the beacon by changing the sender identifigs to its own identifier/d x:

X —*  msgy = (BEACON,rnd, Idx,sigg)

If the signature verification is unsuccessful, thémliscardsnsg,. Every sensor node receivingsg, performs
the same steps what has done before.

Optionally, B can initiate this topology construction periodically byadcasting a new beacon with dif-
ferentrnd.

In the rest, we shortly refer to this protocol as ABEM (Authieated Beaconing Mechanism).
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6.2 Formalization of a simple attack

A simple security objective is to guarantee the correctioésdl routing entries in the network. Namely, it is
desirable that a sender nodgis always able to reach node, if v; setL(v;) as its parent identifier earlier. It
means that if node; sets nodeC(v;) as its parent identifier, thefy; ; should contain a finite value, of as
well asv; should have an adversarial neighboring negleandvy,, resp., such thak; , ., and £, ; are
finite values, wheré < /1, /5 < m and/; # ¢, may hold.

In order to formalize this minimal security requirement, m&roduce the following security objective
function

fABEM(conf T) _ 17 if Viaj : Ii,j 'E;,j ’ (H?:l E;‘,k—ké + H?:l —;c—i—é,j) =0
o 0, otherwise

where we derive matri¥’ with sizen x n from E, so thatE; ; = 1, if E; ; = oo, otherwiseL; ; = 0. In other
Words,E;J = 1, if v; cannot send a message directly)}ootherwiseﬁgd =0.

We will show that ABEM is not secure in our model for securityjextive function72BEM . In particular,
we present a configuratiotvnf and an adversary, for which the probability that9ut£/ffEfj4 equals to zero is
a non-negligible function of the key-size of the signatukesne. Equivalently, we show that for a real-world
adversaryA, FABEM(conf, T') = 0 with a probability that is a non-negligible function ef Moreover, the
success probability of the real-world adversatyglescribed below is independent fram

U07B U()?B
2 Q
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vy —'U3/ b vV = U3
® vy, X L] vy, X
|
|
@)

v27Y 1}2,Y

Figure 7: A simple attack against ABEM;, v1, andv, are honest nodes with identifief§vy) = B, L(v1) =
X, andL(v2) =Y, whereasj is an adversarial nodev, ,, E5 (, £, 5 are finite values, ands | = E,, =
E,, = oo. Links are assumed to be symmetric, i, ; = E;,;. The configuration is illustrated on the
left-hand side, where a dashed line denotes a direct linkhdrrouting topology of the real-world model, on
the right-hand sidey; setsX as its parent identifier, howevdt, ; = oo andE5 ; = oc.

The configurationcon f and the result of the attack is depicted on FigdreWe assume that the base
station broadcasts only a single beacon during the compuigtprocess, i.e., only a single beaconing interval
is analyzed in our model. At the beginning, the base stafidloods the network by a beacon

B — % : msg) = (BEACON,rnd, B,sigp)

Both adversarial node; and honest nod& receive this beacon, anl setsB as its parent, since the
verification of the signature is successfll. modifies the beacon by replacing sender identifieto X, and
broadcasts the resulted beacon:

X — % : msgh = (BEACON,rnd, X,sigg)

In parallel, v; modifies the beacon by replacing sender identiffeto X, and broadcasts the resulted
beacon:

v =% : msgh = (BEACON,rnd, X,sigg)

Upon the reception ofusg), nodeY setsX as its parent, sincgg is correct.
In the real-world model, these actions resfilt, = 1, which implies thatF*8&M(conf, T) = 0. On
the contrary,FABEM (conf, T") never equals to 0, whefE represents the routing topology in the ideal-world
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model. Let us assume th&**=M(conf, T") = 0, which means thal”} , = 1orT%, = 1. T} , = 1is only
possible, ifX receives
msgs = (BEACON, rnd, Y, sigp)

However, it yields contradiction, sindé; ; = E; = oo, andB never broadcastasgs. Similarly, if 75 ; = 1
thenY” must receivensgs, which means that} must broadcastusg. Conversely,B never broadcastsisgs,
andE3 ; = oo. Therefore,uj can only broadcasinsgs, if he successfully modifiesusg) or forgesmsgs.
However, it also contradicts our assumption that the ieaald adversary cannot modify and inject messages
in the ideal-world model.

7 Example 2: Security of INSENS

In our second example, we further demonstrate the strerigitiranodel by showing that INSENZ()] is a
provably secure link-state routing protocol in our model.

7.1 Operation of INSENS

In this subsection, we describe the operation of INSENS ifiore detailed description, se2(]). In this
paper, we are only concerned with the topology (route) disgomechanism of INSENS and not with the data
forwarding mechanism.

Calculation of neighborlist: The base station initiates the routing topology constouchy flooding the net-
work with a route request message, which has the following &b

Vg — * (REQa haSh> [UO])

whereREQ is a constant message type identifiash is the next element of the hash chain in reversed direction,
and v identifies the base station. The hash chain mechanism isdietieto provide authenticity and some
defense against DoS attacks. Each node constructs its agimbidist by overhearing the request messages
sent by its neighbors.

Every subsequent nodeg, receiving request

(REQ, hash, [vo, vy - - - v, ], MACEE? )

verifies the correctness aésh and checks whether it is the first request contairtiagh. If it is the first one,
thenv,, re-broadcasts the modified request, and stMAﬁEEEQl in conjunction withL (v, ,) locally. Before

re-broadcastingyy, repIacesMACz';Ef’1 in the request tdVACK-Q, which is the MAC generated by, on

list [vo,...,vs,_,,vs], REQ, andhash using the symmetric key shared with. Finally, v, re-broadcasts the
following request:

vy, — * : (REQ, hash, [vg, ..., ve,_,,ve,], MACREQ)

Forwarding neighborlist towards the base station:If a nodewv,, does not receive further request messages
for a specified timey,, sends the following messagedp _, from which it received the first valid request:

ve, — vg, , : (NLIST, hash, MACZE?l,WI, Ency,, (path,, ,neighborlist,, ), I\/IACDLEIST)

7 ?

where the elements of the message are as folldWsST is a constant message type identifiessh is the
hash value of the corresponding request messM@(ﬁREQ is the MAC, called parent MAE; of v,,_, sentin
the corresponding request;, is the identifier of the message originatéic,, (path,, nezghborhst )

the neighborhood information and the path informatiomgfencrypted by the symmetrlc key shared ‘With the
base stationneighborlist,, —contains the identifiers of each neighboring naede their corresponding MACs

received in Phase Jath,, is [ve,,...,ve,, vo, MACREQ], which is the reverse of the path received in the

3In this context, parent node is the next-hop that forwardghtmrhood information, and not measured data, towardbése
station.
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corresponding request message including the MAC of ngdand finally MAC)'">T is the MAC computed
by nodev,, onNLIST, hash, path,, , andneighborlist,, . ’

A node receiving the reply message first checks if the nodeesparent of the sender (i.elf\/]ACSZEQ1
message equals to its own MAC that has been broadcast witksegontainindpash). Then, the node repzlaces
the parent MAC in the message to its own parent MAC that iedtor Phase 1. In this way, the reply message
propagates back to the base station. Upon the receptioneplyamessage

(NLIST, hash, vy, , Enc,, (path,, , neighborlist,, ),MACNUST)

the base station checks whether all the MACs are correet; déicryptingenc,, (path,, , neighborlist,, )
If all verifications are successful, the base station coewptlie forwarding table for each node usmg a global
centralized algorithm detailed i2().

Distributing forwarding tables: The forwarding tables are propagated to respective hodasieadth-first
manner; first, the immediate neighbors of the base stataive their forwarding tables directly from the base
station. Afterwards, these one-hop neighbors forward dinedrding tables of the two-hop neighbors of the
base station based on their forwarding tables, and so orarticplar, the base station first sends the forwarding
table ofvy, :

vo — ve, : (FTABLE, vy, , hash, Ency, (ftable,, ), MACLABLE)

whereFTABLE is a constant message type identifl?a'rgw1 (ftable, el) is the encrypted form of the forwarding
table ofvy,, andMACf,ZTlABLE is the MAC generated by, on the complete message. Upon the reception of this
messagey,, sets its forwarding rules according table,, , if MACEZTIABLE is correct.

vgl '

7.2 Security analysis

In this subsection we show that INSENS described in Sedtidns secure in our model. We show that the
protocol has the following properties:

1. If an honest sensor node (1 < i < k) setsy; € V (0 < j < n — 1) as its parent node for data
forwarding, then the base station has indeed computed the parent node fas.

2. If the base station is aware of the fact that nogles a neighbor of node;, then nodey; can reach node
v; by either a direct contact, or an adversarial relaying (@reaiso imagine the adversarial relaying as
a wormhole between some honest nodes).

Intuitively, if INSENS has these two properties, then itisered that each honest node hasighboringparent
node that is computed by the base station. Moreover, it s@iaranteed that this computation performed by
the base station is based on, perhaps incomplete (the advean always drop routing messages containing
neighborlists, which we are unable to defend against), brect neighborhood information. In fact, this is a
general security objective of every kind of link-state igtprotocol for sensor networks.

In order to formalize the above security objective, we idtree a matrix functionj. G models the
centralized construction of the topology performed by thsebstation, where the argument®iwith size
(k+2) x (k+2), denoted byN, describes the neighborhood relations among the sensestlodt is believed
by the base station to be correct (i&; ; = 1 if the base station believes thatis a neighbor ob;, otherwise
N, ; = 0). The output oG is the ensemble of the routing entries (the routing topdldgsit should be set by
each node.

Now, we prove that INSENS is secure with respect to the afergimned security objective.

Theorem 1 Let us consider the following security objective function:

1 there existd’ such that for allz, j it holds that ifzm- = 1, then
F(conf, T)=< " GE) ;=1
0, otherwise

“Actually, the MACs in theneighborlist,, can only be checked when theLIST messages of the corresponding nodes in
neighborlist,,, are also received. ’
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whereE’ with size(k + 2) x (k + 2) is derived fromE*, such thatt; ; = 0, if E; = oo, andEj,, = oo
orE; ;= o0°. INSENS is secure with respect/ if the MAC scheme is secure against existential forgery,
and the symmetric encryption scheme is secure againstt@kiirecovery attack.

Proof We show that for any adversay and any configuratiomonf, F(conf,T) = 0 only with probability
that is a negligible function of; andxs,, wherek, ko are the security parameters of the employed MAC and
encryption schemes, resp. In other words, the successhilipbaf any adversary is a negligible function of
K1 andka.

From the definition ofF, F(conf,T) = 0 if there existi,j (1 < ¢ < k,0 < j < k + 1) such that
T, ; = 1 and there does not exist ali}/, derived fromE*, such thaG(E’); ; = 1. This can have two reasons
as follows: (i) nodey; received incorrect routing topology information, or (letbase station received incorrect
neighborhood information. According to this, we introdlee following events:

(i) Ci’ denotes the event tha, ; = 1, butG(N); ; = 0,

(i) Ci’ denotes the event thit ; = 1, G(N);; = 1, andN, ; = 1, but E}; = oc as well ast} | = oo

We recall thafiN describes the neighborhood relations among the sensos,natiech is believed by the base
station to be correct. Clearly, the following upper estioraholds for the success probability of the adversary

denoted byP+:
PA< Y P(A)+ Y P(cY)
Vi, jri ) i0 Vi i i#0
We show thafP (C’lj) is a negligible function of:;, andP (Céj) is a negligible function of:; and ks
for all i, j. This implies thatP“ is also a negligible function of, andx, that concludes the theorem.

Negligibility of P <Ci1’j): If C\ occurs, then/; receives arF TABLE message, which contains the routing

information of nodey;:
(FTABLE, v;, hash, Enc,, (ftable;i), MAchiTABLE)

v; infers from ftable], thatT; ; = 1, sinceMAC] TAPLE is a correct MAC. We show that it is only possible if
MAC/TABLE is a successfully forged MAC by

Let us assume thatl cannot forgeMAC] B Hence, M is the only machine who generates
MAC; "ABLE. However, M, generate$/AC;; TABLF only if [G(N)], ; = 1, which is a contradiction.

ConsequentIyCi’j occurs for anyi, j, if the adversary4 successfully forges a MAC. However, the proba-
bility of this event is a negligible function of; assuming that runs in polynomial time.

Negligibility of P <C;’j): If C57 occurs, thenVl, receives arNLIST message, which contains the neighbor-
hood information of node;:

(NLIST, hash, v;, Enc,, (path,,, neighborlist!, ), MAC{->T)

vo infers fromneighborlist),, thatN, ; = 1, sinceMAC]">T is a correct MAC. We show that it is only possible
if at least one of the following conditions holds:

1. MAC"®T is a successfully forged MAC by, if v; is an honest node.

2. There exists anodeg (1 <t < k), for whichﬂ;ﬁt < oo and A successfully recovered the plaintext from
Enc,, (path,, , neighborlist,,,) that is sent in the correspondif.IST message by;.

3. MACREQ that is received by; is a successfully forged MAC by.

Let us assume thaoneof the above conditions hold. Two main cases can be disshguai: (i)v; is an honest
node, or (ii)v; is an adversarial node.

5The rationale behind the definition B is that the adversary can always drop messages that shotdt:tated. However, we can
defend against illegal injection and modification of megsany using appropriate cryptographic primitives.
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(i) Based on the argument of the negligibility 6f7, we know thatMAC'NST can only be generated by
Uj
M;. Thus,M; received &REQ message denoted by

msg’ = (REQ, hash, [v, ..., v;], MACREQ)

We know thatmsg’ is never relayed by machinédy, ..., M; 1, M;.1,..., My, since these machines
never send anREQ messages containing a path where the last elemen{ssich as patfvy, . .., v;] in
msg'). Therefore M; receivesmsg’ from A implying thatEy , ; < oco.

Since v; is not an adversarial node,MACﬂfEQ cannot be generated by machines
My, ..., M;_1,M;i1,..., My, A.  Therefore, onlyM; can generatetMACREQ.  We know that
msg’ cannot be sent td/; by M;, sinceE; ; = co. We will show thatE;, ,, < oo, which is a
contradiction.

First, let us assume thadt;, ., = oo. In order to constructnsg’, A can only inferMAC/X=? from

the messages sent by the neighboyf v;, since only honest nodes can be reached by;, and
these nodes only relaylACREQ in an encrypted form. In that castlAC,RE? must be inferred from
Enc,, (pathwt , neighborlist,, ), which contradicts to our assumption. Therefdzg, ., < oco.

(i) Letus assume thal} ; = oo, wherej = k + 1. Similar to case (i)A can only inferMAC/REQ from the
messages sent by the neighbors;ofis A is unable to forgdVAC Q. Thus, A must recoveMACREQ
from encrypted neighborlists. However, by assumption,attheersary cannot do this. This means that
E7 ; < oo, which is a contradiction again.

Consequentlycg’j can only occur for any, j, if at least one of the above conditions is true. This implies
that the adversaryl is able to forge a MAC, or4 can recover the plaintext from a ciphertext. However, the
probability of this event is a negligible function ef andxs assuming that runs in polynomial time. [

7.3 Discussion

We recall that the proof is strongly based on the assumptiah the encryption scheme is secure against
plaintext recovery attack. The encryption of neighbaslissed in INSENS is crucial; apart from providing
confidentiality for the neighborhood relations, the entiorp of neighborlists prevents the adversary to imper-
sonate honest nodes that are not covered by the transmiasiga of any adversarial nodes. For instance, if the
neighborlists were not encrypted, an intermediate advatsade could easily retrieve the identities and cor-
respondingVIACREQs fromNLIST messages, and then she could re-broadcast fabriB&@dnessages. Note
that the adversary is not required to reach the impersomated directly. Apparently, this would also violate
our security objective detailed in Subsectiog, as the adversary could cause the base station to condgker fa
neighborhood relations. Furthermore,MACRECs are correct, it can happen that neither the neighbors of the
adversary nor the base station could detect the misdeed.afthck scenario was not described2f[ where

the authors used informal reasoning to prove the securitMSENS.

In contrast to this, our formal security analysis would sh&ich flaw in a routing protocol: if encryption
had not been employed, we could not have claimed in the pnadttie adversary can retrieve tACREQ of a
non-neighboring node only from the encrypted neighbodisither nodes. Therefore, our formal analysis lead
us to the following observation: in case of link-state rogtiall local neighborhood (routing) information that
is needed by remote nodes to authenticate neighborhodtnslanust be transferred in an encrypted form.

8 Summary

In this part, we described a formal security model for ragitprotocols in wireless sensor networks. Our
model is based on the well-known simulation paradigm, buliffers from previously proposed models in
several important aspects. First of all, the adversary iedmrefully adopted to the specific characteristics
of wireless sensor networks. In our model, the adversarywisatt-powerful, but it can only interfere with
communications within its own radio range. A second imparizontribution is that we defined the output
of the dynamic model as a suitable function of the routingestd the honest nodes, instead of just using the
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routing state itself as the output. This allows us to mod#edint types of routing protocols in a common
framework. In addition, this approach hides the unavoigalistortions caused by the adversary in the routing
state, and in this way, it makes our definition of routing siégsatisfiable.

We demonstrated the usefulness of our framework on twatriltige examples. First, we considered an
authenticated version of the TinyOS beaconing routinggmalt and we showed how an attack against this
protocol can be represented in our formal model. Second,rexeed that INSENS, which is a secure sensor
network routing protocol, is indeed secure in our modelhailtgh INSENS is provably secure in our model,
it is not scalable to large-scale networks due to its cam@dinature, and the base station is a single point of
failure. In the next part, we propose a novel secure sensworie routing protocol that does not have these
unfavourable properties and considers the specifics ofegsesensor networks.
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Part Il
Secure-TinyLUNAR: A provably secure routing
protocol for WSNs

Although there are some secure sensor network routing gotstin the literature, these are only applicable to
specific sensor applications. Moreover, their securityliesen analyzed only by informal reasoning, which is
an error-prone method. On the other hand, considering tietyaf sensor applications, itis also clear that it is
not possible to propose a unique secure routing protocbfitedor all applications 2]. An alternative solution
could be to apply some secure ad hoc network routing protden[88] [68] [33]. However, these protocols
are not primarily designed for low-powered sensor noded,tae applied cryptographic primitives can result
in extensive communication, processing and memaory costerefore, in this work, we design a novel secure
routing protocol for wireless sensor networks, called $&dinyLUNAR, which takes into consideration the
resource constraints of the wireless sensor nodes and usesalye Authentication Codes (MAC) exclusively
in the route discovery phase.

Secure-TinyLUNAR 93] is the secure variant of TinyLUNARBP] which is a reactive routing protocol
proposed for wireless sensor networks. TinyLUNAR is exterig used in the Ubisec&Sens research project
due to its low communication and memory overhead. Usingdbeliswitching routing paradigm, TinyLU-
NAR has only one byte addressing overhead per packet in tiaefalavarding phase, which, considering the
high communication costs in wireless environment, makas #fficient routing scheme in relatively static net-
works. Although TinyLUNAR has a slightly greater RAM consption than other reactive routing protocols
like tinyAODV [61], it uses considerably less ROM. These advantageous piegpbecome even more impor-
tant if we take into account that Secure-TinyLUNAR uses semgtographic primitives that also consume a
significant amount of memory. Moreover, we will show that tlughe label switching mechanism intermediate
nodes do not need to check the authenticity of the messagje that can save precious energy.

We also show that Secure-TinyLUNAR is a provably securellaléching routing protocol in our model
described in Part 2. This model considers those attacksathmato corrupt the routing entries of the nodes
creating incorrect routing state. Our framework also hantmiccessfully used so far to analyze the security
of several multi-hop routing protocols like Ariadn@7], endairA P7], SRP P7], ARAN [95], SAODV [95] or
INSENS P8]. We further demonstrate the strength of this frameworkiignang that Secure-TinyLUNAR is
also provably secure. In particular, we first adapt this $than-based model to secure label-switching rout-
ing, and prove that Secure-TinyLUNAR is indeed secure inhtiadel. Then, we evaluate the performance of
Secure-TinyLUNAR by TOSSIM simulations. First, we implemé&ecure-TinyLUNAR by extending Tiny-
LUNAR with security mechanisms. Then, using this impleraénoh we perform TOSSIM (PowerTOSSIM)
simulations and compare the network delay, delivery ratid energy consumption of Secure-TinyLUNAR to
TinyLUNAR.

9 Insecurity of TinyLUNAR

In this section, we first give a brief overview of the operatiaf TinyLUNAR. One can read a more detailed
description in §9]. Then, we show simple attacks against TinyLUNAR, wherelgymotivate the development
of Secure-TinyLUNAR.

9.1 Operation of TinyLUNAR

Route Request:A source node initiates the route discovery to destinatiéhby flooding the network with a
route request message:

S — (RREQ> rnd> S>D> Gdd’f’s, la’bel,lerHS)

wherernd is a randomly generated request J@lbelg‘_}S is the incoming label of towardssS, and addrg is
the locally unique network address (e.g., MAC addressy.dh fact, label's’;s is a memory address inside the
routing table ofS and contains an application identifier which originallytisied the route discovery process.
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A node J receiving this broadcast message checks whether it has fe®eived the request ear-
lier based onrnd, S, and D. If so, J silently drops the request. Otherwisé, stores the quadruple
(addrg, labelg”_,s, rnd, lifetime) in its routing table, wherdfetime is set to a predefined valldaxLifetime
andaddrg is the local network address of the neighboring node frontivitie request is received. The value
of lifetime is periodically decremented when the routing table entnoisused. If it reaches the value of zero,
then the entry is purged from the routing table. At the samme tieach time the entry is used, the value of
lifetime is reset tdVlaxLifetime. Using this entry,/ can forward messages f Afterwards,J broadcasts the
message as follows:

J — *: (RREQ, rnd, S, D, addr 5, label'? _¢)

where addr ; is the locally unique network address &f and label'?_  is the incoming label of/ towards
S. Essentially,labelf}‘_) 5 is the local memory address of the routing entry whérstores the corresponding
entry pointing toS (i.e., this entry contains the five-tupl&, addrs, rnd, label's_ 5, andlifetime). A node
receiving this request performs the same operationsititéd, and thus, it can forward messagestthrough
J afterwards. Note that nodes do not store the globally uniggieork id of the next-hop towards, as these
next hops are addressed by the locally unigue network agkeleaghich is included in the header of each sent
message by default.

After the network is flooded, each node that received theagiguas an entry set towards In this way,
the backward traffic flows constructed which is defined by the set of all routing estdreated at intermediate
nodes. This traffic flow is associated withat the endpoinD.

Route Reply: When destinatiorD receives the first request message, for instance from Agdecreates a
routing entry similar to all nodes who receives the requigier that D sends a reply t&":

D — Z : (RREP, rd, addr p, label9" 5, label's 1)

wherernd is the random identifier of the corresponding request caigid froms, labelgﬁs is the incoming

label of Z towardss (i.e., the outgoing label ob towardssS) received in the request, ardbel's ., is the
incoming label ofD. Here,label'”_,D is a memory address inside the routing tableloaind similar toS
contains an application identifier which originally inita the route discovery process. Note tHas addressed

by its incoming label and its local network address, whidhdtuded in the message header and not listed in the
message content. Whehreceives the reply, it first creates a routing entry set tdear. This entry contains
addrp, rd, andlabel's_. ;,, whereaddrp is the local network address of the neighboring node froncivttie
reply is received. From now; can forward messages id. Then,Z looks up the entry addressed Melgﬁ g

in its memory (routing table), and forwards the messagedmtide contained by this entry. Let us assume that
Z received the corresponding request from nédérst. Then,Z sends the following message ko

Z — K : (RREP, rnd, addr 7, label%t 5, label'd 1)

K performs the same steps thadid, and forwards the reply to the next node whose addressriswed from
the entry at memory addre&%el?(‘is.

All subsequent nodes receiving the reply do the same opasathat” did. In this way, theforward traffic
flowis constructed which is defined by the set of all routing estdreated at intermediate nodes. This traffic
flow is associated witty at the endpoinD. Finally, from the time wher$ receives the reply, it can send data

messages td.

Route Request optimization:Intermediate nodes receiving a control message can formassages between
the source/destination nodes, but they cannot send mastatieem or any other nodes using the same traffic
flow. In order to create a separate traffic flow between anrimgdiate node and an endpoint, the intermediate
node must initiate a new route discovery by sending a requessage towards the endpoint. Note that this
request do not need to be broadcast, as the existing traffid#tween the source/destination pair can be used
to forward the new request towards the intended endpoirdrder to indicate the proper actions to be taken to
the intermediate nodes, this type of request is distingaidhom the ordinary request message by its message
type identifier in the packet header.

Data forwarding: Each node receiving a data packet can determine the nextyhtgwking up the routing
entry addressed by the incoming label retrieved from th&kgtacThen, the node can update the incoming
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label in the packet with the outgoing label found in the nogtentry. Note that intermediate nodes between
endpointsS and D do not need to be aware of identiti®@&sand D. All data packets sent betweeéhand D
contain the incoming label of the next node on the route, andad need to include further network addresses.
As labels have size of 1 byte, TinyLUNAR has only 1 byte adsiresoverhead per data message which makes
it an effective routing mechanism in wireless sensor nets/evhere nodes are stationary or show moderate
mobility during their operation.

9.2 Attacks against TinyLUNAR

In this subsection, we gather the basic attacks againsbtite discovery process of TinyLUNAR. The main
types of attacks include tunnelling, rushing, selectivevfirding of control messages, replaying of control
messages, Denial-of-Service attacks, the corruptionudfrrg tables, and the disruption of neighbor discovery
(see P4] for a more comprehensive overview).

In this paper, we consider those attacks that aim to corhgtauting entries of honest nodes (i.e., the
adversary causes honest nodes to have incorrect routirigg@ntAn incorrect entry points to a node, which is
not a neighbor, or points to a neighbor through which no packe be delivered to the intended destination. In
order to defend against the rest of the attacks, one can esmtlesponding countermeasur@4]]

In the following, we argue that impersonation attacks causarrect routing entries in TinyLUNAR. Thus,
in Section10.1, our first steps will be to defend against these impersonaitacks.

Source impersonation: The adversary can use any honest node identifier as the sdentiier of any request
messages. For instance, in Fig8eeif adversarial nodel sends a forged request to nobewhere the request
containsS as the origin of the message, thBrsets an entry towards with next-hop identifiefl". However, a
packet sent td" cannot be delivered t§.

Destination impersonation: The adversary can generate reply messages in the name obia@stmodes. For
instance, let us assume in Fig@ethat.S floods the network with a request in order to discover a rawieatds

D. This request is also received by adversarial nddd hus, A can generate a reply message in the name of
D, which causes incorrect entry at nofgas this forged reply is likely to be received Bysooner than the
untampered reply coming froisi.

Neighbor impersonation: In Figure8c, we illustrate neighbor impersonation attack. The adv&rsaodes are

A andA’. Assume thaff can only be reached by and A’, and the adversary is aware of all nodes’ identities
and the local addresses of the nodes that she can reacHo@a. addresses off, S, B). Furthermore,S
wishes to discover a path t0. First, S floods the network with a request which is received by adviisa
nodeA. A rebroadcasts the request faithfully. However, when theesponding reply comes back froi, A
rebroadcasts that in the namedf(i.e., A usesH'’s identity and local network address, which is catched by
A"). Finally, receiving this forged replys believes thatD can be reached througt. However, asf does not
receive any replies, it will not forward any messages toward

In the following sections, we first describe the operatio®eture-TinyLUNAR. As a first step, we prevent
the impersonation attacks that are described in SubsegtibnSecure-TinyLUNAR is the secure variant of
TinyLUNAR, where we use pairwise message authenticatialesdMACS) to authenticate routing messages
between immediate neighbors and also to ensure sourdeAtest authenticity. Finally, in Subsectid®.2.3
we show that this new protocol is provably secure in a modéthvis adapted to secure label-switching from
[98].

10 Secure-TinyLUNAR

10.1 Operation of Secure-TinyLUNAR

We only discuss the main operational differences with resfgethe original (and insecure) TinyLUNAR pro-
tocol. We assume that each pair of nodes share a symmetrniziggmkey in the network. Any symmetric key
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(a) Source impersonation attack! believes that (b) Destination impersonation attack. Her§,
S can be reached through, however, there is no falsely sets an entry toward® through 7', but
route betweefT" and.S. there is no route betweéh andD.

H Al

L

(c) Neighbor impersonation attack. K’ does
not forward the reply coming frond to H, but
it does towardsS, then S will believe thatD is
reachable througli7. However,H does not have
any entry toward9.

Figure 8: Impersonation attacks against TinyLUNAR. Dadivexb denote the neighborhood relations, whereas
arrows denote the routing entries.

pre-distribution schemes proposed for wireless sensuaranks (see99] for a good overview) can be employed
here. Additionally, it is also assumed that each node is ewhits local (one-hop) neighborhood.

Route request: Let us denote the identifier of a neighboring node of nddey N, wherez can have a value
between 1 and the number of the neighboring noded ¢¢.g., if A has neighborg/, T, P, then a potential
notation isN{' = J, N§' =T, N§! = P, and1 < z < 3).

When a nodes wishes to send a message to destinafipiit unicasts the following route request message
to eachneighbor:

forallz, S — NS (RREQ,rnd, S, D, addrg, labels_)s, addr s, MACg p, MACZTX,S)

wherernd, S, D, addrg, label'ggs are the same as in the original TinyLUNAR protocetidr ys is the local
network address of a neighbdv?, MACs p is the message authentication code generatefl by the ele-
ments of the message excludingdrs andlabel's’; g using the pairwise key shared with. After generating
MACs p, S generates previous-hop MAACZTX[S on all elements of the message using the pairwise key
shared with neighboN:>. Upon the reception of this broadcast message, a neiglgoaode.J checks the
authenticity of the message by verlfylrthC’””” In case it is successful, nod{eremovesMAcg’”f} from the
message, and unicasts the following message to each neigkdmpt the node who sent the requesi earlier
(here, this isS):

for all 2 such thatN;] # 5, J — N,/ : (RREQ,rnd, S, D, addr s, addr v label'_ 5, MACs, p, MAC?T;g)

where MAC%’V, is the previous-hop MAC generated on all elements of the agessising the pairwise key
shared betweed and N;/. Each neighbor of and all subsequent nodes receiving a request follow the same
steps that/ did. Finally, D receives a request message, let us assume, fromAfids.

During the propagation of a request, it is assumed that eadk nan send the unicast request message
to its immediate neighbors in an atomic manner (i.e., thelsedoes not release the channel until all request
messages are transmitted to each neighbor), and each agighbode does not begin to forward the request
until all neighbors of the sender receives that.
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Route reply: Upon the reception of the request message, destin&lioerifies bothMACg p andsigh ™. If
the verifications are successfill, creates the following reply message and sends this directipdeZ:

D — Z : (RREP,rnd, addrp, labelgﬁs, labelD_)D, MACp s, MAC%T?Z)

wherernd is the request id received in the corresponding route régquessageMACp s is the message au-
thentication code generated @Yy on the elements of the above message excludidg p, label%ﬂs, and
labelD_)D using the pairwise key shared with Then, D generates previous-hop MARIACY™, on all el-
ements of the message. Receiving this unicast mesgadiest checks the authenticity of the message by
verifying MACT, .. If this is successfulZ replacesMACT,", with MACY, and sends the message directly to

node X, from which Z received the corresponding request message identifieadby
7 — K : (RREP, rnd, addrz, label%‘is, labelZ_,D, MACp s, I\/IACpm i)

Here, MAC’;”;( is the previous-hop MAC generated byon the elements of the message includingr 7,

label9*t o, andlabel'y . . Following the same rules, all intermediate nodes perférensame steps that did.
Finally, the reply reaches the sour6ewhich then, after verifying the previous-hop MAC alWtACp s in the
reply message, can use the established route for data ftingar

10.1.1 Computation and communication overhead

Comparing to TinyLUNAR, Secure-TinyLUNAR requires the den of a request message to perform two
MAC generations. Furthermore, each node receiving a réquest verify and generate one MAC. If we use a
CBC-MAC construction with a common block cipher like Skigiefor MAC computation as proposed i87],

a MAC has a size of 64 bits. Therefore, therdsextra bytes in each request and reply packet. Note that
this overhead is not constant at each hop in the request pdsenode, compared to TinyLUNAR, does not
broadcast request messages rather it unicasts that to egttboring node. The reason of this unusual design
is that a request contains a pairwise MAC computed with thevise key shared between the sender and a
particular neighbor, which is apparently not verifiable lilges neighbors. If a node broadcast this request, a
single broadcast message would be too long. As the pacletisder TinyOS 2.x is suggested to be around 36
bytes [l] and the number of neighbors of an ordinary sensor node isrglyr not fixed, most request messages
would be fragmented. Moreover, broadcasting a requeseedliver nodes would be required to receive all
MACs that are not destined to them, which could yield sigaificoverhead at every receiver node. This
overhead is usually greater than the cost of sending thepdatgnode ids, network addresses, labels, source
MAC, etc.) of a single request multiple times.

One might immediately ask why we do not use digital signat(d] or local broadcast keys like in LEAP
[90]? In the latter case, local broadcast keys, when a commorisksljared among the sender and all its
neighbors, cannot guarantee neighbor authenticationnagghboring adversarial node would be able to im-
personate any honest neighbor using the shared key. Intimefa@ase, digital signatures incur a substantial
computation overhead. Although recent advances in theiqliby cryptography (PKC) of sensor networks
are very promising49], PKC still falls behind the standard symmetric cryptodnampproaches in terms of
computational performance; the verification of a digitainsiture is 3 orders of magnitude slower than MAC
verification, while the signature generation is 4 orders afnitude slower.

In order to compare digital signatures with MACs in termsdigy cost regarding the route request phase
of Secure-tinyLUNAR, we approximate the energy consunmptib a single MICAz mote 19] in the route
request phase. If we use the aforementioned MAC schemerd¢himps-hop MAC is computed over 3 blocks
(1 block is 8 bytes) which takek 14 ms [37] and consumes abo0t034 mWs [64]. If we assume that a node
has at mos80 neighbors, all the computation cosBi&- 0.034 = 1.02 mWs. If the radio transceiver operates at
transmission speed of 250 kbit/s at 3 V supply voltage anadtitgut power is set to 0 dBm (maximum power),
then the power consumptiond209 pWSs per bit for the transmission and226 ;Ws per bit for the reception.
Thus, as the size of a request packet is 33 bytes (includmbdhder of the packet) under TinyOS 21k the
power consumption of the transmissior8is- 264 - 0.000209 = 1.65528 mWs. In addition, the reception of a
request consumexi4 - 0.000226 = 0.0596 mWs. Therefore, all the communication overhead is abdtits
mWs, and the communication and computation overhead tegettabou®.735 mWs.
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In contrast to this, using an optimized ECDS&¢] [64] implementation with the shortest key-size (i.e.,
160 bits) the signature generation and verification cons®®6 mWs and>3.42 mWs [64], resp. Thus, the
total computation overhead of using digital signaturesra bop is more than 29 times larger than the total
overhead (including computation and communication) oh@dACs. Even if we used the more powerful
TelosB motesT4], the total computation overhead of signatures would 67 mWs which is about 7 times
larger. Of course, sending multiple packets instead of glesione incurs extra costs in the medium access
layer, but we believe that this extra cost still does not cosre the computation overhead of digital signatures.
Moreover, generating and verifying an ECDSA-160 signatakes more than 2 second® which would also
incur substantial network delay.

10.2 Security analysis

In this Subsection, we prove that Secure-TinyLUNAR is irddsecure in our simulation-based model adapted
from Sectionb to secure label-switching routing.

10.2.1 The model

Static model: The static model is described%2 According to the definition of theost functiorin Subsection
5.2 C : V — R assigns the minimal delay of routing messages to each ndtie imetwork (i.e., the minimal
delay that the particular node can cause in the travel of #esage). We assume tidav*) = 0 for all v* € V*.

Security objective function: Before introducing the security objective functid®] of secure label-switching
routing, we introduce some definitions in order to ease its&ization.

Definition 2 (Anchor entry) An anchor entry(vgc, Vgest, addrpz¢, labelgﬂ:%dm,delayvm,vdest) is the repre-
sentation of a routing entry at souree,., where the destination node is identified 4y ), the next-hop
towards the destination has (local) addresklr,,,;, the outgoing label of the source towards the destination is
labelfi“t , and the delay of the quickest path througtdr,,,; to the destination igelay,, ., .

re > Vdest

Definition 3 (Intermediate entry) An intermediate entryuv;,,, addr,,,;, labeli,”m%dest, labelg“mtwdest) is the
representation of a routing entry at an intermediate nagg, where the next-hop towards the destination
has (local) addressaddr,,;, the incoming label and the outgoing label ©f, towards the destination are
label)) .  andlabelS™ ., ., respectively.

Definition 4 (Matching property) A routing entryr; of nodev; matches a routing entry, of nodev; (i # j),

if

e the outgoing label of, equals to the incoming label of,

e the next-hop address of is used by;.

Definition 5 (Pseudo neighbors)Two honest nodes, v; € V'\ V* (i # j) are pseudo neighbors, if and only
if there existr, y such thatF; , = 1 and E; , = 1, andv,,v, € V*.

Two nodes are pseudo neighbors, only if each of them has agrsafial neighbor. In the sequel, we
distinguish pseudo neighbors from direct neighbors; twaelsbnodes;, v; are direct neighbors, if; ; = 1.

Definition 6 (Workable path) A sequence of nodésy,,v,,,...,ve, ,,ve,) IS @ workable path with respect
to configurationcon f if for all 0 < i < d—1v,, andvy,,, are direct or pseudo neighbors,(, v, , € V\ V™).
The state of the system is represented by the ensemble ofcalbaand intermediate entries of all nodes.

Definition 7 (Correct state) A state is correct with respect to configuratieon f, if for every anchor entry
70 = (Vsre, Vdest, addrpgt, labelgﬂ:_w o delay, ), Wherevg., viess € V' V7, there exists a sequence of

intermediate entries; = (vy,, addr,,, label!" label OVt ) (1 <i < d) of honest nodes such that

Vg, 7 Vdest’ Vg, —Vdest

Out

Vdest —Vdest

® vy, = Vgest and label is an application identifier ob s,
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® (Usre, Veys -+, V0, 4, Vdest) 1S @ WOrkable path, wherey,. = vy,
e if vy, , andv,, are direct but not pseudo neighbors thgn; matches-;,

° Z?;i C (wj) < delay,, ,,., (.., the delay of the discovered route betwegpandu,., is not greater
than the delay recorded in the routing (anchor) entrygf.)

The security objective functioft : G x S — {0, 1} of secure label-switching routing is a binary function,
whereS denotes the set of all system states of all configuratiordsGadenotes the set of all configurations.
Let F return O for all pairs of system states and configurationsateincorrect, otherwise it returns 1 (or vice-
versa). This function intends to distinguish “attackedicfrrect) states from “non-attacked” (correct) states.

Dynamic model: The dynamic model is detailed in Subsectmd. In addition to this model, we assume that
during a simulation run the maximum lifetime of each entrgé$ toocc. The security objective function is
applied to the output of this model (i.e., the ensemble ofalting entries which is the system state itself) in
order to decide whether the protocol functions correctipatr

Definition of secure label-switching routing: We denote the security parameter of the modekbwhich is
the key length of the employed MAC scheme in the routing ralto

Definition 8 A label-switching routing protocol is secure, if for any igiration conf and any adversary,
the probability thatOutfonf,A equals to zero is a negligible function of

More intuitively, if a secure routing protocol is secureasatjng.F, then any system using this routing proto-
col may not satisfy the security objective representedrtynly with a probability that is a negligible function
of k. This negligible probability is related to the fact that thdversary can always forge the cryptographic
primitives (e.g., generate a valid MAC) with a very small ipability depending on the value ef

10.2.2 Tolerable imperfections of the model

Before proving the security of Secure-tinyLUNAR, we expldihe tolerable imperfections of our model in
more details. Those attacks are considered to be the tdaraperfections that are unavoidable or too costly
to defend against, and thus, we rather tolerate them. Ir @tbeds, a routing protocol that is secure in our
model may not be resistant to these types of attacks. Mostesktattacks are built on the delay and deletion
of messages, and the in-band as well as the out-of-band ehattacks.

The rationale behind the definitions of workable path andugseneighbors in DefinitiorY is that two
adversarial nodes, who may be located on different netwarkspare able to transfer the MACs of honest
nodes by either using out-of-band channels like wormhalesome in-band channels (assuming that these
nodes believe that they are neighbors and share the condiagdeys). In the latter case, MACs are transferred
as a part of an existing message to remote adversarial nédesnstance, one adversarial node captures the
MAC of an honest neighbor denoted B, then fragments the MAC, and puts these fragments into nel@®RR
messages as their random identifiers destined to a remotesadial node. When this remote adversarial node
receives all fragments, it can successfully impersoiiatey reconstructing the MAC from the fragments. As
these RREQ messages are originated from an adversarialiadeay have compromised keys, they will pass
all verifications done by intermediate nodes. In this case,adversary uses a side-channel provided by the
protocol messages to impersonate honest nodes, and tizesattiacks are also called as side-channel attacks
[11].

The reason that we tolerate in-band and out-of-band atiadksfold. First, for most real scenarios side-
channel attacks are impractical for the adversary, as byirtiethe last fragment is successfully transferred,
the MAC becomes obsolete. Second, these attacks can bataitigut, to the best of our knowledge, they are
not avoidable completely. Therefore, we consider theseladtas some of the tolerable imperfections of our
model.

SA function u(z) : N — R is negligible, if for every positive integerand all sufficiently large:’s (i.e., there exists atv. > 0 for
allz > N.), p(z) <a™°
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The third point in Definition7 requires that direct but not pseudo neighbors on the routst hmwve a
matching entry. For instance, let us see two noges , vy, on the discovered workable path. It is clear that
if v, , andv,, are not direct neighbors, but they are pseudo neighbors metanake any restrictions on the
corresponding entries ef, , andvy,, as the adversary can modify the message received dyoat her own
wish before sending that tg, ,. Thus, we rather tolerate this kind of mismatching. Nowugiassume that
vy, _, andwy, are neighboring nodes on the discovered workable path.alrctise, it is easy to see that if only
one of them has an adversarial neighbor, then the adveraanot modify the message coming fram, as
either she cannot heay, or she cannot send the messageto,. If v,, , andwv,, are direct neighbors and
both of them have an adversarial neighbor, then they candwer other, but the adversary can prevent
from receiving the message coming fram (e.g., by jamming), and then she can send the modified message
to vy, ,. Hence, we also tolerate this kind of mismatching in our nhode

Finally, the last point in DefinitiorY, which is about the cost (delay) of the discovered routateslto the
fact that the adversary can always increase the delay of asgage that passes her. In this way, she can make
the cost of each route appear to be higher than it really tsatbdolerate in our model. On the other hand, this
type of attack may be less attractive for the adversary, @easing the delay of each route passing him can
cause the source node to accept those routes that contadlveisarial nodes. If the adversary intends to fool
the source node by making the cost of the discovered routeaappwer than it is in reality (e.g., in order to
increase the hostile traffic control by alluring the traffitlen the best that she can achieve is that she somehow
reduces the delay of messages to zero at the adversaria.ddeever, as she cannot reduce the delay at the
non-corrupted nodes, the appeared cost of the discoveuntel should always be greater than or equal to the
sum of the cost of each node constituting this route.

10.2.3 Proof of Security

Theorem 2 Secure-TinyLUNAR is a secure label-switching routing geot, if the MAC scheme is secure
against existential forgery.

Proof (sketch) We show that for any adversayy and any configurationon f, security objective functiotr
equals to 0 only with probability that is a negligible furmmtiof x. Equivalently, we show that the probabil-
ity that for any adversaryd and any configuratiomon f a system running Secure-TinyLUNAR encounters
incorrect state is a negligible function ef

A system running Secure-TinyLUNAR encounters incorreatesin the cases as follows:

e Case 1: There exists an anchor entsy= (v, Vgest, addrp¢, labelOUt delay,,,. v,..,), but there

VUsre,Vdest
does not exist a workable path betwegp andwv 4. With labelg’;{‘itﬁvdest as an application identifier.

e Case 2: There exists an anchor entsy= (vsyc, Vgest, addrpa, labelOUt delay,  .,.) and there

Vsre —Vdest ’

exists a workable patlvg.,ve,,...,ve, |, Vdest) DEIWEEND,, and vg.,, but there does not exist a

sequence of intermediate entrigs= (vy,, addr,, label'™ , labelOMt ) (1 <4 < d) such that

. . Ve, _’Q')de.st 'Ufi'_’vdest
ri—1 does matchr; if v, ,,v,, are direct but not pseudo neighbors forzall

i—1)
e Case 3: There exists an anchor entgy= (vsyc, Vgest, addr g, labelgﬂ:_w oo delay, ) and there

exists a sequence of intermediate entrigs= (v,, addryg, labelyy ., labelg™,, ) (1 < i < d)

where (vere, ve,, - -, Ve,_,,Vdest) 1S @ Workable path ang;,_, matches:; if v, ,, v, are direct but not
pseudo neighbors for all buty"9~] C(vy,) > delay,

i—1)

Vdest "

We must prove that each of Case 1, 2 and 3 occurs only with apiidlp that is a negligible function of
k1 andky which concludes the theorem.

Case 1 occurs, if,. receives either a RREP or a RREQ message with a cokéci
assume that the adversa#ycannot forgeMAC,,,_, +.,.. Thus,MAC,, ., v.,.
plying thatv,.,; generated and sent a RREQ or RREP messageuwitlas the destination, aridbelvod‘it_,v ar
is an application identifier. Moreover, &8AC,, , ..,. is received byv,,., there exists a sequence of nodes
(Usg, Usy s - - - s Us, 1> Vdest) SUCh thabs, |, v, are direct or pseudo neighbors foralK i < r, wherevg,. = v,
andvg.ss = vs,. This means that there is a workable path betwegnandv,.s; Which is a contradiction.

Vdest,Usrc* Let us
can only be generated hy;,,; im-
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Therefore, Case 1 occurs only if the adversary succesdiiges a MAC. However, the probability of this
event is a negligible function of assuming that the adversary runs in polynomial time.

Case 2 occurs, if foall workable pathgvy,, ..., ve,) betweenv,,. andv,.s, there is at least one pair
v, ,,vg, Of honest nodes which are direct and not pseudo neighborbawet no matching entries in their
tables. Let us assume thdt cannot forge any MACs. As,,.. has anchor entry, v, receives either a
RREP or a RREQ message with a corethC,, , ,.... Thus, based on Case 1, there exists a workable path
Vg, - - -, Vg, DEtWeen,,, andvg.,; along which the request (or reply) message, denoteghy is received
by vsr. According to our assumption, there exissuch thaty, ., vy, do not have matching entries, however,
they are direct but not pseudo neighbors. I\éllAC{i(Z“,%i1 can only be generated hy,, v, , received an
msg’ messagersg’ # msg) with previous-hop MACMAC{jﬁ’%_l, where MACﬁ;’f’%_l + MACﬁZ’vU o
SinceMAC,,,, v,.. travelled through workable pathy,, ..., v,), v, is an adversarial node and the adversary
obtainedMAC,,, ., v.,. from v,,. Therefore, bothy, andv,, , have an adversarial neighbor, which means
that they are pseudo neighbors. However, this contradictsut assumption that,, andwv,, , cannot be
pseudo neighbors. Consequently, Case 2 occurs only if thersatty successfully forges a MAC. However, the
probability of this event is a negligible function efassuming that the adversary runs in polynomial time.

Finally, in Case 3delay, ., . denotes the delay of the travel BIAC,, , ., from its originator tovg.
(either as a part of a RREQ or a RREP control message). LesusnasthaMAC,, , ... cannot be forged by
the adversaryd. Thus, based on Case 1 and CasM&_C,,_, ..,. is received on workable pathy,, ..., v,).
As the node costs represent the minimum message delays abdies and the adversary cannot reduce the
delay at the non-corrupted nod@s:,?;% C(vy;) < delay,__,,..,» Which is a contradiction. Consequently, Case
3 occurs only if the adversary successfully forges a MAC. Elay, the probability of this event is a negligible
function of x assuming that the adversary runs in polynomial time. [

10.3 Implementation and performance evaluation

In this subsection, we compare the performance of TinyLUNsE Secure-TinyLUNAR. Based on the avail-
able nesC source code of TinyLUNAR under TinyOS 2.x, we imaeted Secure-TinyLUNAR by extend-
ing TinyLUNAR with the security mechanisms described in fitevious subsectidn In this way, Secure-
TinyLUNAR and TinyLUNAR are not separated chunks of codedadlinyOS, but they are integrated together
(they reside in the same source code files), and the applicdésigner can decide which one he wishes to use
by defining theSECURE_TI NYLUNAR macro before compilation. In the lack of this macro, TinyLARIis
compiled without security extensions. Therefore, therfate description of Secure as well as non-Secure-
TinyLUNAR are identical. Regarding the security mecharisme employed CBC-MAC using Skipjack as
the block-cipher algorithm. They are available as partsaakpge TinySecd7] that is the standard security
package of TinyOS 2.x.

For performance evaluation, we used TOSSH] [which is a packet-level simulator for TinyOS 2.x. For
energy measurement, we extended TOSSIM with Powertossitg] 2{at can be downloaded from the contrib
part of the TinyOS 2.x distribution. Although there exidfelient sensor network simulators, either they are not
capable of simulating several hundreds of nodes, or thayinethe application to be described in a different
language than nesC. In order to measure network delay, vemded the debug capability of TOSSIM. In
particular, each debug message is time stamped, wheredimedsured according to the simulation time line
of TOSSIM. A debug message is always printed out along watkintestamp.

10.3.1 Module description

As TinyLUNAR, Secure-TinyLUNAR directly interfaces to u@players protocols or applications that need a
routing functionality in order to reactively establish altiop path towards parametrically defined destination.
The label switching forwarder is used in conjunction withrc@e-TinyLUNAR routing logic and other
control protocols that use label switching forwarding fumcality.
The structure of the Secure-TinyLUNAR component is showRigure9. TinyLUNARC provides stan-
dard Send interface to upper layer applications that requiuting functionality. The implementation of this
component contains formation of control routing messames, ding the necessary MAC computations, and

"The code is available in the UbiSec&Sens subversion repgsit
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handlers of route request and route reply messages ragdeclihe component interfaces with SocketC comm-
ponent which provides implementation of link layer labeitshing forwarding. The security mechanisms in
Secure-TinyLUNAR resides in TinyLUNARC exclusively, thee do not detail SocketC further.

®

TinyLUNARP

Identity AMPacket Random Container

’ QueueC ‘ ’ CBCMACC‘ ’ SocketC ‘

IdentityC ‘ ’ActiveMessageC‘ ’ RandomC ‘ ’Containerc ‘

BlockCipher

Y

SkipjackC

Figure 9: Structure of the (Secure) TinyLUNARC component.

10.3.2 Simulation environment

Powertossim supports only MICA2L8] motes with radio transceiver Chipcon CC10QY][and the AT-
megal28L 16] micro controller. We configured all nodes to operate at 908zMoutput power set to 0 Dbm
and the transmission data rate is 19.2 Kbps) and the recssitisity is set to -110 dBm for all topologies.

Node deployment:We perform simulations on network topologies both with systmic and asymmetric links.
The reason is that neither TinyLUNAR nor Secure-TinyLUNARGrporates any asymmetric link detection
mechanism. Furthermore, we investigate 4 network topetogiith 50, 200, 500, and 700 nodes with rect-
angular network fields of sizes 250 250, 600x 600, 1000x 1000, and 1200« 1200 metres, resp. Nodes
are deployed uniformly at random. Considering these tapetoand the above settings of the simulator, the
average number of neighbors is around 12 for all topologies.

Radio characteristics: According to the requirements of the UbiSec&Sens agriceltuind vehicular scenarios,
we assume an outdoor environment with near ground tranemsssThus, we approximate the environmental
parameters according t@9] and [91]. The link gains between nodes are calculated by followiregldg-normal
path-loss model. In this model, the received power at digtdrs calculated by formula

d
Pd) = Py~ L) ~ 10nlogsy (4 ) +N(0.5)
0
Here, P, denotes the transmission (output) powRd,(dy) is the path-loss at reference distangg » is the
path-loss exponent, and (0, §) is a Gaussian random variable with mean 0 and varidriseandard deviation
due to multipath effects).

In our simulation model, a packet is delivered from a senderreceiverr, if the following conditions are
satisfied:

1. P.(d) = N < SNRpreshold, Whered is the distance between nodend nodes, NN is the environmental
noise, andSNR ..shoia 1S the predefined SNR (Signal-to-Noise Ratio) value adgubte according to
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the PRR (packet reception rate) — SNR characteristic cur@Cd000 [75]. In all simulation runs, we
SetSNR ipreshoid 10 10.2 dBm which corresponds to 0.9 PRR.

2. P.(d) > S, whereS denotes the receive sensitivity of the radio chip,
3. the radio of the receiver is turned on and it is in Rx mode,
4. and the receiver does not receive any other packet sinealtesly.

If any of the above conditions does not hold, the packet ipmied.

MAC layer: PowerTossim uses the standard TinyOS 2 CC1000 radio stdtkhwncludes the B-MAC de-
tailed in [65]. B-MAC is a CSMA protocol that employs clear channel assesg (CCA) and packet backoffs
for channel arbitration, link layer acknowledgements feliability, and low power listening (LPL) for low
power communication. In our simulation runs, we use theudeBMAC settings (i.e., CCA is enabled, LPL
is disabled, the initial back-off time and the back-off titnecase of congestion are chosen uniformly at ran-
dom).

Simulation scenario: For each simulation run on each topology, we select a salgstnation pair uniformly

at random, where the source initiates a topology discoweraitds the destination. After a successful discovery,
the source sends a data packet containing 6 bytes. The sionuésnds when the destination receives the data
packet, or the maximum simulation time expires. This sirtioharun is repeated for both TinyLUNAR and
Secure-TinyLUNAR in order to provide sufficient number oftpens for statistical measurements. Although
a source-destination pair is selected randomly for eachwerprovide the pseudo random number generator
used in TOSSIM with predefined seed, whereby we achieve thair8-TinyLUNAR and TinyLUNAR are
executed with the same source-destination pair in each run.

10.3.3 Figures of merit

Depending on the routing objectives, there is a multitudetiity functions of routing protocols in wireless
sensor networks. As TinyLUNAR uses time as the default nguthetric, we measure network delay during the
simulation runs. Particularly, we measure the time whielpsés between the generation of the RREQ message
at the source node and the reception of the data packet a¢#fieation. This can be further divided into two
parts: the delay of the route discovery process (from theiggion of the RREQ until the reception of the
respective RREP message at the source node) and the delatadbdvarding (from the transmission of the
data packet at the source until its reception at the degtimat

In addition, all routing protocols put a great effort on mizing energy consumption (including Tiny-
LUNAR), thus we also measure the average of all nodes’ enewggumption. In particular, we evaluate the
computational and transmission costs by measuring thggieensumed by the Micro Controller Unit (MCU)
and by the radio transceiver, resp.

Finally, we also evaluate the delivery ratio in those sdesawhere links can be asymmetric. For the
symmetric case, all packets were delivered successfullgdis interference is not considered in Powertossim
2.

10.3.4 Simulation results

Delivery ratio: The delivery ratio is shown in Table

The most common reason for the degraded packet delivegyisdtiat RREP messages cannot be delivered
back to the source from the destination, and thus the camnetipg (pending) routing entries caused by the
RREQ messages are purged after a certain time. This frdguempens in networks having nodes with asym-
metric links, as the reception of an RREQ message does nbt tihmgd the sender is reachable. Although there
exist several mechanisms to detect and eliminate asynmtiekts from route discovery process, TinyLUNAR,
and thus Secure-TinyLUNAR, do not use either of them. Thalésreason that we decided to evaluate the
performance of both protocols in case of symmetric links too
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| Topology | Secure-TinyLUNAR TinyLUNAR|

50 nodes | 0.628 0.758
200 nodes| 0.4401 0.4832
500 nodes| 0.2436 0.3034
700 nodes| 0.2159 0.25

Table 1: Resulted delivery ratio with different networkesz Links between nodes can be asymmetric.

The delivery ratio of Secure-TinyLUNAR is slightly worseatinthe delivery ratio of TinyLUNAR, as the
probability of discovering a longer route towards the degton in terms of hop count is greater, and thus asym-
metric links also occur more likely. Here we note that a nodhéctv receives a previous-hop MAC processes
the RREQ message immediately and forwards that in our imghéation. Thus, it might occur that neighbors
that are farther from the destination in terms of hop cousténhigger chance to deliver the RREQ message to
the destination sooner than those nodes which are closeed®rite the corresponding previous-hop later. This
results in better network delay due to the less channel ntatebut causes worse delivery ratio.

The reason that delivery ratio degrades with network sizasraightforward. In larger networks, there are
more intermediate nodes between a randomly selected nadenpaverage than in smaller networks, and thus
the probability that there is at least one asymmetric linkhendiscovered route is also higher.

Energy consumption: The energy consumption in case of symmetric links is showigure 10. One can
observe that while in small networks the radio and mcu eneogpgumption is comparable in case of Secure-
TinyLUNAR, in large networks the energy spent on radio comioation is approx. 30% larger than the energy
consumed by the MCU. The reason is that route discovery talkee time in larger networks on average (see
below) which results in prolonged idle time for the radiaseeiver. As low-power listening is not enabled by
default, the transceiver consumes considerably energyigités not used. This also causes the overall energy
consumption in larger networks to be greater than in sma#érorks.

It is also easy to see that the computation overhead of TilNAR and Secure-TinyLUNAR is almost the
same that might be surprising at first glance (To be more gge@ecure-TinyLUNAR consumes about 3%
more computational energy than TinyLUNAR). This proves ti@ employment of pairwise MACs causes
minimal overhead in terms of computation. However, the comigational overhead is about 5 times larger in
small networks and 9 times larger in large networks than mnydTUNAR. One obvious reason is that applying
MACSs results in 88 bytes extra overhead per packet on ave@ye source MAC and 10-12 previous-hop
MACs). Second, as we have not integrated Secure-TinyLUNAIR WMAC (Medium Access Layer) layer,
our "pseudo” broadcast mechanism used to propagate RRE&agesscauses increased overhead in the MAC
layer. Note that the communicational overhead is slighahgér in Secure-TinyLUNAR in small networks in
case of asymmetric links than in case of symmetric links. E\®v, in general, as one can see in Figlie
energy consumption does not vary in case of asymmetric okspared to the symmetric case because only
some RREP messages and the corresponding data messagetedrs fbe delivered which do not influence
the energy consumption substantially (they are propagatety with a single path, whereas route requests
flood the entire network).

Network delay: The network delay is shown in Figut® for symmetric links, and in Figur&l for asymmetric
links. In symmetric case, the network delay of Secure-TWMAR is about 7 times larger than the network
delay of TinyLUNAR in all networks. The reason is that thegesaf the "pseudo broadcast” scheme in Secure-
TinyLUNAR can cause substantial network delay. In paricué node can only forward a RREQ message if
the corresponding previous-hop MAC is received. HoweVer sender needs to transmit a MAC per neighbor
which may take considerable time due to channel conten@me can observe that about 85% of the total delay
is the route discovery delay and only 15% is the data forwardielay.

In asymmetric case, the network delay are slightly bettealimetworks than in symmetric case. Par-
ticularly, the total network delay decreases with about 12Phis can be explained by the less number of
transmissions caused by asymmetric links.
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Figure 10: Energy consumption and network delay measurenirenase of symmetric links. The whiskers on
the top of the bars correspond to the 95% confidence inteftheaverage.

11 Summary

We developed a secure label-switching routing protocol vigreless sensor networks, called Secure-
TinyLUNAR. Secure-TinyLUNAR is the secure variant of TIYINAR, which is an efficient reactive routing
protocol for wireless sensor networks. After showing thiayTUNAR is vulnerable to several impersonation
attacks, we designed Secure-TinyLUNAR, which providesdoliewing security guarantees:

e Each node generates a MAC per neighbor on the request messapgenicasts the request along with
the respective MAC to each neighbor. Although this previbap MAC is updated at each hop, the
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Figure 10: Energy consumption and network delay measurenirenase of symmetric links. The whiskers on
the top of the bars correspond to the 95% confidence intefthkaverage.

communication and computation costs depend on the numhibeaieighbors. A reply message also
contains a previous-hop MAC that is updated at each hop,tlsiaiways sent to one neighbor which
results in a constant overhead for all intermediate hops.

e The source and destination nodes attach a MAC to each megsagas MAC is generated by using the
pairwise shared key of the source and destination nodesmetiate nodes need not verify this MAC
saving some resources. Nevertheless, the protocol islpsosacure, even if these MACs are not verified
by intermediate nodes.

We adapted our simulation-based model to secure labettswig routing, and showed that Secure-
TinyLUNAR is provably secure in this model. This model is ypebncerned with attacks aiming to corrupt
the routing entries, different attacks like DoS attacksushing are not considered. For instance, Secure-
TinyLUNAR is exposed to DoS attacks where unauthentic forgentrol messages can traverse several hops
before being dropped.

Finally, we implemented and evaluated the performance afii@eTinyLUNAR in TOSSIM under TinyOS
2.x8 We measured the network delay, energy consumption andedgligtio in different networks containing
symmetric and asymmetric links. We concluded that whilecibregsumed computational energy is comparable
to TinyLUNAR, the employed security mechanisms introdugiessantial communicational costs and network
delay. This is mainly caused by the usage of unicast commatioits instead of broadcast communications
between nodes in the route discovery phase. However, wetiadly justified that this is still more favourable
than employing digital signatures with broadcast commatioo.

12 Related work

In [38], the authors map some adversary capabilities and somiblfeattacks against routing in wireless sensor
networks, and they define routing security implicitly agsesice to (some of) these attacks. Hence, the security
of sensor routing is only defined informally, and the coumiasures are only related to specific attacks. In
this way, we even cannot compare the sensor routing pratacoérms of security. Another problem with this
approach is the lack of a formal model, where the securityenger routing can be described in a precise and
rigorous way. While secure messaging and key-exchangequistare classical and well-studied problems in
traditional networks$%, 63], formal modelling of secure routing in sensor networks matsbeen considered so
far. The adversarial nodes are also classified into the grotipensor-class and laptop-class node8&h put
the capabilities of an adversarial node regarding messagépuoiations are not discussed.

The simulation paradigm is described B3] 14]. These models were mainly proposed with wired net-
works in mind typically implemented on the well-known Imet architecture, and the wireless context is not

8The code is available in the UbiSec&Sens subversion repysit
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Figure 11: Energy consumption and network delay measursnmieicase of asymmetric links. The whiskers
on the top of the bars correspond to the 95% confidence intefrtlae average.

focused there. In our opinion, the multi-hop nature of comiwations is an inherent characteristic of wireless
sensor networks, therefore, it should be explicitly magtellin more particular, the broadcast nature of com-
munication enables a party to overhear the transmissionnoéssage that was not destined to him, however,
this transmission can be received only in a certain rangbdetender. The size of this range is determined
by the power at which the sender sent the message. Anothetidavirom [63] is the usage of the security

objective function in the definition of security. 183, the indistinguishability is defined on the view of the

honest parties (on their input, states, and output) in taalid/orld and in the real-world models. However, an
adversary can distort the states of the honest parties woidable ways, and hence, the classical definition
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would be too strong and no routing protocol would satisfydh the other hand, our model is compliant with
[63] considering high-level connections between nodes63 fhe standard cryptographic system allows us to
define each high-level connection as secure (private ameatit), authenticated (only authentic), and insecure
(neither private nor authentic). In this taxonomy, the camioation channel between two honest nodes can be
either insecure or secure in our model. If an adversariakngglaced in the communication range of one of
the communicating nodes, then it is considered to be anuns@hannel. If the adversary can reach none of the
communicating nodes, the channel between that nodes isrhiddm the adversary, and thus, it is considered
to be secure.

In the literature, there are some prior workd8,[86, 52, 60] that also used formal techniques to model the
security of multi-hop routing protocols. However, they wenainly proposed for ad hoc network routing, and
they either inherently differ from simulation-based mad@6, 52, 60] (the model proposed irbp] is based
on CPAL-ES, and the model ir8@] is similar to the strand spaces model), or they are limitethbdel some
protocol specific attacks (like rushing}J|.

In contrast to this, in our work, we are concerned with moneegal security objectives.

Our work is primarily based onl, 95]. Here, the authors also use the simulation paradigm toeptios
security of routing protocols in wireless ad-hoc networksowever, our model differs from the models in
[13, 95] in two ways:

e Adversary modelThe adversary in13] and [95] is assumed to have the same resources and commu-
nication capabilities as an ordinary node in the networker€fore, that adversary model deviates from
the so-called Dolev-Yao model ir2]]. In our work, the adversary also uses wireless devicestaalat
the systems, and it is reasonable to assume that the agveesainterfere with communications only
within its power range. The adversarial nodes belongingesensor-class nodes has the same resources
and communication capabilities as an ordinary sensor rmdey more resourced adversarial node (e.g.,
laptops) may affect the overall communication of an entad pf the network depending on the power
range of the resourced adversarial device. That resoumedas also make the adversary able to perform
more sophisticated message manipulations.

e Modelling security objectivedn ad hoc networks, nodes construct routes between a santcta desti-
nation pB1, 36], whereas sensor nodes should build a complete routingdgpdor the entire network.
In case of sensor networks, the only destination for all sadehe base statior8]. In addition, sen-
sor nodes are resource constrained, which implies thatseengled to model the energy consumption of
sensor nodes, since several attacks impacts the netwetiknlf. These differences from ad hoc networks
has yielded a wide range of sensor applications, and thospseouting protocols3] are much diverse
than ad hoc routing protocols. Hence, the security objestsannot be modelled uniformly for sensor
routing protocols.

Page 53 of (60) (©UbiSec&Sens consortium 2006



UbiSec&Sens Deliverable D2.5

TinyLUNAR is a reactive routing protocol for wireless sensetworks that is proposed i89]. The main
design objective of TinyLUNAR was to support multiple commuation patterns for both data-centric and
address-centric communications, where functional usaléy is gained at the expense of increased complexity.
TinyLUNAR is based on LUNAR (Lightweight Underlay Ad hoc Ring) which is an ad hoc network routing
protocol [78] employing the label switching (or virtual circuit) routirparadigm. By adopting this paradigm,
the authors showed that it is feasible to implement TinyLUNAnder TinyOS 2.x using only one byte field
of the IEEE 802.15.4 MAC heade2§] per packet for making packet forwarding decisions during data
forwarding phase. This makes TinyLUNAR a more effectivetirmgi protocol than e.g., tinyAODV (which is
the adaptation of AODVE1] to wireless sensor networks) in such networks where nodestationary or show
moderate mobility.

Many secure routing protocols have been proposed for wegede hoc networks3p], from which ARAN
[68] is the most related to Secure-TinyLUNAR. Similar to ARANec&Ire-TinyLUNAR also uses time as the
default routing metric. However, compared to ARAN that uses signatures per routing messages, Secure-
TinyLUNAR considers the specifics of sensor nodes and ersptoyy MACs, where an intermediate node
performs only two MAC generations. In addition, MACs haveharser size and less computation overhead
than signatures. Besides that, Secure-TinyLUNAR is alsgghly secure in a similar simulation-based model
like ARAN.

There have been proposed some secure routing protocolsrédess sensor network83] [20]. In [20], the
authors propose an intrusion tolerant routing protocdleddNSENS, for wireless sensor networks. INSENS
is a centralized link-state routing protocol, where eactiensends its local neighborhood information to the
base station, which then computes the forwarding tableaf aade. Similar to Secure-TinyLUNAR, INSENS
is also provably secure in a simulation-based model addptsélcure link-state routing. However, INSENS is
not scalable to large-scale networks due to its centralizédre, and the base station is a single point of failure.

In [83], a family of configurable and secure routing protocols ispmsed for wireless sensor networks
called SIGF. The authors did not provide a formal securiglysis of SIGF, but they evaluated the performance
of SIGF in various environments containing malicious nodés SIGF consists of position based routing
protocols, it is intended for those sensor networks whech aade is capable to obtain its geographic position.
This assumption holds only for a few sensor applicationstdués high induced cost in terms of additional
hardware needed in the sensor nodes.
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