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Executive summary

Routing is a fundamental functionality, therefore hostileinterventions aiming to disrupt and degrade the routing
service have a serious impact on the overall operation of theentire network. Still, security of routing protocols
has fallen beyond the scope of research so far. In the UbiSec&Sens Project, our objective is to overcome this
problem by studying routing security and developing a secure routing protocol for wireless sensor networks.
This document contains our results related to this objective.

This document is organized into three parts. The first part isconcerned with problem statement of secure
routing and state-of-the-art. In particular, we informally describe the adversary model, the most general attacks
against routing protocols in WSNs, and the countermeasuresproposed against some of these attacks. The
second part contains the description of our formal securityframework for sensor network routing protocols
(which serves as a formal specification of the security objectives). In addition, we demonsrate the usage of the
model by two illustrative examples: first, we formalize a simple attack against the secured TinyOS beaconing
in our model; second, we show that INSENS, which is a link-state routing protocol for wireless sensor network,
is a provably secure routing protocol in our model.

Our formal security model for routing protocols in wirelesssensor networks is based on the well-known
simulation paradigm, but it differs from previously proposed models in several important aspects. First of all,
the adversary model is carefully adopted to the specific characteristics of wireless sensor networks. In our
model, the adversary is not all-powerful, but it can only interfere with communications within its own radio
range. A second important contribution is that we defined theoutput of the dynamic models that represent the
ideal and the real operations of the system as a suitable function of the routing state of the honest nodes, instead
of just using the routing state itself as the output. This allows us to model different types of routing protocols
in a common framework. In addition, this approach hides the unavoidable distortions caused by the adversary
in the routing state, and in this way, it makes our definition of routing security satisfiable.

In the third part, we describe the specification of a particular secure label switching routing protocol for
sensor networks, together with its security proof in the proposed formal security framework. This protocol is
the secure variant of TinyLUNAR, which is an extensively used routing protocol in UbiSec&Sens. This part
also includes the performance analysis of the proposed label switching routing protocol. The analysis was
carried out by means of simulations, and this part also describes the simulation environment, the figures of
merit, the simulation parameters, and the simulation results. We also compare the performance of this provably
secure routing protocol to its non-secure counterpart.
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1 Introduction

Routing is a fundamental function in every network that is based on multi-hop communications, and wireless
sensor networks are no exceptions. Consequently, a multitude of routing protocols have been proposed for
sensor networks in the recent past. However, most of these protocols have not been designed with security
requirements in mind. This means that they can badly fail in hostile environments. Paradoxically, research on
wireless sensor networks have been mainly fueled by their potential applications in military settings where the
environment is hostile. The natural question that may ariseis why then security of routing protocols for sensor
networks has fallen beyond the scope of research so far.

We believe that one important reason for this situation is that the design principles of secure routing proto-
cols for wireless sensor networks are poorly understood today. First of all, there is no clear definition of what
secure routing should mean in this context. Instead, the usual approach, exemplified in [38], is to list different
types of possible attacks against routing in wireless sensor networks, and to define routing security implicitly
as resistance to (some of) these attacks. However, there areseveral problems with this approach. For instance, a
given protocol may resist a different set of attacks than another one. How to compare these protocols? Shall we
call them both secure routing protocols? Or on what grounds should we declare one protocol more secure than
another? Another problem is that it is quite difficult to carry out a rigorous analysis when only a list of potential
attacktypesare given. How can we be sure that all possible attacks of a given type has been considered in the
analysis? It is not surprising that when having such a vague idea about what to achieve, one cannot develop the
necessary design principles. It is possible to come up instead with some countermeasures, similar to the ones
described in [38], which are potentially useful to thwart some specific typesof attacks, but it remains unclear
how to put these ingredients together in order to obtain a secure and efficient routing protocol at the end.

In order to remedy this situation, we propose to base the design of secure routing protocols for wireless
sensor networks on a formal security model. More precisely,in this document, we introduce a formal frame-
work which allows us to define what we really mean by security of routing in the context of wireless sensor
networks, and to prove if a given protocol satisfies the definition. We illustrate the usefulness of this formal
framework by proposing a secure label switching routing protocol for wireless sensor networks and formally
proving that it is indeed secure in our model. In addition, westudy the performance of the proposed protocol
by means of simulations, and we report on a prototype implementation of the protocol for MicaZ and Mica2
sensor motes.

The rest of this document is organized into three parts. The first part is concerned with problem statement of
secure routing and state-of-the-art. In particular, we informally describe the adversary model, the most general
attacks against routing protocols in WSNs, and the countermeasures proposed against some of these attacks.
The second part contains the description of our formal security framework for sensor network routing protocols
(which serves as a formal specification of the security objectives). In addition, we demonsrate the usage of the
model by two illustrative examples: first, we formalize a simple attack against TinyOS beaconing in our model;
second, we show that INSENS, which is link-state routing protocol for wireless sensor network, is a provably
secure routing protocol in our model. Finally, in the third part, we describe the specification of a particular
secure label switching routing protocol for sensor networks, together with its security proof in the proposed
formal security framework. This protocol is the secure variant of TinyLUNAR, which is an extensively used
routing protocol in UbiSec&Sens. This part also includes the performance analysis of the proposed label
switching routing protocol. The analysis was carried out bymeans of simulations, and this part also describes
the simulation environment, the figures of merit, the simulation parameters, and the simulation results. We also
compare the performance of this provably secure routing protocol to its non-secure counterpart.

The results presented in this document were published in thefollowing papers: [94] [92] [96] [97] [98]
[93].
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Part I

Attacks and countermeasures

2 Attacks on Sensor Network Routing

2.1 Adversary model

The adversary can mount her attacks from sensor-class devices and more powerful laptop-class devices. It is
quite reasonable to assume that both sensor-class and laptop-class devices can be easily acquired by the ad-
versary, or alternatively, she can capture honest sensor-class devices directly in the network field. Of course,
capturing is viable only if sensor nodes are not tamper resistant devices and the adversary can gain unsupervised
access to them. The sensor-class devices and laptop-class devices that are under the control of the adversary
are further called adversarial nodes. Sensor-class devices have identical capabilities to an ordinary sensor node
(i.e., their energy supply as well as their computational power is typically heavily constrained). On the con-
trary, laptop-class devices are more powerful; besides having unconstrained energy supply and computational
capability, they also have powerful transmitters with muchgreater power range than sensor nodes have. Addi-
tionally, laptop-class devices may also have more sensitive receivers, though such equipment bears much higher
costs than transmitters.

All attacks performed by the adversary consist of simple message manipulations like message injection,
deletion, modification, re-ordering, and simply relaying messages without following the routing protocol rules
faithfully. Before investigating more sophisticated attacks that employ the previously listed message manipula-
tions, we describe how the adversary can perform such message manipulations.

Injection of messages in a radio channel is trivial. Messagedeletion can also be easily done by simply not
forwarding a message according to the protocol rules, or by performing jamming [85]. Message modifications
and re-ordering can be performed in a straightforward way ifthe adversary acts as a relay node between the
sender and the receiver (i.e., the sender and the receiver cannot reach each other directly). However, if the re-
ceiver and the sender can communicate directly, then the adversary must use sophisticated jamming techniques
that prevents the receiver from receiving messages, while at the same time allows the adversary to receive those
messages. Once a message is deleted in this way, the adversary can modify it and send the modified message
to the receiver. In particular, message modification is onlyfeasible, if both the sender and the receiver nodes
are within the communication range of the adversarial node.Here, we sketch two scenarios for message mod-
ification, which are illustrated on Figure1. By these simple examples, we intend to point out the feasibility
of message modification assuming even direct communicationbetween the sender and the receiver node. We
assume that communication range implies interference range, and vice-versa.

Node X

Node A2 Node A1Node Y

1: m

1: jam

1: m

2: m′

Node X Node Y

Node A

1: m

1: m
1: jam

2: m′

Figure 1: Message modification performed by the cooperationof two adversarial nodesA1 andA2 (on the
right-hand side) in Scenario 1, and employing overhearing,jamming, and relaying with a single adversarial
nodeA (on the left-hand side) in Scenario 2. Honest nodes are labelled byX andY . Arrows between nodes
illustrate the direction of communication, the sequence ofmessage exchanges are also depicted on these arrows.
Dashed arrows illustrate failed message delivery caused byjamming.

Scenario 1: There are two honest nodesX andY , and nodeX intends to send a messagem to nodeY .
A1 andA2 are adversarial nodes, whereA2 is able to interfere withY ’s communication, but not withX ’s and
A1’s communication. LetA1 be in the communication range ofX andY , whereasA2 can only communicate
with Y . WhenX transmitsm to Y , nodeA1 overhearsm, meanwhileA2 performs jamming to causeY not to
be able to receivem. In order to take this action,A1 andA2 are connected by an out-of-band channel, thus,A1
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can send a signal toA2 whenA2 should start jammingY ’s communication. It is also feasible thatA2 performs
constant jamming for a certain amount of time, afterwards,A1 can send the modified messagem′ to Y .

Scenario 2:In this scenario, there is only one adversarial node denotedbyA. We assume that transmitting a
message from the routing sublayer consists of passing the message to the data-link layer, which, after processing
the message, also passes it further to the physical layer. The data-link layer uses CRC in order to provide some
protection against faults in noisy channels; a sender generally appends a frame check sequence to each frame
(e.g., see [26]). The adversary can exploit this CRC mechanism to modify a message in the following way
(illustrated on Figure1). WhenX transmits messagem to Y , nodeA also overhearsm, in particular, he can
see the frame(s) belonging tom. A intends to modify messagem. Here, we must note that most messages
originated from the routing sublayer are composed of only one frame per message in the data-link layer due
to performance reasons, especially when they are used to discover routing topology. Upon reception of the
frame corresponding to the message, the adversary can corrupt the frame check sequence by jamming once the
data field of the frame has been received. This causes nodeY to drop the frame (and the message), sinceY
detects that the last frame is incorrect, and waits for retransmission. At this point, if some acknowledgement
mechanism is in use,A should send an acknowledgement toX so that it does not re-send the original frame.
In addition,A retransmits messagem′ in the name ofX, wherem′ is the modified message.

The feasibility of jamming attacks is studied and demonstrated in [85]. Although, the authors conclude
in that paper that the success of jamming attacks mainly depend on the distance of the honest nodes and the
jammer node, various jamming techniques has been presentedthere that can severely interfere with the normal
operation of the network.

Subsequently, we distinguish two types of adversaries. Anoutsider adversaryis assumed to be able to ma-
nipulate messages sent by honest nodes, however, she cannotcontrol legitimate sensor nodes. On the contrary,
an insider adversaryhas all the power as the outsider adversary, and additionally, she is able to control some
legitimate sensor nodes in the routing process (this may also mean the compromise of the cryptographic keys
of those sensor nodes).

2.2 Objectives of attacks

Generally speaking, the adversary primarily intends to thwart the objectives of routing protocols. More specifi-
cally, she wants to degrade the performance of routing, or ultimately, she may attempt to completely disrupt the
routing service and cause network malfunctioning. Degrading the performance of routing can mean degrading
the packet delivery ratio, shortening the network lifetime, and/or increasing the network delay. In addition to
these, the objective of attacking the routing protocol can be to increase the hostile control over the traffic. Note
that some of these adversarial goals are highly correlated (e.g., if the adversary can successfully divert the traffic
through adversarial nodes, then she can easily degrade the packet delivery ratio or increase the network delay
by dropping packets and delaying packet forwarding).

2.3 Attack methods

In the previous subsections, we described the capabilitiesof the adversary in sensor networks and the general
objectives of the attacks launched by this adversary. Now, we give an overview of the specific attack methods
that can be used by the adversary in order to achieve her objectives.

The simplest attack methods are composed of the basic message manipulations techniques. This includes
dropping, modification, delaying, injection and re-ordering of routing control messages. In order to further
refine these methods, we separate the route discovery and thedata forwarding phase of routing protocols.
In both the route discovery and data forwarding processes, the adversary can inject extra packets in order
to consume valuable network resources at honest sensor nodes (leading to denial-of-service). In the route
discovery phase, injecting a forged control packet can result in corrupt routing states at honest nodes that may
ultimately yield increased traffic control as well as shortened network lifetime and increased network delay.
Dropping control packets have trivial effects: in this way,the adversary can separate some of the nodes from
the base station that can only reach the base station throughan adversarial node. The adversary can also
degrade the packet delivery ratio and the network delay by dropping packets in the data forwarding process. By
modifying control packets, the adversary can cause honest nodes to store corrupt routing states, which may have
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similar effects to injecting forged control packets. Furthermore, the adversary can also modify data packets,
which may lead to re-transmissions, and hence increased energy consumption. Re-ordering and delaying of
control packets can influence the next-hop selection mechanism. We note that while topology-based and link-
state routing protocols are usually vulnerable to control packet manipulation, geographic and hybrid routing
protocols seem to be more resistant against these attacks.

Besides these basic packet manipulation attacks, the adversary may also be capable to mount attacks at
higher level. These aretunnelling, rushing, selective forwarding, andreplayattacks.

In the tunnelling attack, the adversary controls some corrupted nodes in the network, and tunnels routing
control messages between these controlled nodes in the payload part of normal data packets using the multi-hop
forwarding mechanism of the network. In this way, the adversary can make some routes appear shorter than
they really are, and thus, these routes may be preferred by the other nodes.

Rushing is a protocol-dependant attack. In particular, theadversary can launch this attack only against
routing protocols that employ a duplicate suppression technique to control flooding. When using duplicate
suppression, a node only considers the first copy of a given control packet and drops any further copies. For
instance, a nodeA running tinyOS beaconing (as it will be described in Subsection 2.4) sets the neighboring
node from which it received the first copy of the beacon as the next hop towards the base station. Any further
beacons are simply discarded byA. The adversary employing rushing can exploit this duplicate suppression
technique to divert the traffic: The adversary forges a beacon and broadcasts that to nodeA. As a result,A will
set the identifier found in this forged beacon as the next-hoptowards the base station. Later, whenA receives
the real beacon, it discards it due to duplicate suppression. In this way, the adversary can divert traffic to itself
and increase hostile traffic control. This can be the first step of further severe attacks.

Selective forwarding refers to the capability of dropping data packets in the data forwarding process in a
selective manner. Generally, this attack can be a second step after a successful tunnelling or rushing attack. If
the adversary jointly uses selective forwarding with any route diversion techniques, then she can easily setup a
blackhole(where all packets are dropped) or agrayhole(where only specific packets are dropped).

Replay attacks can occur during topology construction as well as during the data forwarding process. The
adversary can replay obsolete routing control packets thatno longer reflect the current network topology, which
may yield inefficient routing paths. In the data forwarding process, replaying obsolete data packets causes
incorrect reports about the monitored environment.

Finally, there are other attacks that are mainly related to neighbor discovery, such as thewormhole attack,
theSybil attack, and thenode replication attack. We consider these attacks against routing, since many sensor
network routing protocols integrate neighbor discovery aspart of a cross-layer design.

A wormhole is an out-of-band connection, controlled by the adversary, between two physical locations in
the network. The adversary installs radio transceivers at both ends of the wormhole, and it transfers packets
(possibly selectively) received from the network at one endof the wormhole to the other end via the out-of-band
connection, and re-injects the packets there into the network.

The effect of a wormhole on neighbor discovery is that some nodes that would not be neighbors otherwise
may establish a neighbor relationship. This has a direct effect on route discovery mechanisms that operate on
the connectivity graph, since they may identify routes thatuse virtual links created by the adversary. Thus, a
well placed wormhole gives considerable power to the adversary, who can monitor the network traffic flowing
through the wormhole, or mount a denial-of-service attack by permanently or selectively dropping data packets
sent via the wormhole.

Some routing protocols do not rely on explicit neighbor discovery mechanisms, but the nodes discover their
neighbors implicitly via processing the overheard routingcontrol messages. Many of these protocols are equally
vulnerable to the wormhole attack. For instance, an adversary can use a wormhole to mount a rushing attack
against routing protocols based on flooding a route request and controlling the flood with duplicate suppression.

The wormhole attack has similar effects on routing protocols than the tunnelling attack, but it is based on
slightly different assumptions about the adversary. In particular, in the tunnelling attack, the adversary controls
some corrupted nodes in the network, and tunnels routing messages between these controlled nodes in the
payload part of normal data packets using the multi-hop forwarding mechanism of the network. Therefore, by
definition, in order to mount a tunnelling attack, the adversary needs to have corrupted nodes in the network,
which use (possibly compromised) identifiers. In contrast to this, the adversary can mount a wormhole attack
without corrupting any nodes or compromising any node identifiers, because the wormhole uses only low level
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repeaters transparent to higher layer protocols.
In a Sybil attack [22], a single adversarial node illegitimately usesmultiple identities during the routing

process. This can have devastating effects on multipath routing protocols [38], because a node may believe
that it routes packets via node disjoint paths, while in reality these paths may all go through the adversarial
node implementing the Sybil attack. Sybil attacks employedtogether with tunnelling or wormhole attacks can
be even more powerful, as the tunnels and the wormholes can beused by the adversarial nodes to share their
invented identities.

The node replication attack is the dual of the Sybil attack, where the adversary uses thesameidentity for
multiple devices, and thus a single adversarial node may be virtually represented in multiple locations in the
network. Replication attacks can also severely influence the operation of most routing protocols; in the worst
case, the adversary can copy the identity of the base stationand use it in different locations of the network. If
the adversary manages to impersonate the base station, thenshe may be able to attract all traffic to her; this is
often referred to as thesinkholeattack [38].

All these basic attack methods listed so far can serve as building blocks for further more complex attacks
such as the HELLO flood attack against TinyOS beaconing, the creation of routing loops, black- and grayhole
attacks, or route diversion attacks [38]. Some of these will be exemplified in the following subsection.

2.4 Specific examples

In this subsection, we illustrate the previously describedattack methods on different types of sensor network
routing protocols: we show how the adversary can subvert TinyOS beaconing, Directed Diffusion and GPSR.

2.4.1 TinyOS beaconing

Originally, the authors of TinyOS proposed a very simple routing protocol in [30], called TinyOS beaconing. In
this protocol, each node is addressed by a globally unique identifier, and the base station periodically initiates a
route discovery by flooding the network with a beacon message. Upon the reception of the first beacon within
a single beaconing interval, each sensor node stores the identifier of the immediate sender of the beacon as its
parent (a.k.a., next-hop towards the base station), and then re-broadcasts the beacon after replacing the sender
identifier with its own identifier. As for each node only one parent is stored, the resulted routing topology is a
tree. In the data forwarding process, every sensor node receiving a data packet forwards that towards the base
station by sending the packet to its parent. This beaconing mechanism is a straightforward method to build a
simple routing topology, where each node sets a neighbor as its parent if this neighbor lies on the fastest path to
the base station. The protocol assumes symmetric links in the network and does not consider any energy metric
to optimize network lifetime.

In the following, we show how the adversary described in Subsection2.1 can create a routing loop in a
sensor network using TinyOS beaconing. Let us consider Figure 2. First, the base stationB floods the network
with a beacon containing its identifier. Before re-broadcasting the beacon, nodeE replaces the sender identifier
with its own identifier to indicate to its neighbors that theycan reach the base station throughE. Receiving this
beacon, the adversarial nodeA does not replace the sender identifier withA according to the protocol rules, but
it replaces it withD. Hence,C setsD as its parent node, and rebroadcasts the packet with its own identifier
causing nodeD to setC as its parent node. As a result, nodeC will forward all data packets toD andD will
forward all data packets toC without ever reaching the base station and consuming valuable resources.

2.4.2 Directed Diffusion

Directed Diffusion [35] is another mainstream topology-based routing protocol. The base station initially floods
the network with aninterest, which contains attribute-value pairs describing the requested data. Upon the
reception of an interest, each sensor node sets a gradient pointing to the immediate sender node. A gradient
defines the requested data at each sensor node in conjunctionwith the next-hop towards the base station through
which a message containing the requested data should be forwarded. Moreover, each gradient is weighted
proportionally to the amount of data that is allowed to traverse the gradient. If a node receives the same interest
from different neighbors, then the node can set multiple gradients, which correspond to the same interest,
pointing to different neighbors. The neighbors are differentiated by locally unique identifiers.
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Figure 2: Creating a routing loop in TinyOS beaconing. The only adversarial node is denoted byA. For each
node, the solid line points to the parent node. Initially, the base stationB floods the network with a beacon.
Receiving this beacon from nodeE, the adversarial nodeA rebroadcasts it in the name of nodeD that is denoted
by a dashed arrow. Upon the reception of this falsified beacon, nodeC will believe that the sender of this beacon
is nodeD. Thus,C setsD as its parent node.

The data is forwarded to the base station by the intermediatenodes along their gradients. If there are
more gradients at a node for the same interest, then the node forwards one copy of the message along each
gradient. After a while, the base station selects the route with the best quality and increases the weight of
the gradients along the route (positive reinforcement), whereas it decreases the weights on the others (negative
reinforcement).

Intermediate nodes may aggregate the received data, and forward this aggregated data along the correspond-
ing gradients at rate that is proportional to the weight of the gradient. The base station periodically re-sends
the interests along the used routes in order to keep the gradients of intermediate nodes alive. In this way, the
base station keeps the empirically best routes and eliminates the routes that have worse quality. Optionally, all
nodes can cache data in order to achieve shorter response time and increase robustness. A more comprehensive
description can be found in [35].

The adversary can easily mount black- and grayhole attacks against Directed Diffusion. Blackhole attack
means that the adversary allures all traffic from a particular area along an adversarial node, and then drops all
received packets. Grayhole attack is more sophisticated selective forwarding; the adversary first allures the
traffic and then selectively drops some data packets. Let us consider the network topology depicted in Figure
3. The adversarial node can simply allure the traffic by broadcasting a forged interest in the name ofB. Thus,
all nodes receiving this forged interest will send data packets to nodeA. A more clever adversary can exploit
the reinforcement strategy of Directed Diffusion; the adversarial nodeA reinforces some paths without forging
any interests (i.e., receiving the original interest from nodeB, A rebroadcasts that containing increased data-
rate values). Consequently, all nodes receiving this modified interest will forward data packets towards the
base station alongA at higher data rates, which then can drop, modify, or forwardpackets at her own wish.
Moreover, this false reinforcement also causes honest nodes’ batteries to deplete faster.

2.4.3 GPSR

GPSR (Greedy Perimeter Stateless Routing) [39] is a geographic routing protocol proposed for wireless ad hoc
and sensor networks that can be used to route data packets between any pair of nodes (i.e., it supports node-to-
node communication). GPSR assumes that every sensor node isaware of its own location and the locations of
its neighbors.

Initially, nodes construct a planar subgraph based on the network topology in a distributive manner. This
distributive planarization algorithm can be GG (Gabriel Graph) [27], RNG (Relative Neighborhood Graph)
[77], CLDP (Crossing Link Detection Protocol) [40] or LCLR (Lazy Cross Link Removal) [41]. We do not
detail the planarization process further, more interestedreaders are referred to the corresponding literature. This
planar graph will be used to circumvent voids in data forwarding.

Upon the reception of a data packet that carries the locationof the destination nodeD, each nodeI checks
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B
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Figure 3: Black- and grayhole attack against Directed Diffusion. The only adversarial node is denoted byA.
For each node, the solid lines denote the gradients set towards the base station. NodeA can allure the traffic by
disseminating faked interests in the name ofB and/or by manipulating the reinforcement strategy of Directed
Diffusion. As a result, all honest nodes that receive the falsified interests originating fromA will select the path
that traverse nodeA. This is illustrated in the figure by that all nodes in a considerably part of the network set
gradients towards nodeA. After alluring the traffic, nodeA can mount selective forwarding.

whether it has a neighbor that is closer to nodeD than itself. If it has, the message is forwarded to that node.
Otherwise,I switches to face routing mode, which means that it determines the neighboring face in the planar
subgraph that is intersected by the imaginary line connecting I and the destination, denoted byd. After putting
its own location into the packet,I uses the right-hand rule to select the next-hop on the perimeter of that face.
Each node on the perimeter of the face uses the same rule to select the next-hop for the packet until one of the
following events occurs:

• A node is reached that is eitherD or it is closer toD thanI. In the latter case, the node that is closer toD

thanI performs the same steps thatI did and the process repeats.

• An edge is reached, denoted bye, which is intersected by lined. In that case, GPSR switches to the
neighboring face that is intersected byd (i.e., the neighboring face containse).

• If the packet completely traverses the perimeter of the face(i.e.,e or I is traversed again) without reaching
a node being closer toD, then the packet is marked as undeliverable.

We show how the adversary can divert the traffic and create detours between a source and a destination
causing increased energy consumption, and thus decreased network lifetime. In Figure4, a source nodeS is
assumed to send a packet to the base stationB. As nodeE is closer toB than any other neighbors ofS, S

forwards the packet toE. Similarly, E forwards the packet to the first adversarial nodeA. In order to divert the
traffic, A alters the destination location in the packet to the location of the second adversarial nodeA′. Hence,
following the GPSR rules the packet will be forwarded toA′ along nodesH,K. Afterwards,A′ recovers the
original destination location toB’s location, and the packet will be delivered along nodeQ. Therefore, the
packet reaches nodeB along nodesE,A,H,K,A′,Q instead of nodesE,A,C that would be a much shorter and
less energy consuming route.

3 Countermeasures

In this section, we review some countermeasures that can be used to defend against the attacks described in
Subsection2.3. Some of these countermeasures will serve as building blocks for secure sensor network routing
protocols, which will be described in the next section. In Subsection3.1, we address link layer security focusing
on how one can ensure message authenticity, confidentialityand freshness at the link layer. In Subsection3.2,
we consider the security of neighbor discovery; we describethe basic defenses against the Sybil, the node
replication and the wormhole attacks. The techniques of broadcast authentication are discussed in Subsection
3.3. Finally, we are concerned with robust data delivery in Subsection3.4.
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Figure 4: Route diversion attack against GPSR. The adversarial nodes are denoted byA andA′. Using GPSR,
the source nodeS sends a packet towardsB. Receiving this packet,A alters the destination of the packet from
B to A′. WhenA′ receives the packet fromK, it recovers the original destination toB. Thus, the packet reaches
B along nodesE,A,H,K,A′,Q that is denoted by solid arrows. In contrast to this, if the adversary does not
divert the packet, it will traverse nodesE,A,C, denoted by dashed arrows, which is a much shorter route.

3.1 Link layer security (prevention of outsider attacks)

To protect against malicious manipulations of routing messages exchanged between sensor nodes as well as
between base station and sensor nodes, one can employ traditional cryptographic primitives, whereby one can
provide authenticity in conjunction with integrity, as well as confidentiality for messages. However, providing
these security services in an end-to-end manner is not desirable in sensor networks, because the authenticity
of routing control messages need to be verified and their content need to be accessed by intermediate nodes.
Therefore, we need to provide these services in a hop-by-hopmanner at the link layer.

Providing link layer security is quite straightforward, however, one must keep in mind the resource con-
straints of the sensor nodes. In particular, sensor nodes are less capable to perform expensive cryptographic
computations and communicate long signatures and MACs. Forthis reason, symmetric key cryptographic
mechanisms are often preferable in sensor networks.

An example of a widely used software package that provides symmetric key cryptographic mechanisms and
that can be used to implement security services at the link layer is TinySec [37], which runs on top of TinyOS
[30].

Finally, we note that the countermeasures implemented at the link layer do not defend against insider
attacks, where the adversary controlling some intermediate nodes can manipulate messages in an undetectable
way.

3.2 Secure neighbor discovery

3.2.1 Preventing the Sybil attack

A Sybil node, which uses multiple identities, can obtain these identities by either fabricating new identities
or stealing existing ones from honest nodes (e.g., by node capturing). Current defense mechanisms can be
grouped into two major categories;decentralizedandcentralizedtechniques. The former includes resource
testing, cryptographic defenses, and secure position verification, while the latter incorporates registration and
anomaly detection.

Resource testingrelies on the observation [22] that each node (device) is generally limited in some resources
(e.g., computation, storage, or communication). Even an adversarial node that uses multiple fake identities
cannot multiply its resources, therefore, with appropriate mechanisms one can discover that those fake identities
do not belong to different nodes. For instance, one feasibleway to do this is the radio resource testing [57],
which assumes that every node has only a single antenna that is generally incapable of using multiple channels
simultaneously. Applying this scheme, a verifier node assigns different channels to all its neighbors. Then, the
verifier selects randomly a channel and broadcasts a messageon that. If the neighbor assigned to this channel
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is legitimate, it should answer or at least acknowledges themessage. However, if the channel is assigned to a
Sybil node, the corresponding adversarial node will not respond with a certain probability, because it has only
one antenna on which he can listen on a single channel. Repeating this test, the probability that the misdeed is
not detected can be made arbitrarily small [57], even if the verifier can test only a subset of its neighbors at one
time (i.e., the number of channels that can be used is less than the number of the neighbors).

One advantage of all resource testing schemes is that they can be used against both fabricated and stolen
identities. By contrast, all cryptographic defenses can only prevent the illegal fabrication of identities. However,
if the adversary retrieves somehow the cryptographic material (e.g., secret keys) needed to authenticate an
existing identity (i.e., she steals the identity), then this identity can be used by a Sybil node.

Some cryptographic defenses are based on therandom key predistributionscheme proposed in [25]. In this
approach, each node is randomly assigned a subset of symmetric keys from a common key pool. If the size of
this subset is large enough, any two nodes will have at least one common shared key with high probability based
on the birthday paradox. The adversary who aims at fabricating anewidentity can easily do that by capturing
multiple nodes and use every combination of the compromisedkeys. In [57], the authors propose a defense by
binding keys to identities. Here, we only outline the main idea: All keys are indexed in the common key pool
with m keys, and the identityID is assigned tok keys by calculating the key index withFPRF

h(ID)(i) (1 ≤ i ≤ k),

whereh is an one-way hash function andFPRF is a Pseudo-Random Function (e.g.,FPRF can be a CBC-MAC
construction [62]). Therefore, the best that an adversary can do is to performan exhaustive search on the set
of fabricated identifiers (i.e., calculatingFPRF

h(ID′)(i) to find a validID′) until she finds a candidate such that all
keys assigned to the candidate are known by the adversary. This scheme provides a reasonable level of security
until the number of captured nodes reaches a certain threshold. However, above this threshold, the adversary
can easily fabricate new identities despite using this scheme. Single space pairwise key distribution [7, 6]
approaches are inherently resistant against identity fabrication until no more thanλ nodes are compromised
due to theλ-secure property. If more thanλ nodes are compromised, the adversary will be able to fabricate
arbitrary number of identities. Single space approaches and the basic pool approach are combined in the multi-
space pairwise key distribution approaches [23, 48]. Here,k out ofm key spaces are randomly assigned to each
node, and the adversary must compromise more thanλ instances of each space to compromise that only one
key space. In [57], the authors showed that multi-space pairwise approachesprovide stronger defense against
identity fabrication than both basic key pool and single space approaches (i.e., by multi-space scheme, the
adversary needs to compromise more nodes to successfully fabricate a new identity than in the basic key pool
or single space schemes).

Further cryptographic defenses can be provided by using some identity certification methodlike digital
certificates. However, these schemes are based on digital signatures that are considered to be expensive in
terms of computation and communication. A more viable identity certificate method was proposed in [89]
that uses Merkle-trees [54] and one-way hash chains instead of expensive public key cryptography to prove
identities.

There are also some additional decentralized defenses likesecure position verification[69] andcode attes-
tation (a.k.a, remote code verification) [58, 76]. The former has shown significant progress recently, but the
latter one still incurs substantial overhead.

In case of the centralized approaches, such as registrationand anomaly detection, a trusted entity (e.g.,
the base station) is required to have a global view of the network. In case of theregistration approach, this
central entity can preclude Sybil attacks by accurately tracking the operation of the network (e.g., a node can
verify its neighbors by querying the central entity for the list of nodes registered in the network). Alternatively,
this central entity can also detectanomalyrelated to Sybil attacks (e.g., nodes which are reported to have too
many neighbors are good candidates for Sybil nodes). All these centralized schemes may provide a reasonable
solution against Sybil attacks in many simple scenarios (e.g., in small-sized networks).

Summarizing all countermeasures against Sybil attacks, wecan conclude that none of them provide a
perfect defense. The radio resource verification may be circumvented by using special radio hardware and it
can also incur substantial energy consumption. All centralized techniques has limited applicability to sensor
networks, since the central element becomes a single point of failure and these solutions are not scalable in
general. Moreover, cryptographic solutions cannot be usedagainst stolen identities and the success of secure
position verification highly depends on the accuracy of the localization method.
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3.2.2 Detecting node replication attacks

Node replication occurs when a single identity is used by multiple nodes simultaneously in the network. For
instance, the adversary may try to deploy additional adversarial nodes that use the same identity or an identity
that is already in use by a honest node in the network. Note that Sybil attacks and node replication attacks can
be jointly mounted at the same time; a single adversarial node can use multiple identities from which at least
one is already in use simultaneously by further adversarialnodes or honest nodes.

There exist centralized and decentralized detection algorithms for node replication attacks. By centralized
detection, each node sends its whole neighborlist to the base station which then can filter out replicated nodes
and revoke them by flooding the network with authenticated revocation lists [25]. However, similar to the
centralized methods in the case of Sybil attacks, this method also has many drawbacks such as scalability prob-
lems and degraded robustness. Decentralized detection protocols are much promising due to the distributive
nature of sensor networks. Here, we briefly present two decentralized approaches with illustration purposes:
randomized multicast [10] and line selected multicast [10].

Both randomized multicast and line selected multicast operates similarly; the location claim of all nodes
are disseminated in the network to some witness nodes which record all received location claims. If a witness
node receives duplicate location claims with the same originator identity but with different locations, then the
replication is detected and the witness floods the whole network with an authenticated revocation message.
Here, we assume that each node is aware of its location and also knows the size of the communication range.

Using randomized multicast detection, all nodes in the network broadcast their location claims. The lo-
cation claim is authenticated by each node using public key cryptography or another more efficient broadcast
authentication scheme described in Subsection3.3. The location claim of nodeA is received by the neighbors
of A. Then, each neighbor ofA verifies the authenticity and the plausibility of the location claimed byA (e.g.,
the plausibility can be checked by calculating the distancebetween the claimed location and the location of the
neighbor, and if this distance is less than the radius of the communication range, then the location claim is plau-
sible, otherwise, it is considered to be implausible). If the location claim is not authentic or it is implausible, the
neighbor discards the location claim. Otherwise, with probability p, each neighbor selectsr random locations
in the network and for each of these locations, the neighbor uses geographic routing to forward the location
claim ofA to the node that is closest to the selected location (e.g., byusing the routing algorithm in GHT [66]).
If the average number of a node’s neighbors is denoted byk, thenp · r · k is a good approximation for the
number of nodes that receiveA’s location claim. Ifr ≈ √

n (i.e.,p · r · k is in the order ofO(
√

n)), wheren
denotes the number of all nodes in the network, then based on the birthday paradox a single replication can be
detected with high probability (≈ 0.5) [10] (i.e., there exists at least one witness node that receivesthe location
claims from both the original and the replicated node with high probability). Moreover, as the number of the
replication of the same node increases so does the probability of the detection (assuming that each node has at
least one legitimate neighbor). On average, each node needsto storep · r · k location claims, thus the storage
cost is in the order ofO(

√
n), and the communication cost is in the order ofO(n

√
n · p · r · k) = O(n2) [10].

However, the storage cost can be further reduced by using some time synchronization enhancements detailed
in [10].

In order to reduce the communication cost of the randomized multicast detection, another scheme called line
selected multicast was proposed in [10] that was inspired by Rumor Routing [8]. The operation of line selected
multicast is illustrated in Figure5. The idea is that along the path between a neighbor ofA and a witness node
each intermediate node verifies whether it has already received a different location claim with the identity of
A. If the intermediate node has multiple location claims withA’s identity, then it floods the network with an
authenticated revocation message. Otherwise, the node buffers the location claim (if there is no any location
claim with identityA in the buffer), and forwards the location claim towards the witness node. In this way,
there will be line segments throughout the network that radiate out in random directions from nodeA. Now, if
there is a replicated node with identityA in the network, the probability that the replication is detected equals
to the probability that at least two line segments radiatingout fromA and its replica, respectively, intersect. It
can be shown by using Monte-Carlo simulations that the probability that two random line segments originating
from A and its replica intersect is greater than0.56. If there are five line segments per node this probability
can further increase even up to0.95 depending on the network topology. If each line segments hasa length in
the order ofO(

√
n), the communication cost of this scheme isO(n

√
n) for the whole network. Regarding the

storage cost, each node storesO(
√

n) location claims. Moreover, the storage cost can be further reduced by
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using some time synchronization enhancements detailed in [10].
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Figure 5: Line selected multicast to defend against node replication attack. The single replica of nodeA is
denoted by a black filled nodeA. Let us assume that the replica passes the plausibility check of its neighbors.
Thus, some of these neighborsB, D, E, F choose random geographic locations denoted byref B, ref D, ref E,
ref F, respectively, and route the location claim of the replica to the nodes (witnesses) closest to these selected
locations (routes are denoted by dashed arrows). The location claim is stored at each intermediate node. The
neighbors of honest nodeA, which areJ, G, H, perform the same steps (these routes are denoted by dotted
arrows). In this example, the replication is detected at nodeB which receives the location claims of both honest
nodeA and its replica.

Both schemes rely on the assumption that nodeA has at least one honest neighbor that faithfully forwards
the location claim ofA. However, this assumption does not hold for every practicalscenario (e.g., the adversary
may compromise all neighbors ofA). To circumvent this problem, the authors in [10] proposed a slightly
modified scheme where not the immediate neighbors ofA but the closest honest nodes toA will act as pseudo-
neighbors ofA (i.e., they explicitly queryA for its location claim, and in case they do not receive any response,
they deny to forward any traffic originating fromA). More interested readers are referred to [10].

We note that randomized multicast detection as well as line selected multicast detection rely on some
existing routing infrastructure like some variant of GPSR.Thus, the effectiveness of the schemes depends
on two factors: (i) how fast the misdeed is detected by the sensor nodes, (ii) how fast the revocation list is
distributedbeforerouting any data packets. Finally, we note that these schemes are not applicable to those
protocols that use locally unique identities, because in that case, two nodes being far away from each other can
legally use the same identity.

3.2.3 Detecting wormholes

Broadly speaking, the different wormhole detection mechanisms fall into two classes: the centralized mecha-
nisms and the decentralized ones. In case of the centralizedapproach, data collected from the local neighbor-
hood of every node are sent to the base station. The base station uses the received data to construct a model of
the entire network, and tries to detect inconsistencies in this model that are potential indicators of wormholes.
In the decentralized approach, each node constructs a modelof its own neighborhood using locally collected
data, and performs wormhole detection locally. The advantage of the decentralized wormhole detection mech-
anisms is that they are more energy efficient and scale betterthan the centralized mechanisms, therefore, they
can be used in a wider range of applications. Their disadvantage is that they usually rely on some strong sys-
tem assumptions (e.g., accurate time synchronization between the nodes) or on the availability of some special
hardware in the nodes (e.g., a GPS receiver or a directional antenna).

Two examples of the centralized approach are the wormhole detection mechanisms proposed in [12] and
[82]. In the scheme described in [12], the nodes report only the list of their believed neighborsto the base sta-
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tion, and the model constructed by the base station consistsof the connectivity graph of the network. A crucial
observation is that a wormholealwaysincreases the number of edges in the connectivity graph, as it introduces
new neighbor relationships. This increase in the number of edges changes the properties of the connectivity
graph in a detectable way with respect to some expectations that are based on some basic assumptions about
the system (e.g., the distribution of node positions, the communication range of the nodes, etc). The main idea
is to detect the changes in the connectivity graph using statistical hypothesis testing methods. In particular,
wormholes are detected in [12] by identifying distortions in the distribution of the number of neighbors and in
the distribution of the length of the shortest paths betweenall pairs of nodes using theχ2-test.

In [82], the nodes also estimate the distances from their believedneighbors, and send their neighbor list
with the estimated distances to the base station. In this case, the model constructed by the base station is a
virtual layout of the network. The crucial observation hereis that a wormhole contracts the virtual layout in
certain regions, since it makes some nodes appearing neighbors while in reality these nodes are far away from
each other. The main idea is then to detect these contractions by visualizing the virtual layout.

Examples of the decentralized wormhole detection approachcan be found in [34]. Most of these decen-
tralized approaches are based on the straightforward idea of estimating the real physical distance between the
nodes that are believed to be neighbors. If the estimated distance is larger than the nodes’ communication
range, then the nodes are likely connected through a wormhole.

Two mechanisms for distance estimation with the specific purpose of wormhole detection are proposed in
[34]; they are called geographical and temporalpacket leashes, respectively. The main idea of both mechanisms
is to add some extra information to the packets that restricts their maximum allowed transmission distance.

A geographical leash is based on location information, and it allows the receiver of the packet to determine
an upper bound on its distance to the sender. It is assumed that each node is aware of its own location, which
may be determined using GPS or some other positioning mechanism. It is further assumed that the nodes
maintain loosely synchronized clocks.

A temporal leash is based on timing information, and it ensures that the packet has an upper bound on
its lifetime. Indirectly, however, this also ensures an upper bound on the distance between the sender and the
receiver, since the packet cannot travel faster than the speed of light. Temporal leashes require that the nodes
have tightly synchronized clocks, such that the maximum difference between any two nodes’ clocks is in the
order of a few microseconds or even hundreds of nanoseconds.

Both geographical and temporal leashes require that the packets carrying the leashes are authenticated
and their integrity is protected, since otherwise an adversary can modify a leash and jeopardize the distance
estimation. Origin authentication and integrity protection can be based on digital signatures or on symmetric
key MACs. The advantage of digital signatures is that they provide broadcast authentication, and therefore,
they can be used efficiently for protecting neighbor discovery beacons and route discovery messages that are
usually broadcast messages. The disadvantage of digital signatures is that they are several orders of magnitude
slower than symmetric key MAC computations, and speed is critical, especially in the case of temporal leashes.
In order to overcome this problem, in [34], the authors propose to useµTESLA with Instant Key-disclosure
(TIK) to authenticate temporal leashes in packets.

Both types of leashes can be used for wormhole detection, because they allow the receiver of the packet
to detect if the sender is further away than the nodes’ communication range. More precisely, the receiver can
determine only an upper bound on its distance to the sender. However, if this upper bound is greater than the
nodes’ communication range, then the receiver should not accept the packet. In this way, packets that arrive
through a wormhole are always rejected.

Packet leashes can be added to the neighbor discovery beacons or to the packets of the neighbor discovery
protocol when the nodes use such mechanisms explicitly for setting up their neighbor relationships. In that
case, the application of packet leashes prevents the establishment of fake neighbor relationships. When no
explicit neighbor discovery mechanism is used in the system, packet leashes can still be added to the packets
of the routing protocol, in order to prevent the undesirableeffects of wormholes on routing.

Another approach that is also based on distance estimation between the nodes, but does not require any
clock synchronization or localization mechanisms, is proposed in [79]. This approach is based on the concept
of distance-bounding, which was first introduced by Brands and Chaum in [9]. Distance bounding is based on
the facts that electro-magnetic waves propagate nearly with the speed of light and with current technology it is
easy to measure local timings with nanosecond precision. Brands and Chaum’s technique essentially consists
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of a series of rapid bit exchanges between the two nodes. Eachbit sent by the first node is considered to be a
challenge for which the other node is required to send a one bit response immediately. By locally measuring the
time between sending out the challenges and receiving the responses, the first node can estimate its distance to
the other node, assuming that the messages travel with the speed of light and the processing delay at the other
node is zero.

Note that the estimated distance is only an upper bound on thereal distance between the nodes, because
the second node may be closer, but it may delay the responses in order to appear to be farther. Even if the
nodes are trusted for not delaying their responses, an active adversary can delay the messages between the
parties, and hence, the estimated distance will still be just an upper bound on the real distance. However, in
case of a wormhole attack, the adversary’s goal is not to makethe two nodes believe that they are far away
from each other, but on the contrary, the adversary wants that the two nodes believe that they are within each
other’s range, while in reality they are not. But in order to achieve that the estimated distance is smaller than
the nodes’ real distance, the adversary should arrange thatthe messages travel faster than the speed of light,
which is impossible. Thus, distance-bounding can be used for wormhole detection.

In [79], a slightly modified version of the above described distance-bounding technique is proposed, which
is called Mutual Authenticated Distance-bounding, or shortly MAD. As its name suggests, the MAD protocol
allows both nodes to measure the distance between them simultaneously. In addition, it uses symmetric key
cryptographic primitives for authentication purposes. Inorder for this to work, it is assumed that each pair of
nodes share a symmetric key, which is established before running MAD between them. Extensions of this idea
can be found in [80, 81].

Another wormhole detection mechanism that uses location information is described in [45]. However, the
advantage of this mechanism compared to geographical packet leashes is that it requires only a few specialized
nodes to be aware of their locations. These specialized nodes are calledguards, and their role is to help other
nodes to set up their neighbor relationships in a secure way.

In [45], it is assumed that the guards have a larger transmission range than that of regular sensor nodes.
Let us denote the former byR. Two nodes consider each other neighbors only if they hear each other, and
in addition, they hear more than a threshold number of commonguards. The messages originating from the
guards contain the location information of their sources. The nodes can use this location information to detect
wormhole attacks based on the following two principles:

1. Since any guard heard by a node must lie within a range of radiusR around the node, a node cannot hear
two guards that are2R apart from each other.

2. Normally, a node should not receive the same message twicefrom the same guard.

It is shown in [45] that if there is a wormhole in the system, then at least one ofthe above principles is violated
with probability close to one. This means that the wormhole is detected in a reliable way.

In [31], the authors propose to use directional information of messages to mitigate wormhole attacks. It
is assumed that each node in the network is equipped with a directional antenna. Every such antenna hasn,
non-overlapping zones, and each zone has a spanning angle of2π/n; hence, the zones collectively cover the
entire area around a node. When a node is idle, it listens to the carrier in omni-directional mode. When it
receives a message, it determines the zone in which the received signal strength is maximal, and uses that
zone to communicate with the sender. An important assumption is that the orientation of the zones is always
established with respect to the Earth’s median, and therefore, all nodes use the same orientation no matter of
their physical locations and their own orientations. This can be achieved in modern antennas with the help of a
magnetic needle that always remains collinear to the Earth’s magnetic field.

The main idea is that when two nodes are within each other’s communication range, they must hear each
other’s transmission from opposite directions. However, if the nodes communicate through a wormhole, then
this condition is not always satisfied. Unfortunately, thissimple principle is not sufficient to reliably detect
wormholes as the wormhole can be placed in such a way that two nodes hear each other form opposite directions
even though they are communicating through the wormhole. For this reason, the authors of [31] introduce the
notion ofverifier nodes that can help to detect and avoid this situation.

There are specific conditions that a node should satisfy to qualify as a verifier, and it is possible that two
nodes are within each other’s communication range, but there are no potential verifier nodes that they can use.
In that case, the nodes cannot set up a neighbor relationshipand we lose a potential link. Unfortunately, losing
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links is not desirable, because it reduces the robustness ofthe network in case of link failures, and increases the
average length of the routes in the network. Another disadvantage of this approach is that it requires directional
antennas in the nodes, which may be expensive.

3.3 Authenticated broadcast (prevention of malicious flooding)

As many routing protocols rely on flooding or broadcasting routing information, authentication of broadcast
data sent by the base station (or rarely by sensor nodes) is a fundamental issue. As we have already seen,
the adversary can easily inject extra packets and modify existing ones during routing procedures. Thus, the
receiver of a packet should be ensured that the packet is indeed originated from the claimed sender (source
authentication) and the packet is not altered during the transit (data authentication).

The first naive solution would be to employ pairwise shared symmetric keys (i.e., the sender shares a
pairwise key with each receiver, and it computes a MAC for each receiver using the corresponding pairwise
key). However, this solution is impractical in case the number of receivers is large because the sender may have
to attach a huge number of MACs in a single message that is not tolerable due to the high communication cost.

Another simple idea might be to use a network-wide symmetrickey. However, in that case, the adversary
compromising a node could retrieve the global key, and thus,the adversary would be able to forge messages
from the sender. However, if some secure group re-keying mechanism is also provided to refresh network-
wide keys in each node either in a periodic or an on-demand manner like in LEAP [90], this can also be an
appropriate alternative to perform broadcast authentication. A special case of broadcast authentication is when
the receivers are limited to the immediate neighbors of the sender. In that case, a local broadcast key [90] shared
with all the one-hop neighbors of the sender can be used to authenticate local broadcast messages.

In the following, we review some asymmetric techniques thatare employed to authenticate broadcast mes-
sages in sensor networks; digital signatures, one-way hashchains,µTesla, and one-time signatures.

3.3.1 Digital signatures

The most common way to authenticate broadcast messages is toapply some digital signature schemes like RSA
[67] or ECDSA [84]. Employing RSA is reasonably secure with 1024 and 2048 bit keys but the signature size
is quite long compared to the typical message size. Moreover, RSA requires extensive computational effort
on behalf of the sender (signer). Elliptic Curve Cryptography (ECC) [56, 42] can provide another signature
scheme called ECDSA (Elliptic Curve Digital Signature Algorithm) with the same security level as RSA but
with significantly lower signature size. For instance, ECC with 160 bits public key offers the same security as
the RSA with 1024 bits key, where the ECC signature size is about 41 bytes compared to the 128 bytes long
RSA signature. ECDSA requires less computational effort from the sender (signer) but puts more burden to the
receiver (verifier).

Recent empirical studies showed that ECDSA signature generation/verification and RSA signature verifi-
cation can be effectively implemented on various sensor nodes.The clear advantage of using RSA signature
scheme is the fast (and less energy consuming, see [64]) verification compared to ECDSA. As the signature
verification is mostly performed by the constrained sensor nodes, the energy consumption of this verification
process is a critical issue. As long as the RSA signature is generated on the base station, RSA signature com-
putations incur less overhead with respect to sensor nodes but bears higher communication cost due its larger
signature size than ECDSA. Moreover, receiving and sendingan RSA signature consumes about 3 percent of
energy needed to verify an ECDSA-160 signature on average [64]. As a conclusion, there cannot be made an
ultimate decision between RSA and ECDSA regarding broadcast authentication. ECDSA may be more favor-
able in those applications where the signature is generatedby sensor nodes, and/or the communication costs of
RSA signatures exceed the verification costs of ECDSA signatures.

Although recent advances in public key cryptography (PKC) of sensor networks are very promising, PKC
still falls behind the standard symmetric cryptography approaches in terms of computational performance; the
signature verification and generation are still much slowerthan MAC verification and generation, respectively.
Hence, researchers have also proposed other alternatives for broadcast authentication based on symmetric cryp-
tography that we will discuss below.
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3.3.2 One-way hash chains

Using one-way hash chains [44] is the most straightforward technique to provide source authentication. By
employing this scheme, the sender generates a collection ofvalues(c0, . . . , cn) such that each valueci is a
one-way function of the next valueci+1. cn is also referred to as the seed of the chain. For instance, thesender
can derive a seed denoted bycn from a secret keyKpr by applying a Pseudo-Random FunctionFPRF to a
constant value usingKpr (i.e.,FPRF

Kpr
(0) = cn). Afterwards, the sender generates a hash-chain with length n by

iteratively applying a public one-way hash functionh to cn n times, where theith element of the chain equals
to ci = h(n−i)(cn), for 0 ≤ i < n. Then,c0, also called as the commitment of the chain, is stored at each
receiver node. When the sender sends broadcast messages, itplacesc1 into the first broadcast message, andc2

into the second broadcast messages, and so on. A node receiving a broadcast message containing hash valuew
can check whether there existsj (1 ≤ j ≤ n) such thatc0 = h(j)(w), as the receiver hasc0. If there exists such
j, the receiver node is assured thatw is generated by the sender, otherwise, the adversary shouldinvert h that
is computationally infeasible due to the one-way property of h.

This authentication technique is favorable in sensor networks due to its generally low resource demand; the
base station can generate a hash chain, and the sensor nodes can check the authenticity of the base station if they
are provided by the seed beforehand. On the other hand, the receiver has to performn−j computations to verify
cj if ci is given, which can be expensive for a constrained sensor node if j − i is large. This motivated more
efficient hash chain constructions that were proposed in [87, 70, 15]. Moreover, using hash-chains generally
does not guarantee data integrity, unless all messages to besent are known by the sender a priori (i.e., the
message contents are involved in the chain construction), which only holds for a few applications.

3.3.3 µTesla

µTesla is an efficient broadcast authentication protocol [62] that uses symmetric cryptography (MACs) and
hash chains to provide authenticity for the sender.µTesla usestimeto provide asymmetry for the sender which
requires that all receivers are loosely synchronized.

Initially, the sender splits up the time into time intervalswhere each time interval has a constant duration
denoted byTint , and creates a one-way hash chain, as described in the previous subsection, where each element
of the hash chainci corresponds to a secret keyKi. We recall that the commitment of the hash chain (i.e.,c0)
is stored at every receiver node. Subsequently, the sender assignsKi to intervalIi and defines a disclosure lag
d for keys, which is typically in the order of few time intervals. We assume that along with the seed of the hash
chain the key disclosure schedule includingd andTint is also stored at every receiver node.

After the initialization, the sender can authenticate broadcast messages in theith interval in the following
way. The sender computes a MAC on the message content using the keyKi, and appends the MAC to the
message. Additionally, the sender may attach a key to the message that can be disclosed (i.e., in intervalIi key
Ki−d can be disclosed). Of course, the key disclosure lagd highly depends on the maximum synchronization
error denoted byδ. In particular, it must be assured that after a keyKi is disclosed by the sender, none of the
receivers accept any messages authenticated by keyKi. Hence, each receiver that receives a broadcast message
must verify the following security condition:⌊Tcurrent+δ−T0

Tint
⌋ < Ii + d, whereTcurrent is the local time at the

verifier node andT0 is the start time of the first interval. In other words, each receiver checks whether the key
used to generate the MAC carried by the message is still secret assuming that the clock of the receiver is loosely
synchronized with the sender. If the MAC key is still secret,then the receiver buffers the message. In addition,
each receiver also checks whether the disclosed key is correct: the receiver has to iteratively apply the hash
function, which is used to generate the key chain, to the disclosed key until the most recent (already received)
correct key is resulted. Afterwards, the receiver can check the correctness of MACs in the buffered messages
that were sent during intervalIi. Note that if intermediate keys are lost, they can be regenerated using later
keys based on the property of one-way hash chains. Thus, if some disclosed keys are lost due to malicious
packet dropping or jamming, a receiver can recover the key from keys disclosed later and check whether earlier
messages are authentic.

µTesla is inappropriate for real-time applications, when messages should be authenticated immediately.
For instance, alarms should be typically disseminated and authenticated with minimal delays. Moreover, if
such alarms occur infrequently, a receiver may need to compute a long part of the hash chain to verify the
authenticity of the key (in the case of infrequent messages,the sender releases keys that can be far away from
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each other in the key chain). This can be exploited by the adversary to mount a DoS attack: the adversary sends
incorrect keys to the receiver which performs key verification on the incorrect key and becomes overloaded
(i.e., the receiver may need to perform thousands of hash computations which takes several seconds before it
notices that the key is incorrect).

To circumvent the problem of authentication delay, the authors in [51] proposed a modified version of
µTesla called RPT (Regular-Predictable Tesla). This protocol is an alternative of theµTesla for scenarios where
the messages are sent at regular and predictable times. For instance, if we consider a monitoring application
where the base station distributes the sensing tasks once per day but the sensors must continuously report
measurements, we generally cannot postpone the execution of current sensing tasks for a whole day. RPT
solves this problem by performing message broadcast jointly with key disclosure only after the distribution of
the corresponding MAC (i.e., when the MAC is received by all nodes the sender can broadcast the message
along with the corresponding secret keys). Of course, the delay between the MAC distribution and the key
disclosure must be large enough to ensure that all receiverswill receive the secret key by the time the sender
releases the key. Keys are authenticated by hash chains similar toµTesla.

Previously, we assumed that the clocks of the sender and receiver nodes are synchronized off-line and the
key-disclosure schedule along with the seed of the key-chain is pre-programmed into each node. However,
µTesla was proposed to be used by symmetric key cryptography with a master key shared between the sender
and each receiver. In this way, new receivers can also be bootstrapped; the receiver first sends a request to
the sender, which then replies a message containing the current time for synchronization purposes, a key of
the key chain used in a passed intervalIi, the start time ofIi, and the interval durationTint along with the
disclosure lagd. However, all these solutions does not scale to large networks with thousands of receiver nodes
and may require an existing routing infrastructure. For this reason, several multi-levelµTesla schemes were
proposed in [49] where the initial parameters of theµTesla scheme can be effectively distributed in large sensor
networks. Additionally, multi-levelµTesla schemes can be used over a longer time period than basicµTesla
scheme. Furthermore, basicµTesla has also been extended to multiple senders in [50], where the revocation of
compromised senders is also treated. More interested readers are referred to [50, 49].

3.3.4 One-time signatures

A one-time signature is considerably faster to generate andverify than previously described digital signatures,
but a private key can be used to sign only a single message. If aprivate key is used to sign multiple messages
the probability that the adversary can successfully forge avalid signature can also significantly increases. Due
to its lower computation demand, one-time signatures wouldbe more suitable for sensor networks than RSA
or ECDSA signature schemes. However, one-time signatures are still quite large compared to the message
size. For instance, signing 16 bytes results in a 280 bytes long signature using the Merkle-Winternitz signature
scheme [55] with 8 byte long hash chain values that is still too long in sensor networks. One-time signatures are
only beneficial if we use short messages, or more precisely, messages with lower entropy, typically containing
only a small number of bits (e.g., a 8 bytes long message has a 32 bytes long signature using the aforementioned
scheme and this can be further reduced to 24 bytes if we require a bit more verification effort).

The problem still remains: how can we authenticate more thanone messages without degrading security?
In particular, the sender should provide a unique public keyper message for the receivers. One solution is to
pre-deployn public keys at bootstrap and these keys can be used to sign thefirst n messages. Afterwards, the
sender employing aµTesla scheme can distribute further public keys, which number is further denoted byk, at
regular time in a periodic manner. In that case, the sender islimited to signk messages between theµTesla key
disclosure times. This solution entails a new problem: the greater isk the more memory resource the receiver
needs. LEA (Low-Entropy Authentication) proposed in [51] resolves this resource problem by chaining all
public keys, where the verification of one signature will automatically authenticate the public key of the next
signature. More interested readers are referred to [51].

In summary, one-time signatures combined with some variantof theµTesla scheme can be used to authen-
ticate broadcast messages in an effective way, but this solution is only practical for small sized messages due to
the increased signature size.
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3.4 Multi-path routing (to achieve robustness)

Multi-path routing, which encompasses delivering of data packets on multiple paths towards the destination, is
a common technique to achieve robustness and load-balancing in every communication network. The multiple
paths between the source and the destination can be partially or completely disjoint and they are maintained at
the expense of increased energy consumption and traffic generation. Apart from load-balancing and robustness
against node failures, multi-path routing also inherentlyprovides some defense against selective forwarding at-
tacks and malicious control packet dropping; in order to prevent a packet to reach the base station, the adversary
must control a node on each used path to drop the packet. However, the more the number of (disjoint) paths is
the less likely that the adversary can drop packets on all paths. We note that there are alternative methods to
defend against malicious packet dropping in ad-hoc networks. However, they offer a limited usage in sensor
networks, as they either induce heavy communication overload for sensor nodes by using promiscuous mode
[53], or they could only be used with source routing protocols that are less attractive in sensor networks due
to the increased length of the packet header [4]. Below, we review some multipath techniques used in sensor
networks. They are further divided into three groups in order to ease their short exploration:

• The source makes multiple copies of a packet, and routes these copies on different paths in order to
increase robustness [35, 28]. These paths can be calculated in advance and maintained proactively by
sending data packets at a low rateonlyon these paths [28]. Alternatively, if the sources have data to send,
they flood thewholenetwork with data packets at a low rate, and the destination select the best quality
paths according to some network metric [35]. In [28], two further localized methods were proposed to
build disjoint multipaths and braided (partly disjoint) multipaths.

• The source routes the single copy of each packet on differentpaths per packet, where the paths are se-
lected in a probabilistic or deterministic fashion in orderto aid load-balancing, and thus prolong network-
lifetime. In this category, centralized and decentralizedapproaches can be further distinguished. A cen-
tralized and probabilistic method was proposed in [71], where the probability that the packet is forwarded
to a particular next-hop depends on the residual energy of the next-hop or the energy consumed by pass-
ing the packet to that next-hop. This calculation is done by each node independently from each other.
In contrast to this, a centralized and deterministic approach was proposed in [47], where the paths are
calculated by the base station based on the energy consumption of theentirepath considering the residual
energy ofall nodes on that path.

• The source splits the original data packet into subpackets,adds some redundancy to each subpacket, and
then sends each subpacket on one of then available paths. As it was studied in [24], if some forward error
correcting code is applied that correctsk (k < n) errors, then the method is a kind of trade-off between
amount of traffic and reliability: even if some of the subpackets were lost, the original message can still
be reconstructed due to the added redundancy to each subpacket (i.e., onlyk subpackets are needed at the
destination to reconstruct the original message). In otherwords, even if the adversary manages to drop
n − k subpackets, the packet can still be reconstructed at the base station.

4 Summary

The security of routing protocols is a fundamental issue in sensor networks. Due to the limitations of the tiny
sensor devices, the attacks mounted against the routing service can have devastating effects in wireless sensor
networks. Moreover, some of the standard techniques that have been used to defend against these typical
routing attacks so far are no longer desirable in sensor networks because of their high resource demands.
Hence, designing secure routing protocols in wireless sensor networks is a challenging task.

In this part, we gave an up-to-date picture of the security problems of routing protocols in sensor networks.
In particular, we first described the sensor routing specificadversary model with its primary objectives, and we
also listed some possible attack methods used by this adversary to achieve her objectives. We demonstrated the
severity of these attacks on real protocols: we showed how the adversary can subvert TinyOS beaconing, GPSR
and Directed Diffusion along with simple attack scenarios.Then, we presented some countermeasures against
the described attacks; we focused on link-layer security, secure neighbor discovery, broadcast authentication,
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and robust data delivery. In the second part of the chapter, we illustrated how these efficient defense mechanisms
can be used by the secure sensor network routing protocols.

Although there is an on-going research effort on designing new secure routing protocols for wireless sensor
networks, the number ofsecuresensor network routing protocols is still limited. Additionally, the security anal-
ysis of these protocols has been done by only informal reasoning so far, however, precise and mathematically
rigorous analysis would also be needed. We try to alleviate these problems in the rest of this work.
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Part II

A formal framework for provably secure routing in
WSNs

In this part, we present a formal model, in which security of routing can be precisely defined, and which can
serve as the basis for rigorous security analysis of routingprotocols proposed for wireless sensor networks. Our
model is based on the simulation paradigm, where security isdefined in terms of indistinguishability between
an ideal-world model of the system (where certain attacks are not possible by definition) and the real-world
model of the system (where the adversary is not constrained,except that he must run in time polynomial). This
is a standard approach for defining security, however, it must be adopted carefully to the specific environment
of wireless sensor networks.

First of all, we develop an adversary model that is differentfrom the standard Dolev-Yao model (where
the adversary can control all communications in the system). In wireless sensor networks, the adversary uses
wireless devices to attack the systems, and it is more reasonable to assume that the adversary can interfere with
communications only within its power range. In addition, wemust also model the broadcast nature of radio
communications.

Second, since we are aiming at designing secure routing protocols for wireless sensor networks, we must
take into account that there are some attacks that exploit the constraint energy supply of sensor nodes (e.g., the
adversary decreases the network lifetime by diverting the traffic in order to overload, and thus, deplete some
sensor nodes). Hence, we explicitly model the energy consumption required to send messages on the wireless
links of the network.

Third, we must also be careful with the definition of the output of the real-world model. It is tempting to
consider the state stored in the routing tables of the nodes as the output, but an adversary can distort that state
in unavoidable ways. This means that if we based our definition of security on the indistinguishability of the
routing states in the dynamic model, then no routing protocol would satisfy that definition. Hence, we define
the output of the model as asuitablefunction of the routing state, which hides the unavoidable distortions in
the states. This function may be different for different types of routing protocols, but the general approach of
comparing the output of this function in the real-world model to a specified ,,ideal” value remain the same.
For instance, this function could be the average length of the shortest pathes between the sensor nodes and the
base station; then, even if the routing tables of the nodes would not always be the same in the real-world model
in every simulation run, the protocol would still be secure if the case when the average length of the shortest
pathes is ,,incorrect” (the protocol is successfully attacked) occurs only with a negligible probability.

The rest of this part is organized as follows: We first presentour adversary model adopted to wireless sensor
networks, then we describe the dynamic model, and we give a general definition of routing security. Then, we
illustrate the usage of our model in two ways. First, we represent a known insecurity of an authenticated version
of the TinyOS routing protocol in the model. Second, we provethat INSENS [20] is a secure link-state routing
protocol in our model.

5 The model

5.1 Adversary model

Based on Section2.1, we assume that the adversary can capture honest sensor nodes in our model, and she may
be able to compromise their cryptographic secrets (assuming that such secrets are used in the system). Thus,
we assume in our model that the adversary can compromise cryptographic material (i.e., our adversary is an
insider adversaryin this sense). In addition, all adversarial nodes may be able to communicate in out-of-band
channels (e.g., other frequency channel or direct wired connection), which may be used to create wormholes.
Therefore, it is also quite natural that all adversarial nodes can use all compromised cryptographic secrets.
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5.2 Network model

We assume that each honest device has exactly one antenna in the network. If the adversary uses several
antennas we represent each of them by a distinct node. The network nodes are considered to be static, and we
further assume that there is a single base station in the network.

The honest nodes in the network are denoted byv0, . . . , vk, wherev0 denotes the base station, and adver-
sarial nodes are denoted byvk+1, . . . , vk+m. The set of all nodes in the network is denoted byV , and the set of
adversarial nodes is denoted byV ∗, where|V | = n = m + k + 1, and|V ∗| = m.

In order to model the connectivity between the nodes, we introduce a matrixE, calledreachability matrix,
with sizen × n. Here,Ei,j (0 ≤ i, j ≤ n − 1) represents the energy level needed forvi to communicate with
vj (i.e., if nodevi uses energy levelEi,j to broadcast a message, thenvj also receives the message).

We assume that each honest node can use a single globally unique identifier in the network, and these
identifiers are authenticated in some way (e.g., by cryptographic means). We denote the set of these identifiers
by L, and there is a functionL : V → L ∪ {undef} that assigns an identifier to each node, whereundef /∈ L.
According to our adversary model, we assume that the adversary has (authenticated) identifier(s) in the network,
denoted byL∗ that can be used by all adversarial nodes, i.e.,L(v∗j ) = L∗ for all 1 ≤ j ≤ m.

Since adversarial nodes can communicate via out-of-band channels, we merge each adversarial node into
a single adversarial node. Accordingly, we model the modified connectivity by matrixE∗, called reduced
reachability matrix. E

∗ can be unambiguously derived from fromE with size(k+2)×(k+2) in the following
way. For alli, j (0 ≤ i, j ≤ k), E∗

i,j is identical toEi,j. For an honest nodevℓ (0 ≤ ℓ ≤ k), Eℓ,k+1 represents
the minimal energy level that is needed forvℓ to communicate with at least one adversarial node. Similarly,
Ek+1,ℓ represents the minimal energy level that is needed for the adversary to communicate withvℓ (i.e., there
exists at least one adversarial node that can communicate with vℓ using energy levelEk+1,ℓ).

Finally, acost functionC : V → R assigns a cost value to each node in the network (e.g., the remaining
energy in the battery, or constant 1 to each node in order to represent hop-count, etc.) that could influence the
routing decisions.

Configuration: A configurationof a network is a quintupleconf = (V, V ∗,L,E, C), whereV andV ∗ are
the set of honest nodes and the set of adversarial nodes, resp., E is the reachability matrix,L is the labelling
function, andC is the cost function.

5.3 Security objective function

Diverse sensor applications entail different requirements for routing protocols. For instance, remote surveil-
lance applications may require minimal delay for messages,while sensor applications performing some statis-
tical measurements favour routing protocols prolonging network lifetime. The diversity of routing protocols
is caused by these conflicting requirements: e.g., shortest-path routing algorithms cannot maximize the net-
work lifetime, since always choosing the same nodes to forward messages causes these nodes to run out of
their energy supply sooner. Several sensor routing protocols use a trade-off to satisfy conflicting requirements
[73, 47].

This small argument also points out that one cannot judge theutility of all routing protocols uniformly.
Without a unified metric of utility we cannot refine our security objectives for routing protocols. By the above
argument, a routing protocol that is secure against attacksaiming at decreasing network-lifetime cannot be
secure against attacks aiming at increasing network delay.We model the negatively correlated requirements of
routing, and essentially, our security objectives in a verygeneral manner. We represent the output of a routing
protocol, which is actually the ensemble of the routing entries of the honest nodes, with a given configuration
conf by a matrixT conf with sizek + 1 × k + 1.1 T conf

i,j = 1, if honest nodevi sends every message to an

honest node identified byL(vj) in order to deliver the message to the base station, otherwise letT conf
i,j be 0. In

the rest of this work, we shortly refer to the result of a routing protocol with a given configuration as arouting
topology, which can be considered as a directed graph described by matrix T conf . In the following, we will
omit the indexconf of T when the configuration can be unambiguously determined in a given context. In fact,

1Of course, here we only consider the result of the protocol with respect to the honest nodes, since the adversarial nodes may not
follow the protocol rules faithfully.
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T conf is a random variable, where the randomness is caused by the sensor readings initiated randomly by the
environment, processing and transmission time of the sensed data, etc.

Let us denote the set of all configurations byG. Furthermore,T denotes the set of the routing topologies of
all configurations. The security objective functionF : G × T → R assigns a real number to a random routing
topology of a configuration. This function intends to distinguish “attacked” topologies from “non-attacked”
topologies based on a well-defined security objective. We note that the definition ofF is protocol dependent.
For example, let us consider routing protocols that build a routing tree, where the root is the base station. We
can compare routing trees based on network lifetime by the following security objective function

F(conf , T conf ) =
1

k

k
∑

i=1

E(vi, conf , T conf )

whereE : V × G × T → R assigns the overall energy consumption of the path from a node vi to v0 (the base
station) in a routing tree of a configuration. SinceT conf is a random variable, the output ofF is a random
variable too. If the distribution of this output in the presence of an attacker non-negligibly differs from the
distribution when there’s no attacker, then the protocol isnot secure. If we intend to compare routing trees
based on network delay a simple security objective functionmay be

F(conf , T conf ) =
1

k

k
∑

i=1

M(vi, conf , T conf )

whereM : V × G × T → R assigns the length of the path from a node tov0 in a routing topology of a
configuration.

In the rest of the paper, we assume thatF returns 1 if the routing topology is correct. Otherwise, it returns
0.

5.4 Dynamic model

The dynamic model is based on the simulation paradigm and similar to [2, 97]. However, our model deviates
from these works in the sense that we do not distinguish a real-world model and an ideal-world model as usual
in the simulation paradigm, but for the simplicity of the presentation, we define a single model that represents
the real operation of the network. and contains an adversary. This real-world adversary is not constrained apart
from requiring it to run in time polynomial. This enables us to be concerned with arbitrary feasible attacks. The
security objective function is applied to the output of thismodel (i.e., the resulting routing topology) in order
to decide whether the protocol functions correctly or not. Once the model is defined, the goal is to prove that
for any real-world adversary, the probability that the security objective function is not satisfied is negligible.

The real-world model that corresponds to a configurationconf = (V, V ∗,L, E, C) and adversaryA is
denoted bysysconf ,A, and it is illustrated on Figure6. We model the operation of the protocol participants by
interactive and probabilistic Turing machines. Correspondingly, we represent the adversary, the honest sensor
nodes, and the broadcast nature of the radio communication by machinesA, Mi, andC, respectively. These
machines communicate with each other via common tapes.

Each machine must be initialized with some input data (e.g.,cryptographic keys, reachability matrix, etc.),
which determines its initial state. Moreover, the machinesare also provided with some random input (the coin
flips to be used during the operation). Once the machines havebeen initialized, the computation begins. The
machines operate in a reactive manner, i.e., they need to be activated in order to perform some computation.
When a machine is activated, it reads the content of its inputtapes, processes the received data, updates its
internal state, writes some output on its output tapes, and goes back to sleep. The machines are activated
in rounds by a hypothetic scheduler, and each machine in eachround is activated only once. The order of
activation is arbitrary with the only restriction thatC must be activated at the end of the rounds.

Now, we present the machines in more details:

• MachineC. This machine is intended to model the radio communication.It has input tapesout i and
out∗j , from which it reads messages written byMi andA, resp. It also has output tapesini andin∗

j , on
which it writes messages toMi andA, resp. C is also initialized by matrixE at the beginning of the
computation.
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Messages on tapeout i can have the format(ℓsndr , cont , e, dest ), whereℓsndr ∈ L is the identifier
of the sender,cont is the message content,e is the energy level to be used to determine the range of
transmission, anddest is the identifier of the intended destinationdest ∈ L ∪ {∗}, where∗ indicates
broadcast message.

Messages on tapeout∗j can have the following formats:

– (MSG, ℓsndr , cont , e, dest): MSG message models a normal broadcast message sent by the adver-
sary to machineC with sender identifierℓsndr ∈ L, message contentcont , energy levele, and
identifier of the intended destinationdest ∈ L ∪ {∗}.

– (JAM, e): SpecialJAM message, that is sent by the adversary to machineC, models the jamming
capability of the adversary. When machineC receives a messageJAM, it performs the requested
jamming by deleting all messages in the indicated rangee around the jamming node, which means
that those deleted messages are not delivered to the nodes (including the jammer node itself) within
the jamming range.

– (DEL, ℓtar , e): SpecialDEL message, that is sent by the adversary to machineC, models the mod-
ification capability of the adversary. When receiving a messageDEL with identifier ℓtar ∈ L,
machineC does not deliver any messages sent by nodev′ ∈ V , whereL(v′) = ℓtar, if v′ is within
the indicated rangee, except the adversarial node itself that will receive the deleted messages. This
models the sophisticated jamming technique that we described in Subsection5.1.

In a more formal way, when reading a messagemsg∗
in = (MSG, ℓsndr , cont , e, dest) from out∗j , C

determines the nodes which receive the message by calculating the set of nodesVe ⊆ V , such that for all
v′ ∈ Ve evj ,v′ ≤ e. Finally, C processesmsg∗

in as follows.

1. if dest ∈ L ∪ {∗}, thenC writes

– msgout = (ℓsndr , cont , dest) to the input tapes of machines corresponding to honest nodesin
Ve

– msg∗
out = (MSG, ℓsndr , cont , dest) to the input tapes of machines corresponding to adversarial

nodes inVe \ {v∗j }
2. otherwiseC discardsmsg∗

in

When reading a messagemsg∗
in = (JAM, e) from out∗j , C determines the set of nodes which receive the

message by calculatingVe ⊆ V , such that for allv′ ∈ Ve evj ,v′ ≤ e. Afterwards,C does not write any
messages within the same round to the input tapes of machinescorresponding toVe.

When reading a messagemsg∗
in = (DEL, ℓtar , e) from out∗j , C determines the set of nodes which receive

the message by calculatingVe ⊆ V , such that for allv′ ∈ Ve evj ,v′ ≤ e. Finally, C processesmsg∗
in as

follows.

1. if there existsvx ∈ Ve (1 ≤ x ≤ k), such thatL(vx) = ℓtar , thenC does not write any messages
within the same round from tapeoutx to the input tapes of machines corresponding toVe \ {v∗j }

2. otherwiseC discardsmsg∗
in

When reading a messagemsg in = (ℓsndr , cont , e, dest) from out i, C determines the set of nodes which
receive the message by calculatingVe ⊆ V , such that for allv′ ∈ Ve evj ,v′ ≤ e. Finally, C processes
msg in as follows.

1. if dest ∈ L ∪ {∗}, thenC writes

– msgout = (ℓsndr , cont , dest) to the input tapes of machines corresponding to honest nodesin
Ve \ {vi}

– msg∗
out = (MSG, ℓsndr , cont , dest) to the input tapes of machines corresponding to adversarial

nodes inVe

2. otherwiseC discardsmsg in
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• MachineMi. This machine models the operation of honest sensor nodes, and it corresponds to node
vi. It has input tapeini and output tapeout i, which are shared with machineC. The format of input
messages must be(ℓsndr , cont , dest), wheredest ∈ L ∪ {∗}. The format of output messages must be
(ℓsndr , cont , e, dest), whereℓsndr must beL(vi), dest ∈ L∪{∗}, ande indicates the transmission range
of the message forC. When this machine reaches one of its final states or there is atime-out during the
computation process, it outputs its routing table.

• MachineA. This machine models the adversary logic. Encapsulating each adversarial node into a single
machine allows us to model wormholes insideA. One can imagine that the adversary deploy several
antennas in the network field, which are connected to a central adversary logic. In this convention, node
v∗j corresponds to an adversarial antenna, which is modelled byinput tapein∗

j and output tapeout∗j .
These tapes are shared with machineC.

The format of input messages must bemsg∗
in = (MSG, ℓsndr , cont , e, dest), wheredest ∈ L ∪ {∗}.

The format of output messagesmsg∗
out can be

– (MSG, ℓsndr , cont , e, dest), wheredest ∈ L ∪ {∗} ande indicates the transmission range of the
message;

– (JAM, e), wheree indicates the range of jamming;

– (DEL, ℓtar , e), wheree indicates the range of selective jamming, andℓtar ∈ L.

C

M0

.
.
.
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∗
1

out
∗
1
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Figure 6: The real-world model.

The computation ends, when all machinesMi reach their final states, or there is a time-out. The output
of sysconf ,A is the value of the security objective functionF applied to the resulted routing topology defined
in Subsection5.3 and configurationconf . The routing topology is represented by the ensemble of the routing
entries of machinesMi. We denote the output byOutFconf ,A(r), wherer is the random input of the model. In

addition,OutFconf ,A will denote the random variable describingOutFconf ,A(r) whenr is chosen uniformly at
random.

5.5 Definition of secure routing

We denote the security parameter of the model byκ (e.g.,κ is the key length of the cryptographic primitive
employed in the routing protocol, such as MAC, digital signature etc.). Based on the model described in the
previous subsections, we define routing security as follows:

Definition 1 A routing protocol is secure with security objective functionF , if for any configurationconf and
any adversaryA, the probability thatOutFconf ,A equals to zero is a negligible function ofκ.2

2a functionµ(x) : N → R is negligible, if for every positive integerc and all sufficiently largex’s (i.e., there exists anNc > 0 for
all x > Nc), µ(x) ≤ x−c
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More intuitively, if a routing protocol is secure, then any system using this routing protocol may not satisfy
its security objectives represented by functionF only with a probability that is a negligible function ofκ. This
negligible probability is related to the fact that the adversary can always forge the cryptographic primitives
(e.g., generate a valid MAC) with a very small probability depending on the value ofκ.

6 Example 1: Insecurity of TinyOS routing

In this section, we present an authenticated routing mechanism based on the well-known TinyOS routing, and
we show that it is not secure in our model for a given security objective function representing a very minimal
security requirement.

6.1 Operation of an authenticated routing protocol

Originally, the authors of TinyOS implemented a very simplerouting protocol, where each node uses a globally
unique identifier. The base station periodically initiatesa routing topology discovery by flooding the network
by a beacon message. Upon reception of the first beacon withina single beaconing interval, each sensor node
stores the identifier of the node, from which it received the beacon, as its parent (aka. next-hop towards the
base station), and then re-broadcasts the beacon after changing the sender identifier to its own identifier. As for
each node only one parent is stored, the resulted routing topology is a tree. Every sensor node receiving a data
packet forwards that towards the base station by sending thepacket to its parent. A lightweight cryptographic
extension is employed in [62] in order to authenticate the beacon by the base station. This authenticated variant
of TinyOS routing usesµTesla scheme to provide integrity for the beacon; each key isdisclosed by the next
beacon in the subsequent beaconing interval. We remark thatthis protocol has only been defined informally
that inspired us to present a new protocol, which provides the ”same” security as the authenticated routing
protocol in [62], but due to its simplicity it fits more in demonstrating the usage of our model. Consequently,
the presented attack against this new protocol also works against the protocol in [62]. We must note again that
this protocol is only intended to present the usefulness of our model rather than to be considered as a proposal
of a new sensor routing protocol.

We assume that the base stationB has a public-private key pair, where the public key is denoted by Kpub.
Furthermore, it is assumed that each sensor node is also deployed withKpub, and they are capable to perform
digital signature verification withKpub as well as to store some beacons in its internal memory. We note that
B never relays messages between sensor nodes.

Initially, B creates a beacon, that contains a constant message identifier BEACON, a randomly generated
numberrnd, the identifier of the base stationIdB , and a digital signaturesigB generated on the previous
elements exceptIdB . Afterwards, the base station floods the network by broadcasting this beacon:

B → ∗ : msg1 = (BEACON, rnd, IdB, sigB)

Each sensor nodeX receivingmsg1 checks whether it has already received a beacon with the samernd in
conjunction with a correct signature before. If it is true, the node discardsmsg1, otherwise it verifiessigB . If the
verification is successful, thenX setsIdB as its parent, storesmsg1 in its internal memory, and re-broadcasts
the beacon by changing the sender identifierIdB to its own identifierIdX :

X → ∗ : msg2 = (BEACON, rnd, IdX , sigB)

If the signature verification is unsuccessful, thenX discardsmsg1. Every sensor node receivingmsg2 performs
the same steps whatX has done before.

Optionally,B can initiate this topology construction periodically by broadcasting a new beacon with dif-
ferentrnd.

In the rest, we shortly refer to this protocol as ABEM (Authenticated Beaconing Mechanism).
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6.2 Formalization of a simple attack

A simple security objective is to guarantee the correctnessof all routing entries in the network. Namely, it is
desirable that a sender nodevi is always able to reach nodevj, if vi setL(vj) as its parent identifier earlier. It
means that if nodevi sets nodeL(vj) as its parent identifier, thenEi,j should contain a finite value, orvi as
well asvj should have an adversarial neighboring nodev∗ℓ1 andv∗ℓ2 , resp., such thatEi,k+ℓ1

andEk+ℓ2,j are
finite values, where1 ≤ ℓ1, ℓ2 ≤ m andℓ1 6= ℓ2 may hold.

In order to formalize this minimal security requirement, weintroduce the following security objective
function

FABEM(conf , T ) =

{

1, if ∀i, j : T i,j · E ′
i,j ·

(
∏m

ℓ=1 E ′
i,k+ℓ +

∏m
ℓ=1 E′

k+ℓ,j

)

= 0

0, otherwise

where we derive matrixE′ with sizen×n from E, so thatE′
i,j = 1, if Ei,j = ∞, otherwiseE′

i,j = 0. In other
words,E ′

i,j = 1, if vi cannot send a message directly tovj , otherwiseE ′
i,j = 0.

We will show that ABEM is not secure in our model for security objective functionFABEM . In particular,
we present a configurationconf and an adversaryA, for which the probability thatOutF

ABEM

conf ,A equals to zero is
a non-negligible function of the key-size of the signature scheme. Equivalently, we show that for a real-world
adversaryA, FABEM(conf , T ) = 0 with a probability that is a non-negligible function ofκ. Moreover, the
success probability of the real-world adversaryA described below is independent fromκ.

v0, B

v1, X

v2, Y

v∗1 = v3

v0, B

v1, X

v2, Y

v∗1 = v3

Figure 7: A simple attack against ABEM.v0, v1, andv2 are honest nodes with identifiersL(v0) = B, L(v1) =
X, andL(v2) = Y , whereasv∗1 is an adversarial node.E1,0, E3,0, E2,3 are finite values, andE3,1 = E2,0 =
E2,1 = ∞. Links are assumed to be symmetric, i.e.,Ei,j = Ej,i. The configuration is illustrated on the
left-hand side, where a dashed line denotes a direct link. Inthe routing topology of the real-world model, on
the right-hand side,v2 setsX as its parent identifier, however,E2,1 = ∞ andE3,1 = ∞.

The configurationconf and the result of the attack is depicted on Figure7. We assume that the base
station broadcasts only a single beacon during the computational process, i.e., only a single beaconing interval
is analyzed in our model. At the beginning, the base stationB floods the network by a beacon

B → ∗ : msg ′
1 = (BEACON, rnd, B, sigB)

Both adversarial nodev∗1 and honest nodeX receive this beacon, andX setsB as its parent, since the
verification of the signature is successful.X modifies the beacon by replacing sender identifierB to X, and
broadcasts the resulted beacon:

X → ∗ : msg ′
2 = (BEACON, rnd,X, sigB)

In parallel, v∗1 modifies the beacon by replacing sender identifierB to X, and broadcasts the resulted
beacon:

v∗1 → ∗ : msg ′
2 = (BEACON, rnd,X, sigB)

Upon the reception ofmsg ′
2, nodeY setsX as its parent, sincesigB is correct.

In the real-world model, these actions resultT 2,1 = 1, which implies thatFABEM(conf , T ) = 0. On
the contrary,FABEM(conf , T ′) never equals to 0, whereT ′ represents the routing topology in the ideal-world

c©UbiSec&Sens consortium 2006 Page 32 of (60)



UbiSec&Sens Deliverable D2.5

model. Let us assume thatFABEM(conf , T ′) = 0, which means thatT ′
1,2 = 1 or T ′

2,1 = 1. T ′
1,2 = 1 is only

possible, ifX receives
msg ′

3 = (BEACON, rnd, Y, sigB)

However, it yields contradiction, sinceE3,1 = E2,1 = ∞, andB never broadcastsmsg ′
3. Similarly, if T ′

2,1 = 1
thenY must receivemsg ′

2, which means thatv∗1 must broadcastmsg ′
2. Conversely,B never broadcastsmsg ′

2,
andE3,1 = ∞. Therefore,v∗1 can only broadcastmsg ′

2, if he successfully modifiesmsg ′
1 or forgesmsg ′

2.
However, it also contradicts our assumption that the ideal-world adversary cannot modify and inject messages
in the ideal-world model.

7 Example 2: Security of INSENS

In our second example, we further demonstrate the strength of our model by showing that INSENS [20] is a
provably secure link-state routing protocol in our model.

7.1 Operation of INSENS

In this subsection, we describe the operation of INSENS (formore detailed description, see [20]). In this
paper, we are only concerned with the topology (route) discovery mechanism of INSENS and not with the data
forwarding mechanism.

Calculation of neighborlist: The base station initiates the routing topology construction by flooding the net-
work with a route request message, which has the following format:

v0 → ∗ : (REQ, hash, [v0])

whereREQ is a constant message type identifier,hash is the next element of the hash chain in reversed direction,
andv0 identifies the base station. The hash chain mechanism is intended to provide authenticity and some
defense against DoS attacks. Each node constructs its own neighborlist by overhearing the request messages
sent by its neighbors.

Every subsequent nodevℓi
receiving request

(REQ, hash, [v0, vℓ1 , . . . , vℓi−1
],MACREQ

vℓi−1
)

verifies the correctness ofhash and checks whether it is the first request containinghash. If it is the first one,
thenvℓi

re-broadcasts the modified request, and storesMACREQ
vℓi−1

in conjunction withL(vℓi−1
) locally. Before

re-broadcasting,vℓi
replacesMACREQ

vℓi−1
in the request toMACREQ

vℓi
, which is the MAC generated byvℓi

on

list [v0, . . . , vℓi−1
, vℓi

], REQ, andhash using the symmetric key shared withv0. Finally, vℓi
re-broadcasts the

following request:
vℓi

→ ∗ : (REQ, hash, [v0, . . . , vℓi−1
, vℓi

],MACREQ
vℓi

)

Forwarding neighborlist towards the base station: If a nodevℓx
does not receive further request messages

for a specified time,vℓx
sends the following message tovℓx−1

from which it received the first valid request:

vℓx
→ vℓx−1

: (NLIST, hash,MACREQ
vℓx−1

, vℓx
,Encvℓx

(pathvℓx
,neighborlist vℓx

),MACNLIST
vℓx

)

where the elements of the message are as follows:NLIST is a constant message type identifier;hash is the
hash value of the corresponding request message;MACREQ

vℓx−1
is the MAC, called parent MAC3, of vℓx−1

sent in

the corresponding request;vℓx
is the identifier of the message originator;Encvℓx

(pathvℓx
,neighborlistvℓx

) is
the neighborhood information and the path information ofvℓx

encrypted by the symmetric key shared with the
base station;neighborlistvℓx

contains the identifiers of each neighboring nodeand their corresponding MACs

received in Phase 1;pathvℓx
is [vℓx

, . . . , vℓ1 , v0,MACREQ
vℓx

], which is the reverse of the path received in the

3In this context, parent node is the next-hop that forwards neighborhood information, and not measured data, towards thebase
station.
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corresponding request message including the MAC of nodevx; and finallyMACNLIST
vℓx

is the MAC computed
by nodevℓx

onNLIST, hash, pathvℓx
, andneighborlistvℓx

.

A node receiving the reply message first checks if the node is the parent of the sender (i.e.,MACREQ
vℓx−1

message equals to its own MAC that has been broadcast with request containinghash). Then, the node replaces
the parent MAC in the message to its own parent MAC that is stored in Phase 1. In this way, the reply message
propagates back to the base station. Upon the reception of a reply message

(NLIST, hash, vℓx
,Encvℓx

(pathvℓx
,neighborlist vℓx

),MACNLIST
vℓx

)

the base station checks whether all the MACs are correct, after decryptingEncvℓx
(pathvℓx

,neighborlistvℓx
)4.

If all verifications are successful, the base station computes the forwarding table for each node using a global
centralized algorithm detailed in [20].

Distributing forwarding tables: The forwarding tables are propagated to respective nodes ina breadth-first
manner; first, the immediate neighbors of the base station receive their forwarding tables directly from the base
station. Afterwards, these one-hop neighbors forward the forwarding tables of the two-hop neighbors of the
base station based on their forwarding tables, and so on. In particular, the base station first sends the forwarding
table ofvℓ1 :

v0 → vℓ1 : (FTABLE, vℓ1 , hash,Encvℓ1
(ftablevℓ1

),MACFTABLE
vℓ1

)

whereFTABLE is a constant message type identifier,Encvℓ1
(ftablevℓ1

) is the encrypted form of the forwarding

table ofvℓ1, andMACFTABLE
vℓ1

is the MAC generated byv0 on the complete message. Upon the reception of this

message,vℓ1 sets its forwarding rules according toftablevℓ1
, if MACFTABLE

vℓ1
is correct.

7.2 Security analysis

In this subsection we show that INSENS described in Section7.1 is secure in our model. We show that the
protocol has the following properties:

1. If an honest sensor nodevi (1 ≤ i ≤ k) setsvj ∈ V (0 ≤ j ≤ n − 1) as its parent node for data
forwarding, then the base station has indeed computedvj as the parent node forvi.

2. If the base station is aware of the fact that nodevj is a neighbor of nodevi, then nodevi can reach node
vj by either a direct contact, or an adversarial relaying (one can also imagine the adversarial relaying as
a wormhole between some honest nodes).

Intuitively, if INSENS has these two properties, then it is ensured that each honest node has aneighboringparent
node that is computed by the base station. Moreover, it is also guaranteed that this computation performed by
the base station is based on, perhaps incomplete (the adversary can always drop routing messages containing
neighborlists, which we are unable to defend against), but correct neighborhood information. In fact, this is a
general security objective of every kind of link-state routing protocol for sensor networks.

In order to formalize the above security objective, we introduce a matrix functionG. G models the
centralized construction of the topology performed by the base station, where the argument ofG with size
(k + 2)× (k + 2), denoted byN, describes the neighborhood relations among the sensor nodes that is believed
by the base station to be correct (i.e.,N i,j = 1 if the base station believes thatvi is a neighbor ofvj, otherwise
N i,j = 0). The output ofG is the ensemble of the routing entries (the routing topology) that should be set by
each node.

Now, we prove that INSENS is secure with respect to the aforementioned security objective.

Theorem 1 Let us consider the following security objective function:

F(conf ,T) =







1,
there existsE′ such that for alli, j it holds that ifT i,j = 1, then
G(E′)i,j = 1

0, otherwise

4Actually, the MACs in theneighborlistvℓx

can only be checked when theNLIST messages of the corresponding nodes in
neighborlistvℓx

are also received.
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whereE
′ with size(k + 2) × (k + 2) is derived fromE

∗, such thatE′
i,j = 0, if E∗

i,j = ∞, andE∗
i,k+1 = ∞

or E∗
k+1,j = ∞5. INSENS is secure with respect toF , if the MAC scheme is secure against existential forgery,

and the symmetric encryption scheme is secure against plaintext recovery attack.

Proof We show that for any adversaryA and any configurationconf , F(conf ,T) = 0 only with probability
that is a negligible function ofκ1 andκ2, whereκ1, κ2 are the security parameters of the employed MAC and
encryption schemes, resp. In other words, the success probability of any adversary is a negligible function of
κ1 andκ2.

From the definition ofF , F(conf ,T) = 0 if there existi, j (1 ≤ i ≤ k, 0 ≤ j ≤ k + 1) such that
T i,j = 1 and there does not exist anyE′, derived fromE

∗, such thatG(E′)i,j = 1. This can have two reasons
as follows: (i) nodevi received incorrect routing topology information, or (ii) the base station received incorrect
neighborhood information. According to this, we introducethe following events:

(i) C
i,j
1 denotes the event thatT i,j = 1, butG(N)i,j = 0,

(ii) C
i,j
2 denotes the event thatT i,j = 1, G(N)i,j = 1, andN i,j = 1, butE∗

i,j = ∞ as well asE∗
i,k+1 = ∞

or E∗
k+1,j = ∞.

We recall thatN describes the neighborhood relations among the sensor nodes, which is believed by the base
station to be correct. Clearly, the following upper estimation holds for the success probability of the adversary
denoted byPA:

PA ≤
∑

∀i,j:i6=j,i6=0

P

(

C
i,j
1

)

+
∑

∀i,j:i6=j,i6=0

P

(

C
i,j
2

)

We show thatP
(

C
i,j
1

)

is a negligible function ofκ1, andP

(

C
i,j
2

)

is a negligible function ofκ1 andκ2

for all i, j. This implies thatPA is also a negligible function ofκ1 andκ2 that concludes the theorem.

Negligibility of P

(

C
i,j
1

)

: If C
i,j
1 occurs, thenMi receives anFTABLE message, which contains the routing

information of nodevi:
(FTABLE, vi, hash,Encvi

(ftable ′vi
),MAC′FTABLE

vi
)

vi infers fromftable ′
vi

thatT i,j = 1, sinceMAC′FTABLE
vi

is a correct MAC. We show that it is only possible if

MAC′FTABLE
vi

is a successfully forged MAC byA.
Let us assume thatA cannot forgeMAC′FTABLE

vi
. Hence, M0 is the only machine who generates

MAC′FTABLE
vi

. However,M0 generatesMAC′FTABLE
vi

only if [G(N )]i,j = 1, which is a contradiction.

Consequently,Ci,j
1 occurs for anyi, j, if the adversaryA successfully forges a MAC. However, the proba-

bility of this event is a negligible function ofκ1 assuming thatA runs in polynomial time.

Negligibility of P

(

C
i,j
2

)

: If C
i,j
2 occurs, thenM0 receives anNLIST message, which contains the neighbor-

hood information of nodevj:

(NLIST, hash, vj ,Encvj
(pathvj

,neighborlist ′vj
),MAC′NLIST

vj
)

v0 infers fromneighborlist ′vj
thatN i,j = 1, sinceMAC′NLIST

vj
is a correct MAC. We show that it is only possible

if at least one of the following conditions holds:

1. MAC′NLIST
vj

is a successfully forged MAC byA, if vj is an honest node.

2. There exists a nodevt (1 ≤ t ≤ k), for whichE∗
i,t < ∞ andA successfully recovered the plaintext from

Encvt(pathvt
,neighborlist vt

) that is sent in the correspondingNLIST message byvt.

3. MAC′REQ
vi

that is received byvj is a successfully forged MAC byA.

Let us assume thatnoneof the above conditions hold. Two main cases can be distinguished: (i)vj is an honest
node, or (ii)vj is an adversarial node.

5The rationale behind the definition ofE
′ is that the adversary can always drop messages that should betolerated. However, we can

defend against illegal injection and modification of messages by using appropriate cryptographic primitives.
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(i) Based on the argument of the negligibility ofC
i,j
1 , we know thatMAC′NLIST

vj
can only be generated by

Mj. Thus,Mj received aREQ message denoted by

msg ′ = (REQ, hash, [v0, . . . , vi],MAC′REQ
vi

)

We know thatmsg ′ is never relayed by machinesM0, . . . ,Mi−1,Mi+1, . . . ,Mk, since these machines
never send anyREQ messages containing a path where the last element isvi (such as path[v0, . . . , vi] in
msg ′). Therefore,Mj receivesmsg ′ from A implying thatE∗

k+1,j < ∞.

Since vi is not an adversarial node,MAC′REQ
vi

cannot be generated by machines
M0, . . . ,Mi−1,Mi+1, . . . ,Mk, A. Therefore, onlyMi can generateMAC′REQ

vi
. We know that

msg ′ cannot be sent toMj by Mi, sinceEi,j = ∞. We will show thatE∗
i,k+1 < ∞, which is a

contradiction.

First, let us assume thatE∗
i,k+1 = ∞. In order to constructmsg ′, A can only inferMAC′REQ

vi
from

the messages sent by the neighborsvt of vi, since only honest nodesvt can be reached byvi, and
these nodes only relayMAC′REQ

vi
in an encrypted form. In that case,MAC′REQ

vi
must be inferred from

Encvt(pathvℓt
,neighborlist vt

), which contradicts to our assumption. Therefore,E∗
i,k+1 < ∞.

(ii) Let us assume thatE∗
i,j = ∞, wherej = k + 1. Similar to case (i),A can only inferMAC′REQ

vi
from the

messages sent by the neighbors ofvi, asA is unable to forgeMAC′REQ
vi

. Thus,A must recoverMAC′REQ
vi

from encrypted neighborlists. However, by assumption, theadversary cannot do this. This means that
E∗

i,j < ∞, which is a contradiction again.

Consequently,Ci,j
2 can only occur for anyi, j, if at least one of the above conditions is true. This implies

that the adversaryA is able to forge a MAC, orA can recover the plaintext from a ciphertext. However, the
probability of this event is a negligible function ofκ1 andκ2 assuming thatA runs in polynomial time.

7.3 Discussion

We recall that the proof is strongly based on the assumption that the encryption scheme is secure against
plaintext recovery attack. The encryption of neighborlists used in INSENS is crucial; apart from providing
confidentiality for the neighborhood relations, the encryption of neighborlists prevents the adversary to imper-
sonate honest nodes that are not covered by the transmissionrange of any adversarial nodes. For instance, if the
neighborlists were not encrypted, an intermediate adversarial node could easily retrieve the identities and cor-
respondingMACREQs fromNLIST messages, and then she could re-broadcast fabricatedREQ messages. Note
that the adversary is not required to reach the impersonatednode directly. Apparently, this would also violate
our security objective detailed in Subsection7.2, as the adversary could cause the base station to consider false
neighborhood relations. Furthermore, asMACREQs are correct, it can happen that neither the neighbors of the
adversary nor the base station could detect the misdeed. This attack scenario was not described in [20], where
the authors used informal reasoning to prove the security ofINSENS.

In contrast to this, our formal security analysis would reveal such flaw in a routing protocol: if encryption
had not been employed, we could not have claimed in the proof that the adversary can retrieve theMACREQ of a
non-neighboring node only from the encrypted neighborlistof other nodes. Therefore, our formal analysis lead
us to the following observation: in case of link-state routing, all local neighborhood (routing) information that
is needed by remote nodes to authenticate neighborhood relations must be transferred in an encrypted form.

8 Summary

In this part, we described a formal security model for routing protocols in wireless sensor networks. Our
model is based on the well-known simulation paradigm, but itdiffers from previously proposed models in
several important aspects. First of all, the adversary model is carefully adopted to the specific characteristics
of wireless sensor networks. In our model, the adversary is not all-powerful, but it can only interfere with
communications within its own radio range. A second important contribution is that we defined the output
of the dynamic model as a suitable function of the routing state of the honest nodes, instead of just using the
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routing state itself as the output. This allows us to model different types of routing protocols in a common
framework. In addition, this approach hides the unavoidable distortions caused by the adversary in the routing
state, and in this way, it makes our definition of routing security satisfiable.

We demonstrated the usefulness of our framework on two illustrative examples. First, we considered an
authenticated version of the TinyOS beaconing routing protocol, and we showed how an attack against this
protocol can be represented in our formal model. Second, we proved that INSENS, which is a secure sensor
network routing protocol, is indeed secure in our model. Although INSENS is provably secure in our model,
it is not scalable to large-scale networks due to its centralized nature, and the base station is a single point of
failure. In the next part, we propose a novel secure sensor network routing protocol that does not have these
unfavourable properties and considers the specifics of wireless sensor networks.
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Part III

Secure-TinyLUNAR: A provably secure routing
protocol for WSNs
Although there are some secure sensor network routing protocols in the literature, these are only applicable to
specific sensor applications. Moreover, their security hasbeen analyzed only by informal reasoning, which is
an error-prone method. On the other hand, considering the variety of sensor applications, it is also clear that it is
not possible to propose a unique secure routing protocol that fits for all applications [2]. An alternative solution
could be to apply some secure ad hoc network routing protocollike [88] [68] [33]. However, these protocols
are not primarily designed for low-powered sensor nodes, and the applied cryptographic primitives can result
in extensive communication, processing and memory costs. Therefore, in this work, we design a novel secure
routing protocol for wireless sensor networks, called Secure-TinyLUNAR, which takes into consideration the
resource constraints of the wireless sensor nodes and uses Message Authentication Codes (MAC) exclusively
in the route discovery phase.

Secure-TinyLUNAR [93] is the secure variant of TinyLUNAR [59] which is a reactive routing protocol
proposed for wireless sensor networks. TinyLUNAR is extensively used in the Ubisec&Sens research project
due to its low communication and memory overhead. Using the label-switching routing paradigm, TinyLU-
NAR has only one byte addressing overhead per packet in the data forwarding phase, which, considering the
high communication costs in wireless environment, makes itan efficient routing scheme in relatively static net-
works. Although TinyLUNAR has a slightly greater RAM consumption than other reactive routing protocols
like tinyAODV [61], it uses considerably less ROM. These advantageous properties become even more impor-
tant if we take into account that Secure-TinyLUNAR uses somecryptographic primitives that also consume a
significant amount of memory. Moreover, we will show that dueto the label switching mechanism intermediate
nodes do not need to check the authenticity of the message origin that can save precious energy.

We also show that Secure-TinyLUNAR is a provably secure label switching routing protocol in our model
described in Part 2. This model considers those attacks thataim to corrupt the routing entries of the nodes
creating incorrect routing state. Our framework also has been successfully used so far to analyze the security
of several multi-hop routing protocols like Ariadne [97], endairA [97], SRP [97], ARAN [95], SAODV [95] or
INSENS [98]. We further demonstrate the strength of this framework by showing that Secure-TinyLUNAR is
also provably secure. In particular, we first adapt this simulation-based model to secure label-switching rout-
ing, and prove that Secure-TinyLUNAR is indeed secure in that model. Then, we evaluate the performance of
Secure-TinyLUNAR by TOSSIM simulations. First, we implement Secure-TinyLUNAR by extending Tiny-
LUNAR with security mechanisms. Then, using this implementation we perform TOSSIM (PowerTOSSIM)
simulations and compare the network delay, delivery ratio and energy consumption of Secure-TinyLUNAR to
TinyLUNAR.

9 Insecurity of TinyLUNAR

In this section, we first give a brief overview of the operation of TinyLUNAR. One can read a more detailed
description in [59]. Then, we show simple attacks against TinyLUNAR, whereby we motivate the development
of Secure-TinyLUNAR.

9.1 Operation of TinyLUNAR

Route Request:A source nodeS initiates the route discovery to destinationD by flooding the network with a
route request message:

S → ∗ : (RREQ, rnd, S,D, addrS , label InS→S)

wherernd is a randomly generated request id,label InS→S is the incoming label ofS towardsS, andaddrS is
the locally unique network address (e.g., MAC address) ofS. In fact, label InS→S is a memory address inside the
routing table ofS and contains an application identifier which originally initiated the route discovery process.

c©UbiSec&Sens consortium 2006 Page 38 of (60)



UbiSec&Sens Deliverable D2.5

A node J receiving this broadcast message checks whether it has beenreceived the request ear-
lier based onrnd, S, and D. If so, J silently drops the request. Otherwise,J stores the quadruple
(addrS , label InS→S, rnd, lifetime) in its routing table, wherelifetime is set to a predefined valueMaxLifetime

andaddrS is the local network address of the neighboring node from which the request is received. The value
of lifetime is periodically decremented when the routing table entry isnot used. If it reaches the value of zero,
then the entry is purged from the routing table. At the same time, each time the entry is used, the value of
lifetime is reset toMaxLifetime. Using this entry,J can forward messages toS. Afterwards,J broadcasts the
message as follows:

J → ∗ : (RREQ, rnd, S,D, addr J , label InJ→S)

whereaddr J is the locally unique network address ofJ , and label InJ→S is the incoming label ofJ towards
S. Essentially,label InJ→S is the local memory address of the routing entry whereJ stores the corresponding
entry pointing toS (i.e., this entry contains the five-tupleS, addrS , rnd, label InS→S, and lifetime). A node
receiving this request performs the same operations thatJ did, and thus, it can forward messages toS through
J afterwards. Note that nodes do not store the globally uniquenetwork id of the next-hop towardsS, as these
next hops are addressed by the locally unique network addresses which is included in the header of each sent
message by default.

After the network is flooded, each node that received the request has an entry set towardsS. In this way,
thebackward traffic flowis constructed which is defined by the set of all routing entries created at intermediate
nodes. This traffic flow is associated withS at the endpointD.

Route Reply: When destinationD receives the first request message, for instance from nodeZ, it creates a
routing entry similar to all nodes who receives the request.After thatD sends a reply toS:

D → Z : (RREP, rnd, addrD, labelOut
Z→S, label InD→D)

wherernd is the random identifier of the corresponding request originated fromS, labelOut
Z→S is the incoming

label of Z towardsS (i.e., the outgoing label ofD towardsS) received in the request, andlabel InD→D is the
incoming label ofD. Here, label InD→D is a memory address inside the routing table ofD and similar toS
contains an application identifier which originally initiated the route discovery process. Note thatZ is addressed
by its incoming label and its local network address, which isincluded in the message header and not listed in the
message content. WhenZ receives the reply, it first creates a routing entry set towardsD. This entry contains
addrD, rnd, andlabel InD→D, whereaddrD is the local network address of the neighboring node from which the
reply is received. From now,Z can forward messages toD. Then,Z looks up the entry addressed bylabelOut

Z→S

in its memory (routing table), and forwards the message to the node contained by this entry. Let us assume that
Z received the corresponding request from nodeK first. Then,Z sends the following message toK:

Z → K : (RREP, rnd, addrZ , labelOut
K→S, label InZ→D)

K performs the same steps thatZ did, and forwards the reply to the next node whose address is retrieved from
the entry at memory addresslabelOut

K→S.
All subsequent nodes receiving the reply do the same operations thatZ did. In this way, theforward traffic

flow is constructed which is defined by the set of all routing entries created at intermediate nodes. This traffic
flow is associated withS at the endpointD. Finally, from the time whenS receives the reply, it can send data
messages toD.

Route Request optimization:Intermediate nodes receiving a control message can forwardmessages between
the source/destination nodes, but they cannot send messages to them or any other nodes using the same traffic
flow. In order to create a separate traffic flow between an intermediate node and an endpoint, the intermediate
node must initiate a new route discovery by sending a requestmessage towards the endpoint. Note that this
request do not need to be broadcast, as the existing traffic flow between the source/destination pair can be used
to forward the new request towards the intended endpoint. Inorder to indicate the proper actions to be taken to
the intermediate nodes, this type of request is distinguished from the ordinary request message by its message
type identifier in the packet header.

Data forwarding: Each node receiving a data packet can determine the next hop by looking up the routing
entry addressed by the incoming label retrieved from the packet. Then, the node can update the incoming
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label in the packet with the outgoing label found in the routing entry. Note that intermediate nodes between
endpointsS andD do not need to be aware of identitiesS andD. All data packets sent betweenS andD
contain the incoming label of the next node on the route, and do not need to include further network addresses.
As labels have size of 1 byte, TinyLUNAR has only 1 byte addressing overhead per data message which makes
it an effective routing mechanism in wireless sensor networks where nodes are stationary or show moderate
mobility during their operation.

9.2 Attacks against TinyLUNAR

In this subsection, we gather the basic attacks against the route discovery process of TinyLUNAR. The main
types of attacks include tunnelling, rushing, selective forwarding of control messages, replaying of control
messages, Denial-of-Service attacks, the corruption of routing tables, and the disruption of neighbor discovery
(see [94] for a more comprehensive overview).

In this paper, we consider those attacks that aim to corrupt the routing entries of honest nodes (i.e., the
adversary causes honest nodes to have incorrect routing entries). An incorrect entry points to a node, which is
not a neighbor, or points to a neighbor through which no packet can be delivered to the intended destination. In
order to defend against the rest of the attacks, one can use the corresponding countermeasures [94].

In the following, we argue that impersonation attacks causeincorrect routing entries in TinyLUNAR. Thus,
in Section10.1, our first steps will be to defend against these impersonation attacks.

Source impersonation:The adversary can use any honest node identifier as the sourceidentifier of any request
messages. For instance, in Figure8a, if adversarial nodeA sends a forged request to nodeD, where the request
containsS as the origin of the message, thenD sets an entry towardsS with next-hop identifierT . However, a
packet sent toT cannot be delivered toS.

Destination impersonation: The adversary can generate reply messages in the name of any honest nodes. For
instance, let us assume in Figure8bthatS floods the network with a request in order to discover a route towards
D. This request is also received by adversarial nodeA. Thus,A can generate a reply message in the name of
D, which causes incorrect entry at nodeS, as this forged reply is likely to be received byS sooner than the
untampered reply coming fromS.

Neighbor impersonation: In Figure8c, we illustrate neighbor impersonation attack. The adversarial nodes are
A andA′. Assume thatH can only be reached byS andA′, and the adversary is aware of all nodes’ identities
and the local addresses of the nodes that she can reach (i.e.,local addresses ofH, S, B). Furthermore,S
wishes to discover a path toD. First, S floods the network with a request which is received by adversarial
nodeA. A rebroadcasts the request faithfully. However, when the corresponding reply comes back fromD, A
rebroadcasts that in the name ofH (i.e., A usesH ’s identity and local network address, which is catched by
A′). Finally, receiving this forged reply,S believes thatD can be reached throughH. However, asH does not
receive any replies, it will not forward any messages towardsD.

In the following sections, we first describe the operation ofSecure-TinyLUNAR. As a first step, we prevent
the impersonation attacks that are described in Subsection9.2. Secure-TinyLUNAR is the secure variant of
TinyLUNAR, where we use pairwise message authentication codes (MACs) to authenticate routing messages
between immediate neighbors and also to ensure source/destination authenticity. Finally, in Subsection10.2.3,
we show that this new protocol is provably secure in a model which is adapted to secure label-switching from
[98].

10 Secure-TinyLUNAR

10.1 Operation of Secure-TinyLUNAR

We only discuss the main operational differences with respect to the original (and insecure) TinyLUNAR pro-
tocol. We assume that each pair of nodes share a symmetric pairwise key in the network. Any symmetric key
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(a) Source impersonation attack.D believes that
S can be reached throughT , however, there is no
route betweenT andS.

(b) Destination impersonation attack. Here,S

falsely sets an entry towardsD through T , but
there is no route betweenT andD.

(c) Neighbor impersonation attack. IfA′ does
not forward the reply coming fromD to H , but
it does towardsS, thenS will believe thatD is
reachable throughH . However,H does not have
any entry towardsD.

Figure 8: Impersonation attacks against TinyLUNAR. Dashedlines denote the neighborhood relations, whereas
arrows denote the routing entries.

pre-distribution schemes proposed for wireless sensor networks (see [99] for a good overview) can be employed
here. Additionally, it is also assumed that each node is aware of its local (one-hop) neighborhood.

Route request:Let us denote the identifier of a neighboring node of nodeA by NA
x , wherex can have a value

between 1 and the number of the neighboring nodes ofA (e.g., if A has neighborsJ , T , P , then a potential
notation isNA

1 = J , NA
2 = T , NA

3 = P , and1 ≤ x ≤ 3).
When a nodeS wishes to send a message to destinationD, it unicasts the following route request message

to eachneighbor:

for all x, S → NS
x : (RREQ, rnd, S,D, addrS, label InS→S, addrNS

x
,MACS,D,MAC

prv

S,NS
x
)

wherernd, S,D, addrS , label InS→S are the same as in the original TinyLUNAR protocol,addrNS
x

is the local
network address of a neighborNS

x , MACS,D is the message authentication code generated byS on the ele-
ments of the message excludingaddrS andlabel InS→S using the pairwise key shared withD. After generating
MACS,D, S generates previous-hop MACMAC

prv

S,NS
x

on all elements of the message using the pairwise key

shared with neighborNS
x . Upon the reception of this broadcast message, a neighboring nodeJ checks the

authenticity of the message by verifyingMAC
prv
S,J . In case it is successful, nodeJ removesMAC

prv
S,J from the

message, and unicasts the following message to each neighbor except the node who sent the request toJ earlier
(here, this isS):

for all x such thatNJ
x 6= S, J → NJ

x : (RREQ, rnd, S,D, addr J , addrNJ
x
, label InJ→S,MACS,D,MAC

prv

J,NJ
x
)

whereMAC
prv

J,NJ
x

is the previous-hop MAC generated on all elements of the message using the pairwise key

shared betweenJ andNJ
x . Each neighbor ofS and all subsequent nodes receiving a request follow the same

steps thatJ did. Finally,D receives a request message, let us assume, from nodeZ first.
During the propagation of a request, it is assumed that each node can send the unicast request message

to its immediate neighbors in an atomic manner (i.e., the sender does not release the channel until all request
messages are transmitted to each neighbor), and each neighboring node does not begin to forward the request
until all neighbors of the sender receives that.
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Route reply: Upon the reception of the request message, destinationD verifies bothMACS,D andsig
prv
Z . If

the verifications are successful,D creates the following reply message and sends this directlyto nodeZ:

D → Z : (RREP, rnd, addrD, labelOut
Z→S, label InD→D,MACD,S ,MAC

prv
D,Z)

wherernd is the request id received in the corresponding route request message,MACD,S is the message au-
thentication code generated byD on the elements of the above message excludingaddrD, labelOut

Z→S, and
label InD→D using the pairwise key shared withS. Then,D generates previous-hop MACMAC

prv
D,Z on all el-

ements of the message. Receiving this unicast message,Z first checks the authenticity of the message by
verifying MAC

prv
D,Z . If this is successful,Z replacesMAC

prv
D,Z with MAC

prv
Z,K , and sends the message directly to

nodeK, from whichZ received the corresponding request message identified byrnd:

Z → K : (RREP, rnd, addrZ , labelOut
K→S, label InZ→D,MACD,S,MAC

prv
Z,K)

Here,MAC
prv
Z,K is the previous-hop MAC generated byZ on the elements of the message includingaddrZ ,

labelOut
K→S, andlabel InZ→D. Following the same rules, all intermediate nodes perform the same steps thatZ did.

Finally, the reply reaches the sourceS, which then, after verifying the previous-hop MAC andMACD,S in the
reply message, can use the established route for data forwarding.

10.1.1 Computation and communication overhead

Comparing to TinyLUNAR, Secure-TinyLUNAR requires the sender of a request message to perform two
MAC generations. Furthermore, each node receiving a request must verify and generate one MAC. If we use a
CBC-MAC construction with a common block cipher like Skipjack for MAC computation as proposed in [37],
a MAC has a size of 64 bits. Therefore, there is16 extra bytes in each request and reply packet. Note that
this overhead is not constant at each hop in the request phase, as a node, compared to TinyLUNAR, does not
broadcast request messages rather it unicasts that to each neighboring node. The reason of this unusual design
is that a request contains a pairwise MAC computed with the pairwise key shared between the sender and a
particular neighbor, which is apparently not verifiable by other neighbors. If a node broadcast this request, a
single broadcast message would be too long. As the packet size under TinyOS 2.x is suggested to be around 36
bytes [1] and the number of neighbors of an ordinary sensor node is generally not fixed, most request messages
would be fragmented. Moreover, broadcasting a request all receiver nodes would be required to receive all
MACs that are not destined to them, which could yield significant overhead at every receiver node. This
overhead is usually greater than the cost of sending the datapart (node ids, network addresses, labels, source
MAC, etc.) of a single request multiple times.

One might immediately ask why we do not use digital signatures [84] or local broadcast keys like in LEAP
[90]? In the latter case, local broadcast keys, when a common keyis shared among the sender and all its
neighbors, cannot guarantee neighbor authentication, as aneighboring adversarial node would be able to im-
personate any honest neighbor using the shared key. In the former case, digital signatures incur a substantial
computation overhead. Although recent advances in the public key cryptography (PKC) of sensor networks
are very promising [29], PKC still falls behind the standard symmetric cryptography approaches in terms of
computational performance; the verification of a digital signature is 3 orders of magnitude slower than MAC
verification, while the signature generation is 4 orders of magnitude slower.

In order to compare digital signatures with MACs in terms of energy cost regarding the route request phase
of Secure-tinyLUNAR, we approximate the energy consumption of a single MICAz mote [19] in the route
request phase. If we use the aforementioned MAC scheme, the previous-hop MAC is computed over 3 blocks
(1 block is 8 bytes) which takes1.14 ms [37] and consumes about0.034 mWs [64]. If we assume that a node
has at most30 neighbors, all the computation cost is30 ·0.034 = 1.02 mWs. If the radio transceiver operates at
transmission speed of 250 kbit/s at 3 V supply voltage and theoutput power is set to 0 dBm (maximum power),
then the power consumption is0.209 µWs per bit for the transmission and0.226 µWs per bit for the reception.
Thus, as the size of a request packet is 33 bytes (including the header of the packet) under TinyOS 2.x [1], the
power consumption of the transmission is30 · 264 · 0.000209 = 1.65528 mWs. In addition, the reception of a
request consumes264 · 0.000226 = 0.0596 mWs. Therefore, all the communication overhead is about1.715
mWs, and the communication and computation overhead together is about2.735 mWs.
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In contrast to this, using an optimized ECDSA [84] [64] implementation with the shortest key-size (i.e.,
160 bits) the signature generation and verification consumes 26.96 mWs and53.42 mWs [64], resp. Thus, the
total computation overhead of using digital signatures at one hop is more than 29 times larger than the total
overhead (including computation and communication) of using MACs. Even if we used the more powerful
TelosB motes [74], the total computation overhead of signatures would be18.67 mWs which is about 7 times
larger. Of course, sending multiple packets instead of a single one incurs extra costs in the medium access
layer, but we believe that this extra cost still does not overcome the computation overhead of digital signatures.
Moreover, generating and verifying an ECDSA-160 signaturetakes more than 2 seconds [64] which would also
incur substantial network delay.

10.2 Security analysis

In this Subsection, we prove that Secure-TinyLUNAR is indeed secure in our simulation-based model adapted
from Section5 to secure label-switching routing.

10.2.1 The model

Static model: The static model is described in5.2. According to the definition of thecost functionin Subsection
5.2, C : V → R assigns the minimal delay of routing messages to each node inthe network (i.e., the minimal
delay that the particular node can cause in the travel of the message). We assume thatC(v∗) = 0 for all v∗ ∈ V ∗.

Security objective function: Before introducing the security objective function [96] of secure label-switching
routing, we introduce some definitions in order to ease its formalization.

Definition 2 (Anchor entry) An anchor entry(vsrc , vdest , addrnxt , label
Out
vsrc→vdest

, delayvsrc ,vdest
) is the repre-

sentation of a routing entry at sourcevsrc , where the destination node is identified byvdest ), the next-hop
towards the destination has (local) addressaddrnxt , the outgoing label of the source towards the destination is
labelOut

vsrc→vdest
, and the delay of the quickest path throughaddrnxt to the destination isdelayvsrc ,vdest

.

Definition 3 (Intermediate entry) An intermediate entry(vim , addrnxt , label
In
vim→vdest

, labelOut
vim→vdest

) is the
representation of a routing entry at an intermediate nodevim , where the next-hop towards the destination
has (local) addressaddrnxt , the incoming label and the outgoing label ofvim towards the destination are
label Invim→vdest

and labelOut
vim→vdest

, respectively.

Definition 4 (Matching property) A routing entryr1 of nodevi matches a routing entryr2 of nodevj (i 6= j),
if

• the outgoing label ofr1 equals to the incoming label ofr2,

• the next-hop address ofr1 is used byvj.

Definition 5 (Pseudo neighbors)Two honest nodesvi, vj ∈ V \V ∗ (i 6= j) are pseudo neighbors, if and only
if there existx, y such thatEi,x = 1 andEj,y = 1, andvx, vy ∈ V ∗.

Two nodes are pseudo neighbors, only if each of them has an adversarial neighbor. In the sequel, we
distinguish pseudo neighbors from direct neighbors; two honest nodesvi, vj are direct neighbors, ifEi,j = 1.

Definition 6 (Workable path) A sequence of nodes(vℓ0 , vℓ1 , . . . , vℓd−1
, vℓd

) is a workable path with respect
to configurationconf if for all 0 ≤ i ≤ d−1 vℓi

andvℓi+1
are direct or pseudo neighbors (vℓi

, vℓi+1
∈ V \V ∗).

The state of the system is represented by the ensemble of all anchor and intermediate entries of all nodes.

Definition 7 (Correct state) A state is correct with respect to configurationconf , if for every anchor entry
r0 = (vsrc , vdest , addrnxt , label

Out
vsrc→vdest

, delayvsrc ,vdest
), wherevsrc , vdest ∈ V \ V ∗, there exists a sequence of

intermediate entriesri = (vℓi
, addrnxt , label

In
vℓi

→vdest
, labelOut

vℓi
→vdest

) (1 ≤ i ≤ d) of honest nodes such that

• vℓd
= vdest and labelOut

vdest→vdest
is an application identifier ofvdest ,
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• (vsrc , vℓ1 , . . . , vℓd−1
, vdest ) is a workable path, wherevsrc = vℓ0

• if vℓi−1
andvℓi

are direct but not pseudo neighbors thenri−1 matchesri,

• ∑d−1
j=1 C(vℓj

) ≤ delayvsrc ,vdest
(i.e., the delay of the discovered route betweenvsrc andvdest is not greater

than the delay recorded in the routing (anchor) entry ofvsrc)

The security objective functionF : G × S → {0, 1} of secure label-switching routing is a binary function,
whereS denotes the set of all system states of all configurations, and G denotes the set of all configurations.
LetF return 0 for all pairs of system states and configurations that are incorrect, otherwise it returns 1 (or vice-
versa). This function intends to distinguish “attacked” (incorrect) states from “non-attacked” (correct) states.

Dynamic model: The dynamic model is detailed in Subsection5.4. In addition to this model, we assume that
during a simulation run the maximum lifetime of each entry isset to∞. The security objective function is
applied to the output of this model (i.e., the ensemble of allrouting entries which is the system state itself) in
order to decide whether the protocol functions correctly ornot.

Definition of secure label-switching routing: We denote the security parameter of the model byκ, which is
the key length of the employed MAC scheme in the routing protocol.

Definition 8 A label-switching routing protocol is secure, if for any configuration conf and any adversaryA,
the probability thatOutFconf ,A equals to zero is a negligible function ofκ.6

More intuitively, if a secure routing protocol is secure regardingF , then any system using this routing proto-
col may not satisfy the security objective represented byF only with a probability that is a negligible function
of κ. This negligible probability is related to the fact that theadversary can always forge the cryptographic
primitives (e.g., generate a valid MAC) with a very small probability depending on the value ofκ.

10.2.2 Tolerable imperfections of the model

Before proving the security of Secure-tinyLUNAR, we explain the tolerable imperfections of our model in
more details. Those attacks are considered to be the tolerable imperfections that are unavoidable or too costly
to defend against, and thus, we rather tolerate them. In other words, a routing protocol that is secure in our
model may not be resistant to these types of attacks. Most of these attacks are built on the delay and deletion
of messages, and the in-band as well as the out-of-band channel attacks.

The rationale behind the definitions of workable path and pseudo neighbors in Definition7 is that two
adversarial nodes, who may be located on different network parts, are able to transfer the MACs of honest
nodes by either using out-of-band channels like wormholes,or some in-band channels (assuming that these
nodes believe that they are neighbors and share the corresponding keys). In the latter case, MACs are transferred
as a part of an existing message to remote adversarial nodes.For instance, one adversarial node captures the
MAC of an honest neighbor denoted byH, then fragments the MAC, and puts these fragments into new RREQ
messages as their random identifiers destined to a remote adversarial node. When this remote adversarial node
receives all fragments, it can successfully impersonateH by reconstructing the MAC from the fragments. As
these RREQ messages are originated from an adversarial nodewho may have compromised keys, they will pass
all verifications done by intermediate nodes. In this case, the adversary uses a side-channel provided by the
protocol messages to impersonate honest nodes, and thus these attacks are also called as side-channel attacks
[11].

The reason that we tolerate in-band and out-of-band attacksis twofold. First, for most real scenarios side-
channel attacks are impractical for the adversary, as by thetime the last fragment is successfully transferred,
the MAC becomes obsolete. Second, these attacks can be mitigated but, to the best of our knowledge, they are
not avoidable completely. Therefore, we consider these attacks as some of the tolerable imperfections of our
model.

6A functionµ(x) : N → R is negligible, if for every positive integerc and all sufficiently largex’s (i.e., there exists anNc > 0 for
all x > Nc), µ(x) ≤ x−c
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The third point in Definition7 requires that direct but not pseudo neighbors on the route must have a
matching entry. For instance, let us see two nodesvℓi−1

, vℓi
on the discovered workable path. It is clear that

if vℓi−1
andvℓi

are not direct neighbors, but they are pseudo neighbors we cannot make any restrictions on the
corresponding entries ofvℓi−1

andvℓi
, as the adversary can modify the message received fromvℓi

at her own
wish before sending that tovℓi−1

. Thus, we rather tolerate this kind of mismatching. Now, letus assume that
vℓi−1

andvℓi
are neighboring nodes on the discovered workable path. In that case, it is easy to see that if only

one of them has an adversarial neighbor, then the adversary cannot modify the message coming fromvℓi
, as

either she cannot hearvℓi
or she cannot send the message tovℓi−1

. If vℓi−1
andvℓi

are direct neighbors and
both of them have an adversarial neighbor, then they can heareach other, but the adversary can preventvℓi

from receiving the message coming fromvℓi
(e.g., by jamming), and then she can send the modified message

to vℓi−1
. Hence, we also tolerate this kind of mismatching in our model.

Finally, the last point in Definition7, which is about the cost (delay) of the discovered route, relates to the
fact that the adversary can always increase the delay of any message that passes her. In this way, she can make
the cost of each route appear to be higher than it really is that we tolerate in our model. On the other hand, this
type of attack may be less attractive for the adversary, as increasing the delay of each route passing him can
cause the source node to accept those routes that contain no adversarial nodes. If the adversary intends to fool
the source node by making the cost of the discovered route appear lower than it is in reality (e.g., in order to
increase the hostile traffic control by alluring the traffic), then the best that she can achieve is that she somehow
reduces the delay of messages to zero at the adversarial nodes. However, as she cannot reduce the delay at the
non-corrupted nodes, the appeared cost of the discovered route should always be greater than or equal to the
sum of the cost of each node constituting this route.

10.2.3 Proof of Security

Theorem 2 Secure-TinyLUNAR is a secure label-switching routing protocol, if the MAC scheme is secure
against existential forgery.

Proof (sketch) We show that for any adversaryA and any configurationconf , security objective functionF
equals to 0 only with probability that is a negligible function of κ. Equivalently, we show that the probabil-
ity that for any adversaryA and any configurationconf a system running Secure-TinyLUNAR encounters
incorrect state is a negligible function ofκ.

A system running Secure-TinyLUNAR encounters incorrect state in the cases as follows:

• Case 1: There exists an anchor entryr0 = (vsrc , vdest , addrnxt , label
Out
vsrc ,vdest

, delayvsrc ,vdest
), but there

does not exist a workable path betweenvsrc andvdest with labelOut
vℓd

→vdest
as an application identifier.

• Case 2: There exists an anchor entryr0 = (vsrc , vdest , addrnxt , label
Out
vsrc→vdest

, delayvsrc ,vdest
) and there

exists a workable path(vsrc , vℓ1 , . . . , vℓd−1
, vdest ) betweenvsrc and vdest , but there does not exist a

sequence of intermediate entriesri = (vℓi
, addrnxt , label

In
vℓi

→vdest
, labelOut

vℓi
→vdest

) (1 ≤ i ≤ d) such that
ri−1 does matchri if vℓi−1

, vℓi
are direct but not pseudo neighbors for alli.

• Case 3: There exists an anchor entryr0 = (vsrc , vdest , addrnxt , label
Out
vsrc→vdest

, delayvsrc ,vdest
) and there

exists a sequence of intermediate entriesri = (vℓi
, addrnxt , label

In
vℓi

→vdest
, labelOut

vℓi
→vdest

) (1 ≤ i ≤ d)

where(vsrc , vℓ1 , . . . , vℓd−1
, vdest ) is a workable path andri−1 matchesri if vℓi−1

, vℓi
are direct but not

pseudo neighbors for alli, but
∑d−1

j=1 C(vℓj
) > delayvsrc ,vdest

.

We must prove that each of Case 1, 2 and 3 occurs only with a probability that is a negligible function of
κ1 andκ2 which concludes the theorem.

Case 1 occurs, ifvsrc receives either a RREP or a RREQ message with a correctMACvdest ,vsrc . Let us
assume that the adversaryA cannot forgeMACvdest ,vsrc . Thus,MACvdest ,vsrc can only be generated byvdest im-
plying thatvdest generated and sent a RREQ or RREP message withvsrc as the destination, andlabelOut

vdest→vdest

is an application identifier. Moreover, asMACvdest ,vsrc is received byvsrc , there exists a sequence of nodes
(vs0

, vs1
, . . . , vsr−1

, vdest ) such thatvsi−1
, vsi

are direct or pseudo neighbors for all1 ≤ i ≤ r, wherevsrc = vs0

andvdest = vsr . This means that there is a workable path betweenvsrc andvdest which is a contradiction.

Page 45 of (60) c©UbiSec&Sens consortium 2006



UbiSec&Sens Deliverable D2.5

Therefore, Case 1 occurs only if the adversary successfullyforges a MAC. However, the probability of this
event is a negligible function ofκ assuming that the adversary runs in polynomial time.

Case 2 occurs, if forall workable paths(vℓ0 , . . . , vℓd
) betweenvsrc andvdest , there is at least one pair

vℓi−1
, vℓi

of honest nodes which are direct and not pseudo neighbors buthave no matching entries in their
tables. Let us assume thatA cannot forge any MACs. Asvsrc has anchor entryr0, vsrc receives either a
RREP or a RREQ message with a correctMACvdest ,vsrc . Thus, based on Case 1, there exists a workable path
vℓ0 , . . . , vℓd

betweenvsrc andvdest along which the request (or reply) message, denoted bymsg , is received
by vsrc . According to our assumption, there existsi such thatvℓi−1

, vℓi
do not have matching entries, however,

they are direct but not pseudo neighbors. AsMACprv
vℓi

,vℓi−1
can only be generated byvℓi

, vℓi−1
received an

msg ′ message (msg ′ 6= msg) with previous-hop MACMACprv
vx,vℓi−1

, whereMACprv
vx,vℓi−1

6= MACprv
vℓi

,vℓi−1
.

SinceMACvdest ,vsrc travelled through workable path(vℓ0 , . . . , vℓd
), vx is an adversarial node and the adversary

obtainedMACvdest ,vsrc from vℓi
. Therefore, bothvℓi

and vℓi−1
have an adversarial neighbor, which means

that they are pseudo neighbors. However, this contradicts to our assumption thatvℓi
and vℓi−1

cannot be
pseudo neighbors. Consequently, Case 2 occurs only if the adversary successfully forges a MAC. However, the
probability of this event is a negligible function ofκ assuming that the adversary runs in polynomial time.

Finally, in Case 3,delayvsrc ,vdest
denotes the delay of the travel ofMACvdest ,vsrc from its originator tovsrc

(either as a part of a RREQ or a RREP control message). Let us assume thatMACvdest ,vsrc cannot be forged by
the adversaryA. Thus, based on Case 1 and Case 2,MACvdest ,vsrc is received on workable path(vℓ0 , . . . , vℓd

).
As the node costs represent the minimum message delays at thenodes and the adversary cannot reduce the
delay at the non-corrupted nodes,

∑d−1
j=1 C(vℓj

) ≤ delayvsrc ,vdest
, which is a contradiction. Consequently, Case

3 occurs only if the adversary successfully forges a MAC. However, the probability of this event is a negligible
function ofκ assuming that the adversary runs in polynomial time.

10.3 Implementation and performance evaluation

In this subsection, we compare the performance of TinyLUNARand Secure-TinyLUNAR. Based on the avail-
able nesC source code of TinyLUNAR under TinyOS 2.x, we implemented Secure-TinyLUNAR by extend-
ing TinyLUNAR with the security mechanisms described in theprevious subsection7. In this way, Secure-
TinyLUNAR and TinyLUNAR are not separated chunks of code inside TinyOS, but they are integrated together
(they reside in the same source code files), and the application designer can decide which one he wishes to use
by defining theSECURE TINYLUNAR macro before compilation. In the lack of this macro, TinyLUNAR is
compiled without security extensions. Therefore, the interface description of Secure as well as non-Secure-
TinyLUNAR are identical. Regarding the security mechanisms, we employed CBC-MAC using Skipjack as
the block-cipher algorithm. They are available as parts of package TinySec [37] that is the standard security
package of TinyOS 2.x.

For performance evaluation, we used TOSSIM [46] which is a packet-level simulator for TinyOS 2.x. For
energy measurement, we extended TOSSIM with Powertossim 2 [72] that can be downloaded from the contrib
part of the TinyOS 2.x distribution. Although there exist different sensor network simulators, either they are not
capable of simulating several hundreds of nodes, or they require the application to be described in a different
language than nesC. In order to measure network delay, we extended the debug capability of TOSSIM. In
particular, each debug message is time stamped, where time is measured according to the simulation time line
of TOSSIM. A debug message is always printed out along with its timestamp.

10.3.1 Module description

As TinyLUNAR, Secure-TinyLUNAR directly interfaces to upper layers protocols or applications that need a
routing functionality in order to reactively establish a multihop path towards parametrically defined destination.

The label switching forwarder is used in conjunction with Secure-TinyLUNAR routing logic and other
control protocols that use label switching forwarding functionality.

The structure of the Secure-TinyLUNAR component is shown inFigure9. TinyLUNARC provides stan-
dard Send interface to upper layer applications that require routing functionality. The implementation of this
component contains formation of control routing messages,including the necessary MAC computations, and

7The code is available in the UbiSec&Sens subversion repository.
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handlers of route request and route reply messages respectively. The component interfaces with SocketC comm-
ponent which provides implementation of link layer label switching forwarding. The security mechanisms in
Secure-TinyLUNAR resides in TinyLUNARC exclusively, thuswe do not detail SocketC further.

Figure 9: Structure of the (Secure) TinyLUNARC component.

10.3.2 Simulation environment

Powertossim supports only MICA2 [18] motes with radio transceiver Chipcon CC1000 [17] and the AT-
mega128L [16] micro controller. We configured all nodes to operate at 900 MHz (output power set to 0 Dbm
and the transmission data rate is 19.2 Kbps) and the receive sensitivity is set to -110 dBm for all topologies.

Node deployment:We perform simulations on network topologies both with symmetric and asymmetric links.
The reason is that neither TinyLUNAR nor Secure-TinyLUNAR incorporates any asymmetric link detection
mechanism. Furthermore, we investigate 4 network topologies with 50, 200, 500, and 700 nodes with rect-
angular network fields of sizes 250× 250, 600× 600, 1000× 1000, and 1200× 1200 metres, resp. Nodes
are deployed uniformly at random. Considering these topologies and the above settings of the simulator, the
average number of neighbors is around 12 for all topologies.

Radio characteristics: According to the requirements of the UbiSec&Sens agriculture and vehicular scenarios,
we assume an outdoor environment with near ground transmissions. Thus, we approximate the environmental
parameters according to [75] and [91]. The link gains between nodes are calculated by following the log-normal
path-loss model. In this model, the received power at distanced is calculated by formula

Pr(d) = Pt − PL(d0) − 10η log10

(

d

d0

)

+ N (0, δ)

Here,Pt denotes the transmission (output) power,PL(d0) is the path-loss at reference distanced0, η is the
path-loss exponent, andN (0, δ) is a Gaussian random variable with mean 0 and varianceδ (standard deviation
due to multipath effects).

In our simulation model, a packet is delivered from a senders to receiverr, if the following conditions are
satisfied:

1. Pr(d) − N < SNRthreshold , whered is the distance between noder and nodes, N is the environmental
noise, andSNRthreshold is the predefined SNR (Signal-to-Noise Ratio) value adjusted by according to
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the PRR (packet reception rate) – SNR characteristic curve of CC1000 [75]. In all simulation runs, we
setSNRthreshold to 10.2 dBm which corresponds to 0.9 PRR.

2. Pr(d) > S, whereS denotes the receive sensitivity of the radio chip,

3. the radio of the receiver is turned on and it is in Rx mode,

4. and the receiver does not receive any other packet simultaneously.

If any of the above conditions does not hold, the packet is dropped.

MAC layer: PowerTossim uses the standard TinyOS 2 CC1000 radio stack, which includes the B-MAC de-
tailed in [65]. B-MAC is a CSMA protocol that employs clear channel assessment (CCA) and packet backoffs
for channel arbitration, link layer acknowledgements for reliability, and low power listening (LPL) for low
power communication. In our simulation runs, we use the default B-MAC settings (i.e., CCA is enabled, LPL
is disabled, the initial back-off time and the back-off timein case of congestion are chosen uniformly at ran-
dom).

Simulation scenario: For each simulation run on each topology, we select a source-destination pair uniformly
at random, where the source initiates a topology discovery towards the destination. After a successful discovery,
the source sends a data packet containing 6 bytes. The simulation ends when the destination receives the data
packet, or the maximum simulation time expires. This simulation run is repeated for both TinyLUNAR and
Secure-TinyLUNAR in order to provide sufficient number of patterns for statistical measurements. Although
a source-destination pair is selected randomly for each run, we provide the pseudo random number generator
used in TOSSIM with predefined seed, whereby we achieve that Secure-TinyLUNAR and TinyLUNAR are
executed with the same source-destination pair in each run.

10.3.3 Figures of merit

Depending on the routing objectives, there is a multitude ofutility functions of routing protocols in wireless
sensor networks. As TinyLUNAR uses time as the default routing metric, we measure network delay during the
simulation runs. Particularly, we measure the time which elapses between the generation of the RREQ message
at the source node and the reception of the data packet at the destination. This can be further divided into two
parts: the delay of the route discovery process (from the generation of the RREQ until the reception of the
respective RREP message at the source node) and the delay of data forwarding (from the transmission of the
data packet at the source until its reception at the destination).

In addition, all routing protocols put a great effort on minimizing energy consumption (including Tiny-
LUNAR), thus we also measure the average of all nodes’ energyconsumption. In particular, we evaluate the
computational and transmission costs by measuring the energy consumed by the Micro Controller Unit (MCU)
and by the radio transceiver, resp.

Finally, we also evaluate the delivery ratio in those scenarios where links can be asymmetric. For the
symmetric case, all packets were delivered successfully asradio interference is not considered in Powertossim
2.

10.3.4 Simulation results

Delivery ratio: The delivery ratio is shown in Table1.
The most common reason for the degraded packet delivery ratio is that RREP messages cannot be delivered

back to the source from the destination, and thus the corresponding (pending) routing entries caused by the
RREQ messages are purged after a certain time. This frequently happens in networks having nodes with asym-
metric links, as the reception of an RREQ message does not imply that the sender is reachable. Although there
exist several mechanisms to detect and eliminate asymmetric links from route discovery process, TinyLUNAR,
and thus Secure-TinyLUNAR, do not use either of them. That isthe reason that we decided to evaluate the
performance of both protocols in case of symmetric links too.
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Topology Secure-TinyLUNAR TinyLUNAR

50 nodes 0.628 0.758
200 nodes 0.4401 0.4832
500 nodes 0.2436 0.3034
700 nodes 0.2159 0.25

Table 1: Resulted delivery ratio with different network sizes. Links between nodes can be asymmetric.

The delivery ratio of Secure-TinyLUNAR is slightly worse than the delivery ratio of TinyLUNAR, as the
probability of discovering a longer route towards the destination in terms of hop count is greater, and thus asym-
metric links also occur more likely. Here we note that a node which receives a previous-hop MAC processes
the RREQ message immediately and forwards that in our implementation. Thus, it might occur that neighbors
that are farther from the destination in terms of hop count has a bigger chance to deliver the RREQ message to
the destination sooner than those nodes which are closer butreceive the corresponding previous-hop later. This
results in better network delay due to the less channel contention but causes worse delivery ratio.

The reason that delivery ratio degrades with network sizes is straightforward. In larger networks, there are
more intermediate nodes between a randomly selected node pair on average than in smaller networks, and thus
the probability that there is at least one asymmetric link onthe discovered route is also higher.

Energy consumption: The energy consumption in case of symmetric links is shown inFigure10. One can
observe that while in small networks the radio and mcu energyconsumption is comparable in case of Secure-
TinyLUNAR, in large networks the energy spent on radio communication is approx. 30% larger than the energy
consumed by the MCU. The reason is that route discovery takesmore time in larger networks on average (see
below) which results in prolonged idle time for the radio transceiver. As low-power listening is not enabled by
default, the transceiver consumes considerably energy even if it is not used. This also causes the overall energy
consumption in larger networks to be greater than in smallernetworks.

It is also easy to see that the computation overhead of TinyLUNAR and Secure-TinyLUNAR is almost the
same that might be surprising at first glance (To be more precise, Secure-TinyLUNAR consumes about 3%
more computational energy than TinyLUNAR). This proves that the employment of pairwise MACs causes
minimal overhead in terms of computation. However, the communicational overhead is about 5 times larger in
small networks and 9 times larger in large networks than in TinyLUNAR. One obvious reason is that applying
MACs results in 88 bytes extra overhead per packet on average(one source MAC and 10-12 previous-hop
MACs). Second, as we have not integrated Secure-TinyLUNAR with MAC (Medium Access Layer) layer,
our ”pseudo” broadcast mechanism used to propagate RREQ messages causes increased overhead in the MAC
layer. Note that the communicational overhead is slightly larger in Secure-TinyLUNAR in small networks in
case of asymmetric links than in case of symmetric links. However, in general, as one can see in Figure11,
energy consumption does not vary in case of asymmetric linkscompared to the symmetric case because only
some RREP messages and the corresponding data messages are failed to be delivered which do not influence
the energy consumption substantially (they are propagatedalong with a single path, whereas route requests
flood the entire network).

Network delay: The network delay is shown in Figure10for symmetric links, and in Figure11for asymmetric
links. In symmetric case, the network delay of Secure-TinyLUNAR is about 7 times larger than the network
delay of TinyLUNAR in all networks. The reason is that the usage of the ”pseudo broadcast” scheme in Secure-
TinyLUNAR can cause substantial network delay. In particular, a node can only forward a RREQ message if
the corresponding previous-hop MAC is received. However, the sender needs to transmit a MAC per neighbor
which may take considerable time due to channel contention.One can observe that about 85% of the total delay
is the route discovery delay and only 15% is the data forwarding delay.

In asymmetric case, the network delay are slightly better inall networks than in symmetric case. Par-
ticularly, the total network delay decreases with about 12%. This can be explained by the less number of
transmissions caused by asymmetric links.
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(c) Energy consumption (200 nodes).
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Figure 10: Energy consumption and network delay measurements in case of symmetric links. The whiskers on
the top of the bars correspond to the 95% confidence interval of the average.

11 Summary

We developed a secure label-switching routing protocol forwireless sensor networks, called Secure-
TinyLUNAR. Secure-TinyLUNAR is the secure variant of TinyLUNAR, which is an efficient reactive routing
protocol for wireless sensor networks. After showing that TinyLUNAR is vulnerable to several impersonation
attacks, we designed Secure-TinyLUNAR, which provides thefollowing security guarantees:

• Each node generates a MAC per neighbor on the request message, and unicasts the request along with
the respective MAC to each neighbor. Although this previous-hop MAC is updated at each hop, the
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Figure 10: Energy consumption and network delay measurements in case of symmetric links. The whiskers on
the top of the bars correspond to the 95% confidence interval of the average.

communication and computation costs depend on the number ofthe neighbors. A reply message also
contains a previous-hop MAC that is updated at each hop, but it is always sent to one neighbor which
results in a constant overhead for all intermediate hops.

• The source and destination nodes attach a MAC to each message. As this MAC is generated by using the
pairwise shared key of the source and destination nodes, intermediate nodes need not verify this MAC
saving some resources. Nevertheless, the protocol is provably secure, even if these MACs are not verified
by intermediate nodes.

We adapted our simulation-based model to secure label-switching routing, and showed that Secure-
TinyLUNAR is provably secure in this model. This model is only concerned with attacks aiming to corrupt
the routing entries, different attacks like DoS attacks or rushing are not considered. For instance, Secure-
TinyLUNAR is exposed to DoS attacks where unauthentic forged control messages can traverse several hops
before being dropped.

Finally, we implemented and evaluated the performance of Secure-TinyLUNAR in TOSSIM under TinyOS
2.x.8 We measured the network delay, energy consumption and delivery ratio in different networks containing
symmetric and asymmetric links. We concluded that while theconsumed computational energy is comparable
to TinyLUNAR, the employed security mechanisms introduce substantial communicational costs and network
delay. This is mainly caused by the usage of unicast communications instead of broadcast communications
between nodes in the route discovery phase. However, we analytically justified that this is still more favourable
than employing digital signatures with broadcast communication.

12 Related work

In [38], the authors map some adversary capabilities and some feasible attacks against routing in wireless sensor
networks, and they define routing security implicitly as resistance to (some of) these attacks. Hence, the security
of sensor routing is only defined informally, and the countermeasures are only related to specific attacks. In
this way, we even cannot compare the sensor routing protocols in terms of security. Another problem with this
approach is the lack of a formal model, where the security of sensor routing can be described in a precise and
rigorous way. While secure messaging and key-exchange protocols are classical and well-studied problems in
traditional networks [5, 63], formal modelling of secure routing in sensor networks hasnot been considered so
far. The adversarial nodes are also classified into the groups of sensor-class and laptop-class nodes in [38], but
the capabilities of an adversarial node regarding message manipulations are not discussed.

The simulation paradigm is described in [63, 14]. These models were mainly proposed with wired net-
works in mind typically implemented on the well-known Internet architecture, and the wireless context is not

8The code is available in the UbiSec&Sens subversion repository.
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Figure 11: Energy consumption and network delay measurements in case of asymmetric links. The whiskers
on the top of the bars correspond to the 95% confidence interval of the average.

focused there. In our opinion, the multi-hop nature of communications is an inherent characteristic of wireless
sensor networks, therefore, it should be explicitly modelled. In more particular, the broadcast nature of com-
munication enables a party to overhear the transmission of amessage that was not destined to him, however,
this transmission can be received only in a certain range of the sender. The size of this range is determined
by the power at which the sender sent the message. Another deviation from [63] is the usage of the security
objective function in the definition of security. In [63], the indistinguishability is defined on the view of the
honest parties (on their input, states, and output) in the ideal-world and in the real-world models. However, an
adversary can distort the states of the honest parties in unavoidable ways, and hence, the classical definition
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Figure 11: Energy consumption and network delay measurements in case of asymmetric links. The whiskers
on the top of the bars correspond to the 95% confidence interval of the average.

would be too strong and no routing protocol would satisfy it.On the other hand, our model is compliant with
[63] considering high-level connections between nodes. In [63], the standard cryptographic system allows us to
define each high-level connection as secure (private and authentic), authenticated (only authentic), and insecure
(neither private nor authentic). In this taxonomy, the communication channel between two honest nodes can be
either insecure or secure in our model. If an adversarial node is placed in the communication range of one of
the communicating nodes, then it is considered to be an insecure channel. If the adversary can reach none of the
communicating nodes, the channel between that nodes is hidden from the adversary, and thus, it is considered
to be secure.

In the literature, there are some prior works [43, 86, 52, 60] that also used formal techniques to model the
security of multi-hop routing protocols. However, they were mainly proposed for ad hoc network routing, and
they either inherently differ from simulation-based models [86, 52, 60] (the model proposed in [52] is based
on CPAL-ES, and the model in [86] is similar to the strand spaces model), or they are limited to model some
protocol specific attacks (like rushing) [43].

In contrast to this, in our work, we are concerned with more general security objectives.
Our work is primarily based on [13, 95]. Here, the authors also use the simulation paradigm to prove the

security of routing protocols in wireless ad-hoc networks.However, our model differs from the models in
[13, 95] in two ways:

• Adversary model: The adversary in [13] and [95] is assumed to have the same resources and commu-
nication capabilities as an ordinary node in the network. Therefore, that adversary model deviates from
the so-called Dolev-Yao model in [21]. In our work, the adversary also uses wireless devices to attack
the systems, and it is reasonable to assume that the adversary can interfere with communications only
within its power range. The adversarial nodes belonging to the sensor-class nodes has the same resources
and communication capabilities as an ordinary sensor node,but a more resourced adversarial node (e.g.,
laptops) may affect the overall communication of an entire part of the network depending on the power
range of the resourced adversarial device. That resourced devices also make the adversary able to perform
more sophisticated message manipulations.

• Modelling security objectives: In ad hoc networks, nodes construct routes between a sourceand a desti-
nation [61, 36], whereas sensor nodes should build a complete routing topology for the entire network.
In case of sensor networks, the only destination for all nodes is the base station [3]. In addition, sen-
sor nodes are resource constrained, which implies that we also need to model the energy consumption of
sensor nodes, since several attacks impacts the network lifetime. These differences from ad hoc networks
has yielded a wide range of sensor applications, and thus, sensor routing protocols [3] are much diverse
than ad hoc routing protocols. Hence, the security objectives cannot be modelled uniformly for sensor
routing protocols.
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TinyLUNAR is a reactive routing protocol for wireless sensor networks that is proposed in [59]. The main
design objective of TinyLUNAR was to support multiple communication patterns for both data-centric and
address-centric communications, where functional universality is gained at the expense of increased complexity.
TinyLUNAR is based on LUNAR (Lightweight Underlay Ad hoc Routing) which is an ad hoc network routing
protocol [78] employing the label switching (or virtual circuit) routing paradigm. By adopting this paradigm,
the authors showed that it is feasible to implement TinyLUNAR under TinyOS 2.x using only one byte field
of the IEEE 802.15.4 MAC header [26] per packet for making packet forwarding decisions during the data
forwarding phase. This makes TinyLUNAR a more effective routing protocol than e.g., tinyAODV (which is
the adaptation of AODV [61] to wireless sensor networks) in such networks where nodes are stationary or show
moderate mobility.

Many secure routing protocols have been proposed for wireless ad hoc networks [32], from which ARAN
[68] is the most related to Secure-TinyLUNAR. Similar to ARAN, Secure-TinyLUNAR also uses time as the
default routing metric. However, compared to ARAN that usestwo signatures per routing messages, Secure-
TinyLUNAR considers the specifics of sensor nodes and employs only MACs, where an intermediate node
performs only two MAC generations. In addition, MACs have a shorter size and less computation overhead
than signatures. Besides that, Secure-TinyLUNAR is also provably secure in a similar simulation-based model
like ARAN.

There have been proposed some secure routing protocols for wireless sensor networks [83] [20]. In [20], the
authors propose an intrusion tolerant routing protocol, called INSENS, for wireless sensor networks. INSENS
is a centralized link-state routing protocol, where each node sends its local neighborhood information to the
base station, which then computes the forwarding table of each node. Similar to Secure-TinyLUNAR, INSENS
is also provably secure in a simulation-based model adaptedto secure link-state routing. However, INSENS is
not scalable to large-scale networks due to its centralizednature, and the base station is a single point of failure.

In [83], a family of configurable and secure routing protocols is proposed for wireless sensor networks
called SIGF. The authors did not provide a formal security analysis of SIGF, but they evaluated the performance
of SIGF in various environments containing malicious nodes. As SIGF consists of position based routing
protocols, it is intended for those sensor networks where each node is capable to obtain its geographic position.
This assumption holds only for a few sensor applications dueto its high induced cost in terms of additional
hardware needed in the sensor nodes.
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[2] G. Ács, L. Buttyán, and I. Vajda. Modelling adversaries and security objectives for routing protocols
in wireless sensor networks. InProceedings of the ACM Workshop on Security in Ad Hoc and Sensor
Networks (SASN), 2006.

[3] J. N. Al-Karaki and A. E. Kamal. Routing techniques in wireless sensor networks: a survey.IEEE
Wireless Communications, 11:6–28, 2004.

[4] K. Balakrishnan, J. Deng, and P. K. Varshney. Twoack: preventing selfishness in mobile ad hoc networks.
In Proceedings of the IEEE Wireless Communications and Networking Conference (WCNC), pages 2137–
2142, 2005.

[5] M. Bellare, R. Canetti, and H. Krawczyk. A modular approach to the design and analysis of authentication
and key exchange protocols. InProceedings of the ACM Symposium on the Theory of Computing, 1998.

[6] R. Blom. Non-public key distribution. InAdvances in Cryptology (Crypto), pages 231–236, 1982.

[7] C. Blundo, A. De Santis, A. Herzberg, S. Kutten, U. Vaccaro, and M. Yung. Perfectly-secure key distri-
bution for dynamic conferences. InAdvances in Cryptology (Crypto), pages 471–486, 1992.

[8] D. Braginsky and D. Estrin. Rumor routing algorithm for sensor networks. InProceedings of the ACM
International Workshop on Wireless Sensor Networks and Applications (WSNA), 2002.

[9] S. Brands and D. Chaum. Distance-bounding protocols. InProceedings of the Workshop on Theory and
Application of Cryptographic Techniques, 1993.

[10] P. Bryan, A. Perrig, and V. Gligor. Distributed detection of node replication attacks in sensor networks.
In Proceedings of the IEEE Symposium on Security and Privacy, 2005.

[11] M. Burmester and B. de Medeiros. Towards provable security for route discovery protocols in mobile ad
hoc networks, 2007.
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[94] G. Ács and L. Buttyán. Secure routing in wireless sensor networks. InWireless Sensor Network Security
(Cryptology and Information Security Series), Eds. J. Lopez and J. Zhou. ISBN: 978-1-58603-813-7, IOS
Press, 2008.
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