
© UbiSec&Sens consortium 1

UbiSec&Sens
Ubiquitous Sensing and Security in the European Homeland

FP6-2004-IST-4

PRIORITY IST-2004-2.4.3
Towards a global dependability and security framework

Instrument: Specific Targeted Research Project (STREP)

www.ist-ubisecsens.org



© UbiSec&Sens consortium 2

U.K.NEC Network Development Laboratories08
GermanyRuhr University Bochum07

HungaryBudapest University of Technology and 
Economics06

PortugalINOV05
GermanyIHP Microelectronics04
FranceINRIA03
GermanyRWTH Aachen02
GermanyEURESCOM – Coordinator01

Uwe Herzog
EURESCOM 
herzog@eurescom.de

Co-ordinatorContract No: 26820
EU Contribution: 1.9 MEUR
Starting Date: 1/1/2006
Duration: 36 month

Partners



© UbiSec&Sens consortium 3

Project Goals

• to provide a security and reliability architecture for medium and 
large-scale WSNs acting in volatile environments,

• apply a radically new design cycle for secure sensor networks,

• to provide a complete toolbox of security and reliability aware components
for sensor network application development,

• focus on the intersection of security, routing and in-network processing,

• solutions will be prototyped and validated in the representative WSN
application scenarios of agriculture, road services and homeland security
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Objectives 

• flexible routing and in-network processing,

• concealed data aggregation, 

• data aggregation with discrepancy query and multiple monitoring sensors,

• encrypted distributed data storage,

• enhanced key pre-distribution,

• provably secure routing,

• resilient data aggregation,

• pairwise/groupwise authentication or re-recognition,

• energy-efficient components
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Strategy

design cycle is an iterative process to

• incorporate a balanced security level right from the beginning, and

• ensure the energy-efficient and storage-sensitive cross-layer integration and 
optimisation of the security features. 

Assumptions

• device classes: both, tamper resistant and non-tamper resistant devices

• radio standard: IEEE 802.15.4 WPAN
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Dolev-Yao:

WSN adapted
Dolev-Yao:

Paradox
state of the art:

Threat-Model
with up to

5 years delay [Gligor05]

Design Options
Tamper-resistant unit ( ⇒ too expensive)

“Probabilistic” security ( ⇒ attacker receives only limited gain)
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Traffic Pattern…
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“How to conceal WSN traffic?”

Option 1: Hop-by-Hop Encryption
Pros:

available (RC5 [TinySec],

AES-CCS64 [IEEE 802.15.4])
Cons:

trade-off between system security vs. 
aggregator node election flexibility

lack of security at aggregating backbone 
nodes

additional energy for enc/dec operation in 
the backbone

Option 2: End-to-end Encryption
Pros:

saves energy consuming encryption 
operations in the backbone

no lack of security at aggregating backbone 
nodes

most flexible for aggregator node election 
process over different epochs

nohighpairwise keys

mediummediumgroupwise keys

highno systemwide key

flexibilitysystem security Option 2a: E2E-E Option 2b: E2E-E 

Cons:
How to achieve?

Cons:
high trans. overhead

Pros:
low trans. overhead 

Pros:
available (RC5, AES..)
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Concealed Data Aggregation (CDA):

additive/multiplicative privacy homomorphism (PH)

a+b=Dk(Ek(a)⊕Ek(b))
a·b=Dk(Ek(a)⊗Ek(b))

with groups (Q,+),(Q,·), (R,⊕),(R,⊗) and

E: K×Q → R
D: K×R → Q

with a,b∈Q,and k∈K

aggregation functions 
- average, 
- variance and 
- movement detection
- no min/max 

suits also for aggregator hierarchies 
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Application I (Agriculture)

- protection of the cultivated plants from fungal diseases
- plant protection has a special meaning due to the high quality 

requirements
- sensors for the collection of the weather process can be the basis for 

prognosis models for pest control
- plausibility, in-network processing of the “average”, distributed and 

replicated storage of monitored data
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Ubiquitous Sensing and Security in the European Homeland

Application II (Road Service)

- driver receives information about the current road status at critical points
on the road ahead (Daidalos II)

- WSN is connected to a fixed network (Daidalos II)
- fluctual information can then be incorporated into a digital route planner

response and will be displayed on an on-board unit 
- WSN requires a long lifetime, high reliability and robustness
- authentication, confidentiality, plausibility, real-time responsiveness 
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Application III (Homeland Security)

- detect/mitigate the effects of terrorist nuclear, chemical and bio-chemical 
attacks in public places (airports, bus stations, train stations, underground 
metro, stadiums)

- protection of special high risk events, like party conventions, political 
demonstrations, visits of controversial people

- WSN highly reliable and robust even if considerable parts of the WSN are 
dormant, already inactive or destroyed

- “maximum/minimum” aggregation functions , encrypted data storage
- strong link to ESDP, roll-out at EU-25 border
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WSN Security Toolbox Concept
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http://www.ist-ubisecsens.org


