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Abstract

Please note that this Deliverable D2.% an extension Deliverable to D2.4. Compared to D2.4, this
Deliverable includes the evaluation resultsTBlUK key predistribution scheme with i) physical testbed
experiments and ii) with AVRORA simulations. The purposéhi$ Deliverable is to present our activities on
the specification and simulation of key predistributionesules.

Key management in WSN has generated considerable work iaghgears and many key establishment
protocols have been proposed. Instead of developing y¢henprotocol, we have decided to focus our
efforts on two topics that have not been extensively stuiig¢de past, but that we consider very important,
namely keying for convergecast traffic and key pre-distidsuprotocols for multi-phase WSN.

This document is composed of 6 main sections. The first seiian introduction of key predistribution
protocols in WSN. Section 2 presents existing key prethistion schemes. Section 3 summarizes the
motivation of our activities and our main contributionsprely TAUK (a new key establishment protocol for
convergecast traffic) arioK (a new key pre-distribution protocol for multi-stage WSSgction 4 and
Section 5 details our new protocols, nam&AUK andRoK. Finally, Section 6 describes the implementation
of the TAUK andRoK protocols under TinyOS.
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Executive summary

The overal goal of work package WP2 “Network Security” is &sigin and implement security protocols and
mechanisms for WSN networks. This work-package is compogédlifferent tasks: authentication, concealed
data aggregation, key predistribution and provable seoutting. The purpose of Deliverable D2.4 is to present
the project activities on the specification, simulation angdlementation of key predistribution schemes.

Key management in WSN has generated considerable work ilashgears and many key establishment
protocols have been proposed. Instead of developing yéhamnprotocol, we have decided to focus our efforts
on two topics that have not been extensively studied in tisé jpat that we consider very important, namely
keying for convergecast traffic and key pre-distributiontpcols for multi-phase WSN.

This document describes two new key pre-distribution groiy namelyTAUK (a new key establishment
protocol for convergecast traffic) aibK (a new key pre-distribution protocol for multi-stage WSTAUK is
a solution for end-to-end encryption of converge-casfitrafith a simple key pre-distribution scheme causing
additional data only logarithmic in the number of sensorfie Echeme is robust with respect to unreliable
channels, exhausted nodes and routing flexibility. It sugp@freshing the keys at the nodes, which has so
far been fully neglected. This deliverable also descriReK, a new key pre-distribution scheme that allows
sensors of different generations, i.e. deployed at diffietienes, to establish secure channels. We show that a
network that is temporarily attacked automatically sed&ls, i.e. recovers its initial state when the attack stops.
In contrast, with existing schemes, an attacker that ctsrapcertain amount of nodes compromises a given
fraction of the total number of secure channels. This raioains constant until the end of the network, even
if the attacker stops its action.

Page 3 of §9) (©UbiSec&Sens consortium 2007
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1 Introduction

The purpose of this deliverable is to present our curreritiies on the specification and simulation of key
predistribution schemes. This is the preliminary versibthe deliverable D2.4, that is due in Month 24 i.e. in
6 months.

Key management in WSN has generated considerable work ilashgears and many key establishment
protocols have been proposed. Instead of developing yéhamnprotocol, we have decided to focus our efforts
on two topics that have not been extensively studied, butvieaconsider very important, namely keying for
convergecast traffic and key pre-distribution protocotsnfimilti-phase WSN.

This document is composed of 4 main sections. The first segiesents existing key predistribution
schemes. Section 2 summarizes the motivation of our detvind our main contributions, nameéhAUK
(a new key establishment protocol for convergecast tradifRoK (a new key pre-distribution protocol for
multi-stage WSN).

Section 3 describeSAUK , a new key pre-distribution scheme for converge-cast ¢rafffhe use of
converge-cast traffic and in-network processing to minarttze amount of transmitted data is a frequently
used approach to increase the lifetime of a wireless semaork (WSN). Consequently when aiming at se-
curity for WSNSs, one has to focus primarily on protectingttyipe of traffic. Some recent proposals support the
encryption of converge-cast traffic with in-network pragiag. However, they either require the transmission
of the sensors’ IDs, creating additional data overheadafie the number of sensors, or require an elabo-
rate key pre-distribution mechanism. We propose a soldtioend-to-end encryption of converge-cast traffic
with a simple key pre-distribution scheme causing addiiatata only logarithmic in the number of sensors.
The scheme is robust with respect to unreliable channelgusted nodes and routing flexibility. It supports
refreshing the keys at the nodes, which has so far been fedjiented.

Section 4 describeRoK, a new key pre-distribution scheme that allows sensorsffd@rdnt generations,
i.e. deployed at different times, to establish secure oblanrin the proposed scheme, the predistributed keys
have limited lifetimes and are refreshed periodically. \Weve that a network that is temporarily attacked au-
tomatically self-heals, i.e. recovers its initial stateemtthe attack stops. In contrast, with existing schemes,
an attacker that corrupts a certain amount of nodes compesnai given fraction of the total number of secure
channels. This ratio remains constant until the end of thear&, even if the attacker stops its action. Fur-
thermore, we show thatRoK based network that is constantly attacked is much lesstaffdban a network
that uses existing key pre-distribution protocols. Ourysiga and simulation results demonstrate thatRaK
scheme outperforms tHRKP scheme proposed by Eschenauer and GlighrThe number of active compro-
mised nodes can be reduced by a factor of 10. The securityrgroposal is based on the assumption that
it takes time for an adversary to physically compromise eenand get their keys. Since in our proposal, the
key vulnerability period, i.e. the time that attacker hasdaeorupt useful keys, is reduced, security is improved
significantly. We show that it is possible to control the séguof wireless sensor networks by limiting the
lifetime of sensors and by deploying new ones periodicallge analytical model, derived in this document,
can be used to compute, according to the security objectindghe attacker model, the network parameters,
i.e. the sensor lifetime and re-deployment period.

2 Key Pre-Distribution: Deterministic and Probabilistic A pproaches

The key management in wireless sensor networks is usuadlyrided by the means oflkey pre-distribution
process which requires the upload of some usually secmtniraition into the sensor nodes prior to their de-
ployment within the network. This secret information mather (i) represent a concrete secret key, or (ii) be
some auxiliary information which will help nodes to deribetactual secret key through interaction after being
deployed in the network. Most of the currently available sy@tric key pre-distribution approaches fall into
one of the following categoriesieterministicor probabilistic

However, in the following section we will briefly emphasizehy a standard hybrid approach, i.e. using
public key cryptography to establish a private key for fartctommunication, is not an option for most of the
foreseen scenarios in WSN.

(©UbiSec&Sens consortium 2007 Page 10 of%9)
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clock frequency| 7.37TMHz
supply voltage | 3V

Iopy 12 mA
Ecpu,s 36 W
ECPU,c 4.88n.J
Lsen 17.4 mA
Irec 18.8 mA
FEsen 2090 pr
FErec 226 pr

Table 1: Used values for estimation

Public key based Key Establishment

A natural approach for key-establishing would be to use rdstadhybrid approach, i.e. to use an asymmetric
or public key algorithm to establish a symmetric (or priyatey for further encryption, integrity checks, and
authentication. This is especially interesting, becahgecommunication overhead with a hybrid approach
is very small compared to recently proposed key establishrapproaches such ag]] On the other hand,
asymmetric algorithms such as RSA or ECC require huge catipoal effort.

In the following we will estimate the energy consumptionwbtkey-establishing protocols, namely the ba-
sic probabilistic or random protocdlf(EG) and the Diffie-Hellmann protocol based on ellipticvas (ECDH).
We assume Micaz motes clockedra®7 MHz to be used. At a supply voltage 8Molt the Micaz mote draws
a current oflcpyy = 12 mA, when the CPU is operating. From this we can calculate tieegy consumption
per seconEcpy,s = 12mA x 3V = 36W and per clock cycl&Ecpy,. = 7@%}][{2 = 4.88n.J. Furthermore,
we assume its radio device (Chipcon’s CC2420) to be opetaiitrd) dB. From P8] we see that the current
consumption for sending and receivindlis,, = 17.4 mA and/,.. = 18.8 mA, respectively. The radio device
is compliant with the 802.15.4 standard (Zigbee) and hadfantiwe data rate o250 kbps. Therefore we can
calculate the energy consumption for sending and receivimgbit by F,.,, = % = 209u.Jpb and

Erec = % = 226..Jpb, respectively. Tablé summarizes all these values. In TinyOS by default each
message consists of 10 bytes header and 29 bytes paylo&keZgpecifies a maximum packet length of 128
Bytes. Therefore the maximum payload is theoretically 1$8&B 044 bits). If more tharf44 bits are trans-
mitted, the message has to be split into many chunks, sutkedch of them fits into one packet. Therefore,
the overhead for a sent message of any protoc#l is| 557 |, wherez denotes the amount of bits.

The basic random key-establishment protocol (EG) is dasdrin detail in2. Basically it consists of three
phases: thénitialization phasedirect key establishment phased thepath key establishment phashe first
phase is performed prior to deployment, hence it is not dastininvestigation. For the sake of simplification
we assume that all nodes share a key, hencpdtiekey establishment phasanot required. The second phase
consists of two steps: During trehared key discoverghase all nodes broadcast a list of short identifiers of
all keys they have in thekey ring The length of the short key identifiét.,, is depending on the size of the
key pool(kp) and can be derived by the following equatidi., = [log2(kp)]. Hence, the first broadcast

message consists b [y, + 80 * (kpg*i’fy} bits. Since a node will also receives this message fromsatljt

neighbouring nodes, each node will receivg * (kp * ey + 80 * (%}) bits.

If two nodes share a common key —which is assumed for the daimplification— a challenge-response
protocol is invoked. In the following we use the mutual autieation protocolll; 1, which is also described
in detail in the UbiSec&Sens project’s Deliverable D2.2n®iII;_; is a mutual authentication protocol it is
only invoked[ =] times. In thell, _; protocol the first of three sent messages consistHéflit challengec,
and the short identifier of the common key, hef0et- 64 + I, bits are transmitted and receive&- | times.
The second message consists of two identifidps and I D,. for sender and receiver, twit bit challenges:;
andc,, and the output of a keyed pseudo-random functipnThe node identifier havie, = [loga(n)], where
n denotes the amount of nodes in the WSN. The last messagetsooiiD;, ¢, and ;.

The receiver of message one has to compuyteand the receiver of message two has to verifyand
to computeus, hence the keyed pseudo random function is invoked twice.a¥%eme the AES to be used

age 0 1SecC ens consortium
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as the keyed pseudo random function. The AES can be impleahdat the Micaz motes in software to
perform one encryption i4.58 ms, hence the energy consumption for one generatiqn of pi; IS Fepe =
14.48ms ECPU,s = 1.5TmJJ.

Inthe EG protocol all togethe .., = Esen s (80% [ ST 4 koyyrin gl ey, + 200 5 (80534 Uy + 64
4+11p*3+2+64)) bits are sentanflq,,, = Erec* 0% (80%5+ ey * (keyring*2+1)+4x6443xl1p +2x64))
bits are received. The computational effélitc .., = 3 *ny * Egnc is very small, because only three times
the AES is processed. Note that in our estimations we neglébt computinal effort to find a common key in
the lists of short key identifiers.

For comparison we chose the Diffie-Hellmann protocol basedlliptic curves (ECDH). The ECDH pro-
tocol consists of two steps: first, each nodes broadcasgalitic key, and upon receiving of the public key
of all theny neighbours, subsequently the common key for all neighbisuralculated. The public kel K
consists of two coordinates (x,y) of a point on the ellipticve that are derived by the multiplication of a
publicly known base point: with a secret integek, i.e. PK = k x G. When a nodé5; sends its public key
PK; = k1 * Gto anodeS; and also receiveS,’s public key PK, = ky * G the common keys » is derived
as follows: K19 = PKy * ky = ki x ko x G = k1 * PK». That is, only one point multiplication is required
to establish a common key between two nodes. Note that ackettaan easily insert malicious nodes into
the network if no authenticated key-agreement protocoh ®stECMQV is used. However, if we assume a
boot-strapping phasef the WSN, where we can guarantee that no attacker is in W8BHEis sufficient. For
example, such a boot-strapping phase could happen on &ss®iprior to deployment.

We chose theecp160rZlliptic curve as standardized by the SECG2 consortiumglvhas a security level
that is equivalent to a symmetric algorithm wiih bits. Since the public key consists of the (x,y)-pair witi)
bits each, in our case the first message of the ECDH protocsists of80 + 320 bits. Each node also receives
this message y times. Hence, the ECDH protocol has an energy consumptidizef,, = Fer, * (80 + 320)
for sending anEgc,.. = Erec * ny * (80 + 320).

The point multiplication is very energy demanding on a Migazte. The fastest known implementation of a
point multiplication for the secp160r1 elliptic curve orb8-micro processors such as Micaz motes is published
by SUN [27] and require9).81 s. During the UbiSec&Sens project we implemented the faktesvn modular
multiplication [26], which claims for about 77% of a point multiplication on &-micro processors such as
Micaz motes. Together with the figures from SUN, we estimatedptimal point multiplication to still require
0.76 s. Unfortunately, the point multiplication has to be penfied for all neighbours once. This leads to a total
estimated energy consumption of the ECDH protocabgt, ., = 0.76 x ny * Ecpy.

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 1: Estimated energy consumption of the EG and the E@Btbcol on a Micaz mote depending of the
amount of neighbours. The settings for all three figuresasées = 400, kp = 10000, andkeyring = 250.

Figurel compares the estimated energy consumption of the EG anddbéiprotocol on a Micaz mote
depending of the amount of neighbours. The settings fohadlet figures arenodes = 400, kp = 10000,
and keyring = 250. Figurel1(a) shows that the EG protocol consumes nearly double the effiergndio
communication compared to the ECDH and that this differenceeases with an increasing amount of neigh-
bours. However, as we can see from Figlifie) the ECDH protocol consumes nearly two orders of magnitude
higher energy for computation compared to the EG protocadlthis difference also increases with an increas-
ing amount of neighbours. Therefore, the total energy acmpsion of the ECDH protocol is always about two
orders of magnitudes higher compared to the EG protocotpiaddent of the amount of neighbours.

(©UbiSec&Sens consortium 2007 Page 12 of%9)
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(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 2: Estimated energy consumption of the EG and the E@Dtbcol on a Micaz mote depending on the
size of the keyring. The settings for all figures ameides = 400, kp = 20000, andny = 40.

Figure2 compares the estimated energy consumption of the EG anddbBéiprotocol on a Micaz mote
depending on the size of the keyring. The settings for alrég@arenodes = 400, kp = 20000, andny = 40.
From Figure2(a) we see that the radio energy consumption of the ECDH pro&tegk constant independent
of the keyring size, while the energy consumption of the E@qmol increases linearly. From Figu2¢b) we
see that the energy consumption of both protocols staysamtneut ECDH consumes more than two orders
of magnitude more energy than EG. Fig(e) reveals that the EG protocol requires less energy compared t
the ECDH protocol as long as the keyring size is below aboQ078Vith larger keyring sizes ECDH is more
energy efficient than EG.

However, the above used, straight-forward implementadbtihe basic probabilistic scheme (EG) is not
optimal. Assume that the key ring of each node is comprisekeg$ K;p , that are drawn from the key
pool not completely randomly, but with the following algbwin: K;p , = hash(ID|r|x)modkp, wherel D
denotes the identifier of a nodedenotes the index of the key rinkygsh() denotes an arbitrary hash function,
r denotes a randoy-bit value, andcp denotes the size of the key pool. Then, each node only hasaoltast
its I.D and itsr, independent of the key ring size. Upon receiving fiizand ther of the neighbouring nodes,
each node calculates the key ring index and compares it tgittwin key ring indices.

cccccccccccccccccccccccccccccccccccccc

(a) Radio energy consumption (b) CPU energy consumption (c) Total energy consumption

Figure 3: Estimated energy consumption of the improved Efztlam ECDH protocol on a Micaz mote depend-
ing on the size of the keyring. The settings for all figures areles = 400, kp = 20000, andny = 40.

Figure 3 compares the estimated energy consumption of the impro@ariel the ECDH protocol on a
Micaz mote depending on the size of the keyring. The setfiogall figures arenodes = 400, kp = 20000,
andny = 40. Since the energy consumption of the improved EG protoékeé-the energy consumption of the
ECDH protocol- is now independent of the key ring size, batbrgy consumptions stay constant. Similar to
the basic EG protocol, the radio energy consumption of thiawed EG protocol is slightly higher compared to
the ECDH protocol (see FiguB{a)). Also the computation energy consumption of the improve€doEotocol is
two orders of magnitude smaller compared to the ECDH proét@ee Figure3(b)). Figure3(c) clearly depicts
that altogether the improved EG protocol always requiresdwders of magnitude less energy compared to the
ECDH protocol.

In most scenarios a keyring size of a few hundred keys is sufticTherefore, the EG protocol or any of its
derivates that are discussed in the following section ishmmore suited for key-establishment than the ECDH
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protocol.

Deterministic Key Pre-Distribution

The main advantage of deterministic key pre-distributiolutions is that deterministic processes are used to
design the key-pool and the key-chains between sensor nodasvide better key connectivity. The low-
resiliency against node corruptions is usually one of thprdrawbacks of such schemes.

- BROSK The BROadcast Session K€éBROSK) negotiation protocol was proposed by Lai et al. in
2002 0. BROSK requires that a master key is shared between albseins the network, hence, it
offers only low resiliency. Since BROSK requires low congiignal, low communication, and low stor-
age costs it offers good scalability. Unfortunately, BROSkKports only the establishment of link keys,
hence, neither path nor cluster keys can be establishe BROSK.

- CDTKeying The Combinatorial Design Theorgased pairwise key pre-distribution scheme (CDTKey-
ing) was proposed by Camtepe and Yener in 2Q8}.[ It is based on block designing techniques in
combinatorial design theory. The underlying symmetric gaderalised quadrangle design techniques
require the parameter to be a prime number. This means that CDTKeying does not stpmet-
work sizes for a fixed key-chain size. However, CDTKeyingwdfboth good scalability and resiliency.
CDTKeying requires some auxiliary information to be pretdbuted. It supports the establishment of
link keys, but unfortunately neither path nor cluster kegs be established. Furthermore, the computa-
tional and the communication costs are medium and the f@wast are high.

- 10S ThelID based One-way function scherfi®S) was proposed by Lee and Stinson in 2004 .[ It
assumes that the WSN can be modeled as an r-regular graph wdricbe decomposed into star-like
subgraphs. Each sens8y receives an individual ke¥: and link keysKi, j = H(Kj|id;) for each of
its neighboursS; of the subgraph. 10S does not require a master key, but sheviand link keys to be
pre-distributed. It supports the establishment of linkskdyut unfortunately it does neither support the
establishment of path keys nor the establishment of clkstgs. 10S offers both good scalability and
resiliency at medium computational, medium communicatiord high storage costs.

- DMBS Thedeterministic multiple space Blonsgheme (DMBS) was also proposed by Lee and Stinson
in 2004 R1]. It uses a strongly r-regular graph to extend the standdwthB scheme. DMBS requires
an individual key and auxiliary information to be pre-distited and supports the establishment of link
keys, but it does neither support the establishment of paticloster keys. It offers good scalability and
resiliency at medium computational, medium communicatard high storage costs. DMBS provides
better scalability for the cost of decreased resiliencyared to 10S.

Probabilistic Key Pre-Distribution

The general idea of probabilistic ndomkey pre-distribution can be traced back to the followingasair of
the birthday paradox2f]: Given a setS of k£ elements, we randomly choose two subsatandSs of m; and
mo elements, respectively, fros. The probability ofS; N Sy # 0 is

ke —m)(k — my)!

o
Pr{S1NSy #0} =1- E!N(k —my —ma)!

(1)

For illustration purposes, we plotted the value of expmsgl) in Figure ??, where we sek = 100 and
m1 = mo = m. AS we can see, the probability of the two subsets intersgdticreases rapidly with, and
it reaches% whenm is around 8. In general, it can be shown that the valud)oiv{ll be close to% whenk is
large andn; andm, are both close ta/k. The paradox is that we would not expect such a high prolaloii
collision when the size of the selected subsets is only tharegoot of the original set.

[figure]

This result can be used in key pre-distribution to consiolgrdecrease the memory requirements imposed
on sensor nodes while still maintaining a rather high prdibglof any two nodes sharing a common key. For
this reason, each node is pre-loaded with a random subselsfdelected from a large key pool. Two nodes
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that have a common key in their subsets are able to commarseatrely using the shared key. The probability
of this event will be rather high when the number of selecteysks in the order of the square root of the pool
size. Thus, we expect that large networks can be supportbdawather limited size memory in sensor nodes.

Below, we elaborate on this idea in more detail. First, wedls a basic scheme and some of its straight-
forward improvements. Then, we describe an approach to icemandom key pre-distribution with threshold
cryptography in order to increase the resistance of thensetie node capture attacks.

The basic random key pre-distribution scheme

The basic random key pre-distribution scheme proposed]invfrks in three phases. In thaitialization

phase a large poolS of unique cryptographic keys is randomly generated, andl, thee each nodey: keys are
selected randomly fromy and pre-loaded into the node. This setwokeys is called thé&ey ringof the node.
The numberk of keys inS is chosen in such a way that any two nodes will have a commorinktheir key
rings with a certain probability (see analysis below).

After the sensors are deployed, tilieect key establishment phaseperformed. In this phase, the nodes
first find out with which of their neighbors they share a comrken Such key discovery can be implemented
by assigning short identifiers to each keySrbefore deployment and by having each node broadcast the set
of identifiers that correspond to the keys in the node’s keag.rifwo neighboring nodes that discover that they
share a common key can then verify that they both really pssg®t key by executing a challenge-response
protocol. The shared key is then used to protect the link éetwthe two nodes.

Some pairs of neighboring nodes may not have a common keginkiéy rings, and therefore may not be
able to setup a secure link in the direct key establishmeasehin order to remedy this situationpath key
establishment phads performed. In this phase, neighboring nodes that do ravesh key initially establish a
shared key through a path of intermediate nodes where edcbflthe path is already secured in the direct key
establishment phase. This will work only if the graph, whicimsists of the nodes (as vertices) and the secure
links created in the direct key establishment phase (assgdgeconnected. As we will see below, this can be
achieved with high probability by appropriately choosihg parameters of the scheme.

Setting the parameters: We use results from random graph theory to set the paranadtdrs basic scheme.
Although sensor networks are not random graphs, as nodestdaave communication links with most of the
other nodes in the network, using the random graph metapgtsiilliuseful to give us an idea of the order of
magnitude of the various parameters.

We know from random graph theor9] that in order for a random graph to be connected with high
probability, the expected degree of the vertices shouléexa@ certain threshold. More precisely, in order for
a random graph to be connected with probabititie.g.,c = 0.9999), the expected degrekof the vertices

should be:
n—1

d= (In(n) — In(—1n(c))) 2

wheren is the number of vertices in the graph.

In our case, the edges of the graph correspond to the sexkiseclieated between neighboring nodes in the
direct key establishment phase. Recall hdenotes the probability that two nodes have a common keyein th
key rings. In addition, for a given density of node deployméat n’ be the expected number of neighbors of
a node. Then, in our graph of secured links, the expected degiee isl = p - n/. Thus, we obtain that, in
order for the basic scheme to work, the following should hold

d
p=— (€)
n
whered is defined in 2).
Note that, usingX), we can computg as follows:
L ((k=m)y?
P=1 = 2m)! @

Recall thatk is the number of keys in the key pa8| andm is the number of keys in the key rings of the nodes.
We can use4) to determine the values éfandm for a given value op.
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Let us consider a numerical example. Let us assume thatanhere= 10,000 nodes in the network, and
the nodes are deployed in such a way that the expected nurhheighbors isn’ = 40. We want the basic
scheme to work with probability = 0.9999. Using @), we can compute that the expected node degree in the
graph resulting after the direct key establishment phasaldtbed = 18.42. From this, we obtaip = 0.46
using @). Finally, we can use4), to determine the values é&f andm. We can check, for instance, that for
k = 100,000 andm = 250, (4) evaluates to approximately5, meaning that a key pool size ©90, 000 and
a key ring size o250 would be an appropriate choice. Alternatively, we can ¥dd determinek if m is
given due to the memory constraints of the sensor nodesnEtarice, if the key ring size is limited to = 75
keys due to memory constraints, then we get frdirttiat the key pool size should lke= 10, 000 to obtain a
connected graph after the direct key establishment phabkepwgbability0.9999.

A brief qualitative analysis: We can see that the basic scheme is quite well-adapted tp#ugak design
constraints for key establishment schemes in sensor nedwbirst of all, the parameters of the scheme can be
adapted to support the memory constraints of the sensosnddaddition, setting up pairwise keys does not
need any intensive computations. Indeed, when the nodesahe@mmon key in their key rings, that common
key becomes the shared pairwise key, and no further progessineeded, apart from a simple challenge-
response protocol to ensure that the nodes actually pogseksy. When two nodes do not have a common
key in their key rings, they can establish a shared key thrintgrmediate nodes. This requires some additional
processing, because the intermediate hodes must deciypeancrypt the key establishment messages sent
between the nodes. However, this must be done only onceg aetlinning of the operation of the network. In
addition, simulation results irv] show that the length of the path of the intermediaries istéchto a few hops.
This also indicates a moderate communication overheaceafdcheme.

The basic scheme does not make any assumptions about therk&tpology apart from assuming that the
expected node degree is knoarpriori. Moreover, the scheme supports the post-deployment unttaoh of
new nodes into the network. For this, the new node must bdopied with its own key ring, and no further
action is needed. In particular, the nodes already depldgeatbt need to be updated, and the new node can use
the basic mechanisms (direct and path key establishmesét igp secure links with already deployed nodes.

The disadvantage of the basic scheme is that, by compramésinsor nodes, an adversary obtains keys
from the key pool, which may be used to secure links betwekarpohon-compromised nodes. Thus, node
capture affects the security of non-captured nodes too.v@yeo mitigate this problem would be to increase
the pool size. In that case, however, the size of the key shgsld also be increased in order to ensure the same
probability of connectivity of the graph resulting from ttigect key establishment phase. The problem is that
the size of the key ring is limited by the available memoryénsor nodes, and hence it cannot be arbitrarily
increased.

Another related disadvantage is that establishing path #tepugh captured nodes jeopardizes the secrecy
of the recently established key. In order to overcome theblem, compromised nodes must be discovered and
excluded from the network rapidly, but discovering that denés compromised is a very difficult problem in
itself.

Finally, yet another disadvantage of the basic scheme fsttdaes not provide node-to-node authentica-
tion. This means that a node can establish shared keys witteighbors, but it does not know exactly who
its neighbors are. Node-to-node authentication would fdulisn detecting node replication attacks and in
identifying and expelling misbehaving nodes.

g-composite random key pre-distribution

One approach to increase the resilience of the basic schgamesanode capture attacks is to yseomposite
random key pre-distribution as proposed 8). [ The ¢-composite scheme differs from the basic scheme in
requiring the nodes to have at leastommon keys in their key rings in order to be able to estaldiphirwise
key. The pairwise key is then computed as the hastllaghared keys.

Essentially, theg-composite scheme degenerates into the basic scheme gvken. Intuitively, when
g > 1, the probability that two nodes can directly establish aethixey is smaller than the same probability in
the basic scheme for the same values of the parametand m, because it is less probable to share at lgast
keys than to share at least one. Thus, in order to maintaisetme expected degree of the nodes after the direct
key establishment phase (and hence, to ensure secure tigityle@ither the sizen of the key rings should
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be increased, or the sizeof the key pool should be decreased. However, neither oftibeeatwo options are
desirable: in the first case, the memory use of the sensaorsrisaised, whereas in the second case, an increased
fraction of the keys in the pool is compromised by capturlmggame number of nodes. Itis true, however, that
the latter effect (increased fraction of compromised kéyspunterbalanced by the fact that now, in order for
the adversary to compromise a link, it must compronaibehe keys that have been hashed together to obtain
the link key.

The simulation results ir] show that the;-composite scheme offers greater resilience against reqatare
than the basic scheme does only when the number of captudes msmall, whereas it tends to reveal larger
fractions of link keys when large number of nodes have beptuoced by the adversary. In effect, by requiring
g to be greater than 1, we make it harder for the adversary @mirolufficient information to compromise
links at the beginning when only a few nodes have been captiBat once a certain amount of information
is collected by capturing more nodes, it becomes more ané easy to compromise further links. In other
words, theg-composite scheme increases the entry cost of a node cagitaok. This makes sense, as it is
reasonable to assume that it is more difficult to capturegelaumber of nodes than to capture only a few of
them.

Multipath key reinforcement

Multipath key reinforcemenid] is a technique to strengthen the security of a link key bgla&thing it through
multiple disjoint paths. It can be applied in conjunctiorttwthe basic scheme to greatly improve its resilience
against node capture. The trade-off is that establishimig Reys through multiple paths results in a higher
communication overhead.

The operation of multipath key reinforcement is the follogi Let us assume that the direct key establish-
ment phase of the basic scheme is performed, and two neighgboodesu andv have discovered that they
have a common ke¥ in their key rings. Instead of simply using this key as th& ey between, andv, the
nodes will establish their link key in the following way. Ned identifies a set of disjoint paths ta in the
graph resulting from the direct key establishment phase,sandsj key shares:, s, ..., x; to v such that
each key share is sent through a different path. Each keg shprotected during transit hop-by-hop, using the
keys that are discovered in the direct key establishmergghiehen, botl andv compute the shared link key
aSK@Kl@...@Iij.

The advantage of multipath key reinforcement is that in otdleompromise a link key, the adversary needs
to compromise at least one key on every path through whiclkelieshares are transmitted. The simulation
results in B] show that extending the basic scheme with multipath keyfoecement enables it to outperform
the g-composite scheme, even when the latter is also extendédwultipath key reinforcement. The intuitive
reason is that in thg-composite scheme, the trade-off for the increased ras#iés the reduced size of the key
pool, which undermines the effectiveness of multipath legforcement by making it easier for the adversary
to build up a critically large collection of compromised keyAs opposed to this, when the basic scheme is
extended with multipath key reinforcement, the size of thg ool does not need to be decreased. The cost of
the improved resilience in this case is an added overheaatimdiscovery and key establishment traffic.

Note that multipath key reinforcement can also be used tdawie path keys that are established between
nodes that do not have a common key in their key rings. Theatiparof the mechanism in this case is similar
to the one described above, with the difference that the kmaths computed as; @ k2 @ ... @ x;. This will
further improve the security of the schemes.

Random key pre-distribution combined with threshold cryptography

As we have seen above, the main problem of the basic randomrkegistribution scheme is that if a node is
captured, then all its keys become known to the adversadyaaithese keys might have been chosen from the
pool by other, non-captured nodes too, their compromisectifthe security of the non-captured nodes. We
would like to extend the basic scheme in a way that minimihesefffect of capturing a node on other non-
captured nodes. In particular, if some key material is ldakeshould not be directly usable by the adversary
to learn the key material of other nodes. A possible appro@aelchieve this is to extend the basic scheme with
principles borrowed from threshold cryptography.

age 0 1SecC ens consortium
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The general idea of using threshold cryptography is thalecegy less than a ceratin number of nodes is not
sufficient for the adversary to learn anything useful. Ineorb compromise the links of non-captured nodes,
the number of captured nodes must exceed a threshold. &ktekcriptions of schemes that are based on this
idea can be found ir2B] and [22]. Here, we briefly present the scheme propose@8k; [in effect, the scheme
proposed in22] is analogous.

We start with the description of polynomial-based pairvkieg pre-distribution, and show how this can be
combined with the basic random key pre-distribution schiates. Letf(z,y) = Zf i=0 aijz'y’ be a bivariate
t-degree polynomial over a finite fieldF'(¢), whereq is a large prime number, such thétr,y) = f(y,x).
Each node is pre-loaded with a polynomial shi(é ), wherei is the ID of the node. Any two nodesand
j can compute a shared key. For this, nodaluatesf (i, y) at pointj and obtainsf (i, j); similarly, nodej
evaluatesf (j, y) at pointi and obtainsf (j,7) = f (i, 7).

It can be proven that this scheme is unconditionally secacetaollision resistant. This means that any
coalition of at most compromised nodes knows nothing about the shared keys ¢ethpy any pair of non-
compromised nodes. In addition, any pair of nodes can éslicdoshared key, and this incurs no communication
overhead (apart from telling the node IDs to each other).riiémory requirement of the nodegis-1) log(q),
as each node needs to storedegree polynomial ovew F'(q).

This scheme could be applied in sensor networks, but it ham dimitations. In particular, it can only
tolerate at most captured nodes, where the valuel @ limited by the memory size of the sensor nodes. This
means that is usually small, and thus the larger the sensor networkésyrtore likely that the adversary can
capture more thathinodes.

In order to overcome this problem, we can use the idea of rarkky pre-distribution; but instead of a
pool of keys, now we have a pool éfdegree polynomials. For each sensor nidee choose a subset of
polynomials from the pool and pre-load into nadée polynomial shares of these polynomials computed at
pointi. Two nodes that have polynomial shares of the same polyrhaaneestablish a shared key as described
above. It may happen that two nodes that want to establisaradltkey have no common polynomials. In this
case, they can establish a shared key through a path of edéta nodes in the same way as path keys are
established in the basic random key pre-distribution sehem

Combining the polynomial-based key pre-distribution sohewith the basic random key pre-distribution
scheme combines their advantages and results in a betemechn particular, in the combined scheme there
is a unique key between each pair of nodes, thus capturingedhmes not directly reveal the shared key of any
other pair of nodes. In addition, the storage overhead foh eade isn(t + 1) log(q), which differs from the
storage overhead of the polynomial based key pre-distoibgcheme only in a constant factar. Although it
requires slightly more memory in the sensor nodes, the comabécheme has the advantage that it can tolerate
the capture of more thannodes. The reason is that in order to compromise a polynpth@abdversary needs
to obtaint + 1 shares of that polynomial. However, due to the random setectf polynomials, it is very
unlikely that¢ + 1 randomly captured nodes have all selected the same polghémin the pool, and thus
collectively havet + 1 shares of the same polynomial.

It must be noted, however, that once a polynomial is compmedievery pair of nodes that used the shares
of that compromised polynomial to set up a secure link iscédfé. This means that after capturing a critically
large number of nodes, the security provided by the systansstiecreasing abruptly. The advantage of the
combined scheme is that it pushes the threshold where thensysecomes insecure much higher than in the
basic random key pre-distribution scheme and in any of rEgttforward extensions (i.e., thecomposite
scheme and multipath key reinforcement).

3 Summary of our activities and Contributions

Key management in WSN has generated a lot of attention andiwtre last years and many key establishment
protocols have been proposed. Instead of developing yé¢hanprotocol, we have decided to focus our efforts
on two topics that have not been extensively studied, btitwbaconsider very important, namely group keying
and key pre-distribution protocols for multi-phase WSNeThotivations and the contributions of these two
activities are described in the rest of this section.
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Keying for Convergecast Traffic

Only a few KPD schemes have been proposed that support thgpdon of convergecast traffic with in-
network processing. All the proposed schemes are cloggtgdi to the concrete encryption instantiation and
its combination with a suited key pre-distribution schetdBD).

Motivation: In [17], the KPD Topology Aware Group KeyinTAGK) has been proposed for the usage of a
symmetric privacy homomorphic encryption transformationsecuring convergecast traffic with in-network
processing. TAGK can be classified as a groupwise KPD witls kiigtributed per "routable” region. The
scheme is robust against exhausting nodes and it providagharksystem security compared to single-hop
based encryption approaches. However, TAGK is designed@past a symmetric homomorphic encryption
transformation which requires the same key for all the gutang parties like for example the schend. [
Therefore, in particular for WSN applications requestinghkst system security there is a strong need for
conceptual enhancements.

In [3], Castelluccia, Mykletun and Tsudik proposed a key stremmegator based CDA scheme which
allows to use different symmetric keys per plaintext opdramd which is additively homomorphic. By applying
this scheme for securing convergecast traffic in WSNs eaasirge unit encrypts with a different key. Under
the assumption that one-time keys are used the schemeistgglivably secure. In addition, since pairwise
keys are used, the proposed scheme provides the highesvalalei system security. Also, the required KPD
is as simple as possible: keys can be randomly distributéidetmodes and only the sink node needs to store
all the keys. Since the storage of keys on the nodes is indepef the final position of the nodes, the KPD
reduces to a simple storage of different unique keys bef@bddes deployment. Such a simple KPD is nearly
perfect for highly self-organizing distributed environmi® Also, from the viewpoint of security, a pairwise
keying model for convergecast traffic is preferable singgatvides a higher system security.

The benefit regarding the overall system security of a KPpstmg CDA with multiple symmetric keys
like proposed in 3] comes at the cost of additional overhead. Firstly, the sbdenfiguration before node
deployment requires a pairwise pairing between each sewsterand the sink node to agree on the shared key.
Secondly, although the sink node is considered to be eadiipfith much more memory than a sensor node,
since we are aiming at large scaled sensor networks, thegstof thousands or hundreds of thousands of pairs
(ID, key) may turn out to be a serious problem. Thirdly, sime@are aiming at security solutions for a highly
unreliable medium one cannot ignore the impact of packstdoser the wireless broadcast medium. Revealing
per data transmission the key IDs respectively node IDd di@kurrently involved nodes becomes mandatory.
To fully judge the above requirement, recall that for a statainsmission radius the energy consumption for
transmission linearly increases with the number of trattsghibits. Since transmission is the pre-dominant
energy consuming operation of a sensor node one can roughlyhat doubling the data to be transmitted
approximately halves the lifetime of a sensor nodes. Fom@i@, consider ad-degree tree shaped WSN of
height4 consisting ofn = Zle 4% = 340 sensor nodes where each node aggregates and forwards ahe dat
coming from its children. Let the sink be at aggregation ll€yets children at aggregation level 1, and so on.
Each node has its own ID which has a bit sizedof [log,(340)]. That is the nodes at aggregation level 4,
where actually no aggregation happens, have to semaddition to the ciphertext 9 bits for the ID. At level
3, each node has to transmit up to additiomald = 36 bits, 9 bits for each of its 4 children, plus its own
ID, yielding 45 bits which have to be transmitted besides the ciphertexie €3es easily that the amount of
data increases, the closer (in terms of hops) a node is tartke $he nodes at aggregation level 2 have to
send up tot - 45 + 9 = 189 bits for all IDs and at aggregation level 1 up4c 189 + 9 = 765 bits. Let us
assume that the sensed values stem from a limited value sp&cbits size, so that the aggregation of 340
measurements requirékg,(340) + 8] = 17 bits. A node at aggregation level 1 has to s&fbl + 15 = 782
bits in total, which is almost 46 times bigger than the sizéhefciphertext. Even if we take into account that
the transmission overhead on average will be slower inigeeas not all nodes might have send some data this
example illustrates that a CDA scheme that requires to $enddde 1D significantly reduces the lifetime of the
WSN. Observe that this effect depends only on the size of tB&\\&nd not on the size of the measurements.
Therefore, we believe that large scale WSNSs require othek @@proaches which work without sending any
IDs or sending only few IDs.

Contributions:

!Alternatively, one could consider an approach where oréyif¥s of non-participating nodes are transmitted. Howeés,would
pre-suppose a rigid network structure, limiting the rogtilexibility.
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It is the contribution of the work presented to propose a KBDit®n for encrypted convergecast traffic
which is

e almost optimal regarding the data overhead. Aggregateceand/pted convergecast traffic should be
nearly of the same size than sending aggregated convetdeaféis in plaintext,

e provides reasonable security with respect to an attackagitenal cost window she is willing to invest for
breaking the security architecture, and

e is robust against exhausted nodes and an unreliable bsiadedium.

The contribution is especially valuable for large scale V8@H it does not require the transmission of any node
IDs.

Key Pre-distribution Protocol for Multi-Phase Wireless Sensor Networks

Motivation: Key management is a core mechanism to secure wireless seeiweorks. The goal of key
management is to establish secret keys between sensorthatleeed to communicate securely. One important
characteristics of key management protocols is that thest imei scalable, CPU and energy efficient. We are
considering large networks of battery-operated wirelessars. We are assuming that the average lifetime
of each node is much shorter that the operating lifetime efaberall network. As a result, new nodes are
periodically deployed in order to assure network connégtivEach set of new nodes that join the network
in a future time consist of aode generation Of course, new nodes must be able to establish secret keys
with previously deployed nodes. Protocols that provide firoperty are known dglulti-phasedeployment
protocols.

Public key cryptography cost is prohibitive for most WSNsl aran rarely be used. Most existing key
management schemes are based on symmetric key cryptogr@pleyof the most popular schemes, referred
asRKP (Random Key Pre-Distribution), was proposed by EschenanéGligor [/] and later on extended by
Chan, Perrig and Son@]l This scheme is distributed and uses a random key prakdistm approach. In
this protocol, each node is configured with a key ringro$ub-keys. These keys are randomly drawn from a
large key pool ofP sub-keys. Two nodes establish their secret key from thekeyb-they have in common in
their key ring. If the parameters andP are chosen properly, the probability that any two nodesesableast
one common sub-key is high. This protocol is scalable, CPiearergy efficient. It also trivially supports
node addition: any new deployed node gets configured mitgub-keys from the system key pool. It can then
establish a secret key with any previously deployed node.

One important drawback of this key pre-distribution schésrtbat an attacker that corrupts several nodes
can partially reconstruct, from the compromised nodes kaysr the key pool of system. The more nodes
it corrupts the more sub-keys it obtains and the more comeations it can eavesdrop. If the attacker is
constantly corrupting nodes, it will eventually learn thoke key pool and all newly deployed nodes will
establish links that will immediately be compromised. Ihet words,the security of the whole network
degrades with time We believe this is a non-desirable property. A naive sotutivould be to periodically
refresh the key pool, i.e. configure new deployed nodes wibhf sub-keys. Newly deployed nodes would
be more secure (since their sub-keys were not exposed psiyidout would be unable to establish secure
links with previously deployed nodes. Newly deployed nodesid constitute a new network that is unable to
securely communicate with the previous one. A novel apgraadefinitely needed.

Contributions: We have developed a new key pre-distribution scheme, sefexsRoK (A Robust Key Pre-
distribution Protocol for Multi-Phase Wireless SensorWaks) in the rest of this document, that allows sen-
sors deployed at different times to establish secure lilkshis scheme, sub-keys have limited lifetimes and
are refreshed periodically. This has the two following fesiconsequences:

1. A network that is temporarily attacked (i.e. the attadkeactive only during a limited amount of time)
automaticallyself-heals i.e. recovers its initial state when the attack stops. WithRKP scheme, an
attacker that corrupts a certain amount of nodes compraenaisgiven percentage of the total number
of secure communications. This percentage remains cdnstdihthe end of the network. With our
proposal, the percentage of compromised links gradualfyedses t@ when the attack stopsThe
security of the network improves with time.
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2. A network that is constantly attacked (i.e. the attackgularly corrupts nodes of the network, without
stopping) is much less impacted than a network that usesasie key pre-distribution protocol. With
the RKPscheme, the fraction of compromised links constantly iases until it eventually reachés.e.
until all the links are compromised. With our extension, pheportion of compromised links is limited
and constantThe security of the network is constant and does not degrétticime.

4 Keying for Convergecast Traffic

Bihomomorphic Encryption Transformation

The basic idea of a keying for convergecast traffic is to appdpecific form ofconcealed data aggregation
(CDA) with a specific homomorphic encryption function. Oupjposal relies on the use of a homomorphic
encryption function, which fulfills the following additi@h requirements for any:

Ky :=K* and ko(k1,...,ka) =k ©...0 kq. 5)
This yields that the following is true for arky, ..., k., € Kandvy,...,v, € P:
Ekl (1)1) e...P Eka (Ua) = Ekl@---Qka (1)1 + ...+ va). (6)

Thus, the encryption is homomorphic both on the plainteatspnd on the key space. Consequently, we term
such an encryption aghomomorphic

A simple example for a bihomomorphic encryption transfaiorais the modulo integer addition. That is
for K =P = Z (mod n) with an integem > 1, Ex(m) := k +m mod n is a bihomomorphic encryption
where both® and+ being the addition modula.

Observe that the encryption with a keystream generatootisihomomorphic according to the definition.
As we will show, the encryption is homomorphic in the plakitand in the keystream elements. However,
to be homomorphic in the keys would require forfall . . . , k., € k the existence of a key € K such that
kg(ki,t) ©...® kg(ka,t) = kg(k,t) for all ¢t which is very unlikely in the general case.

TAUK and Bihomomorphic Encryption in a Nutshell

Next, we describe the complete key management architeofuhe Topology Aware Unique Keying (TAUK)
and its application to a bihomomorphic encryption functi@ompared to previous solutions likg][[5] we
see substantial advantages in that:

1. an (almost) optimal data overhead during the aggregatiase is ensured. No list of node IDs or, more
sophisticated, complementary list of node IDs respegtigabset of node IDs needs to be transmitted in
each aggregation phase,

2. robustness in respect of silent nodes is provided duhe@ggregation phase,

3. key refreshment is provided as an essential pre-reguisisupport anyeterministichihomomorphic
encryption function.

The KPD TAUK supports any bihomomorphic encryption funetior CDA. It impacts thenitialization phase
eachaggregation phasand eventuatefreshment phases

e to run TAUK in theinitialization phaseit is assumed that each sensor nddalready knows its direct
neighborsPred(N) and Succ(N). Subsequently, TAUK ensures that each node receives & sygi-
metric key, whereas all keys from the sensor nodes are dfigmn a master key, which is solely stored
at the sink node. In addition to its key, each node storesyptent default values. Each of such cipher-
texts corresponds to &’ € Succ(N). We will see that they provide robustness during the aggi@ya
phase. During the initialization phase the system is valole;, even to passive attacks. No attacker is
assumed to be in place during this phase.
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e during anaggregation phaseconvergecast traffic is encrypted end-to-end from theisgmsdes to the
sink node. Each nod& applies the bihomomorphic encryption function by encrygtits monitored
value with its own unique key and by subsequently summinghepgésulting ciphertext to the received
ciphertexts from its childres'ucc(N). Since each node purely stores its own key it can not dechgpt t
incoming ciphertexts from its children. Only the sink noslenabled to decrypt the final aggregated value
by applying the master key to the received ciphertexts. Haehmediate node adds those stored default
ciphertexts to the aggregation value which correspondstsiient successors. During an aggregation
phase, the system provides reasonable security agairsstgpasd active attacks.

e during arefreshment phaseeach node’s key is updated. Unlike during thigialization phasewhere
no attacker is assumed to be in place, any information exgithin this phase might be eavesdropped.
Therefore, it must be ensured that no data is revealed thglttroompromise the security. Note that
in particular for any deterministic encryption scheme iessential to refresh keys, ideally after each
single aggregation phase. However, for a realistic settiagpropose to find a good balance between the
frequency of key refreshment and the required securityl.leve

We will substantiate the statements from this birdsviewhmfollowing Section.

Topology Aware Unique Keying and bihomomorphic Encryption
Basic idea

We give a general description of our new CDA scheme beforeig@igls concrete instantiations. Let in time
framet denote K%, the key used by nod& andv}, the measured value. When the transmitted values are
encrypted with a bihomomorphic encryption schesieeceives at time framethe valué

EB Egt (Vi) = Eg | kt, (Z U§v> : (7)
N

N
Thus, S is able to get the sum of all the measurements by decryptmgetteived value with the key

K =) Kk (8)
N

Interestingly,S actually does not need to know the concrete values of therfsmds” K%, as long as it knows
the "sum” K%

This observation is the basic motivation for the CDA scheneepnopose. The deployment of a bihomo-
morphic encryption algorithm allows the aggregation ofademcrypted under different keys where only the
aggregation of the keys needs to be known to the sink nodethiopurpose we assume that for each time
framet every nodeN has a keyK %, and the sink node knows’, := Oy K.

At the end of an aggregation process, the sink node recdigesnicryption of the aggregated sensed values.
Due to the bihomomorphic property this corresponds to aesteht encrypted with the aggregation of the keys
of the responding nodes. However, the keys of the silentsxade missing. Thus, decrypting Wiﬁ’\g would
lead to a false result. To handle this problem, we proposkeetheh nodeV additionally stores some values
Bk, (RY,) forall N € Succ(N). The purpose of the valuég,, is that, whenever a nod¥ does not receive
the data from all its successass.cc(N), it replaces the missing ciphertexts by the ciphertextaiofty values
RY;,. Depending on how the dummy values are generated, the stk mas to treat them differently. We will
discuss this aspect later.

In principle, the CDA schemes is divided into two differeihigges:

1. the initialization phase when the data, e.g., keys, atalled on the nodes within the network,

2. the aggregation phase which is divided into time framesresthe measurements are taken, aggregated,
and forwarded to the sink node.

In the following, we describe both phases in general terms.

2For the sake of simplicity, we assume for the moment thatalkes have participated in the aggregation. The case of sitefes
will be addressed in our scheme later.
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Initialization phase

In the initialization phase, the keys and the dummy valuegdatributed within the network. We assume that
each node knows its predecessor and its successors. Runtkeeiwe assume that no attackers are present in
this time period as all secrets are exchanged in clear. fdtsely the nodes may be equipped with a network
wide key which is used to secretly exchange the informatiothis phase and delete it subsequently from the
memory. This would protect the initialization phase agapassive attackers.

The initialization proceeds top-down from the sink nodeht® feaf nodes. The sink node chooses one (or,
more sophisticated, several) master keys, which will beatwregation of all individual keys distributed in the
WSN. In a nutshell, every node receives at some point in tiamig the key distribution his share of the master
key which it distributes to its successors in a controlleg.ws the same time, the dummy values are created
and distributed.

Initialization: The sink nodeS selects a number which represents how many keys each node will store
at the same timeS chooses randomly master keysf%’}g, - ,f(g € K and dummy value®', ..., R" € P.

Distribution: Let NV be a node which is not a leaf node attdcc(N) = {Ny,..., Ny}

1. If N is not the sink node, it receives during the key distributfoom its predecessor some data
(Ky,-.., K%) and(RY,..., Ry). If N is the sink node, it created these values on its own. Whereas
the first is its share of the master keys, the second detesmmihich dummy values will be installed for
the successors o .

2. If Nis aleaf node, it solely deleté®}, . .., R%,) from its memory and definek’, := K. Otherwise,
the following steps are performed:

() N splits the keyK'k; into K% = (QN,GSUCC(N) K}V,> ® K4 fort € {1,...,r} where the splitting
is randomly chosen.

(b) FurthermoreN derives from R}, ..., R}/) appropriate dummy valugs:},, ..., R},) and stores
Ey (RY,) forall N € Suce(N). The derivation mechanism depends on the concrete imstanti
N/
tion.

(c) SubsequentlylV sends to all successols € Succ(N):
N — N :(Kxi,...,K§), (RY:, ..., R) (9)

(d) Finally, NV deletes all values from its memory except of its own k&s, . . . , K%, and the encrypted
dummy valuesZ ;. (RYy,)fori=1,...,mandN’ € Succ(N). The only exception is in the case
N/

of the sink node sincé doesnotdiscard the master keyss, . .., K%.

Observe that for each nod¢, it holds that

K (O EKn | oKj. (10)
N'eST(N)

=
Il

That is the keyf(]i\, is the aggregation of all keys from the subtree rooted/inrHowever, asV keepsK; but
deletesf(}'v, it has no information on the keys in the lower levels. Thimiparticular true for the cas® = .S
where

Ky =) Kk (11)
N

S knows the aggregation of all keys distributed within theanmgk which is all it needs to decrypt the aggregated
data as discussed above. The distribution phase is iltadtia Figured.
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receive:/f(}v,...,IA(}\',),(R}V,...,R}'V)

storeX Ky, Epi (Ry,), i=1,...,r
N N’ e Suce(N)
send/ (Koyo o K5, (RN, ..., Riv)

Figure 4: Distribution phase.

Aggregation phase

The aggregation phase is subdivided into discrete timedsamwhich data is measured, encrypted, aggregated,
and forwarded from the leaf nodes to the sink node. Each neckives the encrypted data from (some of
its) successors, aggregates them together with its owrertgptt, and subsequently forwards the result to its
predecessors. For a detailed description, one has togligthn between leaf nodes, aggregator nodes, and the
sink node.

Leaf nodes:
Let N be a leaf node with key(}; andvj, denotes its sensed value which is encrypted’tp:= Ej: (viy).
The leaf node sends the ciphertext to its predecessor &getth a counter set to zero:

N — Pred(N) : (C%,0) (12)

Aggregator Nodes:
Let N be a node which is neither a leaf node nor the sink nodéV i§ not a sensor node, we s€{ := 0,
otherwise let; denote the measurement made in framd-urthermore, it expects to receive data from its
successors where it cannot be excluded that some of thenirrsitest in this frame. Lebucc(N):, ., denote

resp.
the nodes from whiclV got a transmission during fram@nd.Succ(N) denote the nodes which remained
silent. That is it holds

t
silent

Suce(N) = Succ(N)fnesp. U Suce(N).on (13)
for all t. ForeachV’ € Succ(N)L., . the nodeV receives some datd’,, ctr,) whereCy,, is the encrypted
aggregated value of the subtrg&(N’) andctrl,, > 0 is a non-negative integer which is equal to the number
of dummy values contained in the plaintext@f; .

N computes the actual ciphertext by
cl = EB Ch @ EB EK;\,, (Ry/) ® B, (viv) (14)
N’eSuce(N)resp. N’eSuce(N)sitent

and the actual counter
ctrly == Z ctriy + |Succ(N) L ons- (15)
N’'eSucc(N)resp.

Let P, denote the plaintext underlying’,, thatisE ., (Pk,) := C},. Then,C}, can be rewritten to
N/

Ch = D Bg (Po)e D B (By) @ By (o) (16)
Succé\fN)erespA Succ(]}f\f)esile"t

= EIA(}V @ P]t\/’/@ @ Rt/@’l)gv
N'e

N'e
Suce(N)resp. Suce(N)gilent

Thus, any nodéV sends ciphertext which is encrypted under its Réy The above also imlplies the following
recursive definition fo}, where we seP}, := vl if N is a leaf:

B @ Mo © meod @)
N'e N'e
Suce(N)resp. Suce(N)gilent
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(Ch, ®E; (R ®Cl, © By

N& Nt
ctrye + ctry: + 1)

(Ch,»ctrly, (Ch,» ctry,)

(Vi)

ARR
Figure 5: Aggregation phase at time frame

Subsequently it sends this tuple to its predecessor (seé¢-iares):
N — Pred(N) : (C4,ctrly). (18)

Observe thatV knows only the keyk, during the initialization phase. Hence it is not able to giptithe
aggregated ciphertexts.
Sink node:
At the end of each time frame, the aggregation of some eranlymieasurements reached the sink node while
others got lost due to silent nodes. Observe that even if @ Nbduccessfully reported its ciphertext to its
predecessoPred(N), it might be lost at the end iPred(N) (or one if its predecessors) was silent in this time
frame.
LetV},,, denote the set of all nodes whose ciphertexts are part ofgregated data that reaches the sink
node. As explained, each forwards the encryption aP%,, for all N’ € Succ(N),sp. and the encryption of
Rl forall N' € Succ(N)gient. If we define

Vo= U Succ(N) (19)
Nevﬁesgx
V;ilent = Vt \ Vﬁesp. (20)

then the sink node receives the following data:

sk = @ Exh)e @ Fr,(Ry) (21)
Nevﬁes” N/evgilent

= Bge | D on+ ). By (22)
Neviesp. Nev;ilent

As opposed to the other aggregator nodeknows the keyf(g and can therefore decrypt the cipherté%t to
get
Dii(Ch) = >, o+ Y. Ry (23)

NeViesy. NeVt

silent

Observe that the countetr tells how many dummy values are containedAh that isctry, = VI, .I|.
Depending on how the dummy values are created and handkedjrtk node can cope with’ Nevt, RY,

to get (possibly only an approximation) ENEW-SSP vl This will be discussed into more detail in the next
Section. ‘

Remark: As it is now, the sink node can recover the sum of the measur@édeported values but it does
not know how many values have been aggregated in total, gttheisize oﬂ/ﬁesp.. Since these information
may be relevant for some WSN applications, one should imratp a second countetsp?, which computes
the number of responded nodes. The countgp’ can be handled liketr!. The nodeN receives from each

responding nod@’ € Succ(N) a valueresp'y, and forwards the sum of it tBred(N).
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Concrete instantiations

Observe that the previous Section provides only a high l@estription as the exact steps differ depending on
the concrete instantiations. For a more concise desaniptii@ following building blocks need to be specified:

1. The bihomomorphic encryption mechanism,
2. the refreshing of the keys, and

3. the creation and handling of the dummy values.

Encryption scheme

Recall the definition of a bihomomorphic encryption. To tlesttof our knowledge, bihomomorphic symmetric
encryption schemes have not been studied in open literatdosvever, a simple example has already been
mentioned, namely(v) := k + v if k andv both belong to the same algebraic structure, &.g.,

Key refreshment

For security reasons, keys should be regularly refreshddast for deterministic encryption schemes. How-
ever, to ensure that the sink node can still decrypt the ggtgd values, it is necessary that the sink node knows
the aggregation of the modified keys. Thus, either the chahtiee keys is coordinated by the sink node itself,
or it is done following a deterministic rule which allows thiek node to compute the new key autonomously.
We refer to this two different approaches by coordinatedrikéeshment and autonomous key schedule.

Coordinated key refreshment:

In this approach, the keys are refreshed on request of andinated by the sink node. This means that
some data is distributed from the sink node to the indivicdhaales which determines how the keys have to be
changed.

In the following we propose one concrete coordinated keneseiment mechanism. At this we assume that
each node (including the sink node) stores only one key atpoird in time, i.e.» = 1, which is changed
according to data coming from the sink node. In principlergfeeshment is similar to the initialization phase.
The idea is to modify the keys such that the masterk&yis replaced by a new master k&' := K% © AL
where the sink nodé& chooses (randomly) the differenfziets. This difference is split and reported to the
successors in the same way as the master key in the initiatizahase.

More concretely, lefV be a node which is not a leaf node. During the key refreshmieasg/V receives
a valueA§V which will be used to update all keys in the subtE(/N'). For this purposeV splits the given
value A into

A= () Ay oeay (24)
N’eSucc(N)

and sends\’;, to eachN’. The own keyK, is changed to
Kt =K oAk, (25)
Furthermore N computes for alV' € Succ(N):

FE X

A, (0)® B (By) = Byt oan (Biv) = Egeean (Riy) (26)

o
to replace the encryption dt’, under the "old” keyK,,, to the encryption under the "new” kefy,,. At this,
we assume that the dummy valft§,, remains constant over all time frames, thakfs, = R','. Observe that
the described modifications are possible with neither kngui’;, nor K'%,,. The whole mechanism is shown
in Figure®.

At the end, any nod& has changed its kef(%, to K4 = K% © Af;. The new keys can be used for the
next framet + 1. As each node knows only shares of the difference betweeoldhgecret master key and the
new one, the confidentiality of the forthcoming data is nahpoomised.
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. . "t
receive: /Ay

Kyt = K oAy
e (RN = Exe (0)® Excr (Rhy) YN/
N/ N/ /

store:

sendq. A

Figure 6: Refreshment phase.

However, it is important that an outsider cannot eavesdnepdifferences. Otherwise he could easily
compare the values), andvf'V from different time frameg < ¢’ by comparingt . (ug}) with
N

EB Eni (0) @ Ejey, (Vi) = Epv (V). (27)

N

This would render the whole key refreshment needless.

One possibility to conceal these values from outside madieild be that the nodes establish pairwise keys
between the nodes and each of their successors during tiaézation phase which will be used to encrypt the
differences. That is, each node has then two different laysused for encrypting the aggregated values, and
one for encrypting the data for the key refreshment. Fordtter, any encryption scheme can be used, and the
keys do not have to sum up to a value known by the sink node.

Key Schedule:

The previously described approach requires the regulasrmession of additional data to determine the key
change. Depending on the frequency of the key updates amettverk structure, this may impose impractical
workload and energy consumption. Therefore, we descrilam adternative a key schedule which allows each
node to update its key by itself without any further commatian with other devices. Recall that during the
initialization phasey different keysK},, ..., K% have been installed at each na¥ewhich are used in the
first r time frames. They can be used in a key schedule to deterniisabsequent keys. Let), denote the
operation a nodév applies at the end of time franté¢o generate the next ke‘ﬁv“. In a similar manner, we
refer to the mechanisil uses to update its master ké, by ¢%. Then it holds

K = oKy, .. KR) (28)
for all t > 1. However, recall Equatiorii() which states the following basic condition for our scheme:

Ky=C)Ky vt=>1 (29)
N

Thus, the key derivation function must be chosen such tlietdéfation remains true for all time frames. This
implies

(O TIN O Y
N N

N . S (11
= Gh(RL. RE) = KLY O R
N

N

An obvious choice is to set all functions,, and¢ to be equal and to let them be linearKhwith respect to
®. That is for eaclt exist coefficients?, ..., c. € N such that

Ohv(xy,...,x) = 210...0d . (30)
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wherec - z is defined as: © ... ® z (repeated: times). Observe that the coefficierfsare the same for each
nodeN and should be determined by some deterministic algoritronekample one could envision the vector
(ct,...,c.) to be the actual state of a linear feedback shift registeis Whuld ensure that all possible vectors
of coefficients (except the all-zero vector) occur.

Recall that a node must be able to autonomously update (trgmion of) the dummy valueR’thl as
well. This can be achieved by using the same mechanism fordfegshment to modify the encrypted values.
For example in the choice described above, one can easily thiab

Kt = () Eytokyt (31)
N'eST(N)
N'eST(N)
= Od-| (O EKywokKy (33)
i=1 N'eST(N)
= @ch}V (34)
=1
Thus, if one defines
Rt+1 Z t Rz (35)

then a nodeV would compute for eactV’ € Succ(N):

i=1

=R§V+/1
Thus, this approach allows the autonomous update of botkelysandthe encryption of the dummy values.

Robustness in respect to silent nodes

As explained above, the (encryption of the) valui#s will be used to replace the (encryption of the) missing
measurements from silent nod&s Also here, different possibilities exist on how to implermhéhese which
are mainly influenced by the following two issues:

1. How the dummy values are handled by the sink node at the &ed the aggregated ciphertext is de-
crypted (see also Eq23)).

2. How the keys are refreshed as each nodeeeds to store thencryptedvaluesE . (R, for every
N/
N’ € Suce(N).

In the previous Section, we distinguished between cootelihkey refreshment triggered by the sink node
and a key schedule which can be done autonomously by any Redegrding the first approach, we have shown
how the encryption of the dummy values can be updated as wesll i€ the key itself is unknown. Although
we assumed that the dummy values themselves remain cort$tanis Ry, = R}, for all ¢ > 1, this is not
mandatory. For a more general approach, consider thatdsethid value\’,, which specifies the key update, a
second valugl, exists such thaR}tQ,Ll = R%, + py. Then the encryption of the dummy values can be updated
without knowing the keys by computing

Exo (pv) ® Bt (Rii) = Eger i (v + Bivi) = Egeran (RY). (37)

3Again, we define:- Rby R+ ...+ R.
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This shows that the update of the dummy values is completelgdendent of the key update and can be freely
chosen. Although a variety of different possibilities issiginable, we will describe only two of them. The first
is that all dummy values are equal and remain constant. $laatonstan ¢ P exists such thak’, = R for alll
time frames and all nodesV. The advantage of this approach is twofold. Firstly, no toidal operations are
required to update the dummy value as it remains constanon8gy, and probably more important, according
to (23), the sink node decrypts

Dy (C%) = > W +ark R (38)

Nevt

resp.

If we require thatS knows R and asctr; is reported toS anyway, the sink node can easily determine the value
> Nevi,,, vl,. Observe that this approach is efficient and provides utaxmsiracy of the result. However, we
will see that this compromises the security to some extent.

Therefore, we describe a second alternative approach ibication with the coordinated key refreshment.
In this, the dummy values are no random values anymore butedeby the last successfully reported value.

More formally, assume that a nodéreceived during time framethe ciphertexC%, = Ey: (Pj.) from one
N/

of its successor&V’ € Succ(N) whereP}, is the aggregation of one or several values. However, in éxé n
time framet + 1, nodeN’ remained silent, for whatever reason. Then, in this apréasimply updates the
encryption of (the unknown valuej,, to re-use it for the actual time frame. More precisélfycomputes

Eg: (0) ® Ch = B (0)® Bk, (miy:) = Bt 0k (miy) (39)

and uses the result for the aggregation. This means in pahthatNV pretends thafV’ has re-send the same
value P}, which it did send in the previous frante Of course the final result is not accurate anymorévas
might have measured another value in this time frame. Toerefve assume that this approach has value in
dedicated use cases. However it illustrates the flexibilityscheme provides.

This flexibility might no longer be provided if a key schedigeused. As we explained for the concrete
proposal, if we define’%ﬁ\f1 =y c- R%,, a node is able to update the encryption of the dummy values
on its own, even without knowing the keys. However, the dunvallpes cannot longer be freely modified
but have to follow the given rule. This prohibits for the exaenthe approach described above of re-using
previous (unknown) valueBY;,. Yet, what still works is to let the dummy values in one timenfie to be equal
to allow the sink node to take them off from the final decryptidMore precisely, assume that there exist some
constant value®', ..., R" € M such thatR}, = R’ for any nodeN and1 < i < r. This immediately implies
Rt =Y""_, ¢t - R which can be computed by the sink node if it knows the valiés .., R". Furthermore,

2

the sink nodeS decrypts at the end of a time frame the following:

Dyt (CE) = Y wiy+ctrl R (41)
NeV!

Tesp.

Thus, agairS is able to derive the accurate resplty ., vk

resp.

Evaluation

In this section, we are going to evaluate the proposed sclagthe€ompare it to previous proposals in respect
to communication costs, security, and flexibility. As attg¢gointed out, a variety of different instantiations
are thinkable which may differ in the communication costd/anthe provided security. In practice the choice
should be made depending on the aimed use scenario. Howewavjll concentrate on only one concrete
variant to make the comparison more simple and illustra8tenulated by the fact that the lifetime of a WSN
has probably the highest market relevance, we have chosaieatwhich has minimum communication costs
and still a reasonable security level. This means that ddyaggregated ciphertexts and few additional data
need to be forwarded whereas still a reasonable securiyikeprovided for a huge class of applications. More
concretely, we focus on the following instantiation:

Encryption: The message spatsds {0, ..., 2" — 1} and both the ciphertext spa€eand the key spack are
equal to(Z,, +) wherep is a prime numbep> 2+ Hb#sensors b . the logarithm of the number of
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sensors in the network taken to the base of 2, and "+"” denb&esdual modulo addition. Observe tlfat
can be easily embeddedlifi(resp.C). The encryption is defined by (m) := m + k.

Key refreshment: For the key encryption we consider the key schedule wherkeyeare defined by the first

r keys. The coefficients’ = (c{,...,¢.) € {0,1}" € Z; correspond to the internal state of a linear
feedback shift register (LFSR) of lengthwith a primitive minimal polynomial and a non-zero initial
state.

Robustness: For handling silent nodes, we suppose the variant that atteae framet, every node stores the
same dummy valu&?.

For comparison, we consider the following CDA schemes:

e HbH (Hop by Hop encryption we use the simple hop by hop encryption and aggregatiomasiceas
the basis for our comparison.

e TAGK (Concealed data aggregation]T]): encryption using the Domingo-Ferrer encryption scheme.

e CMT the scheme proposed by Castelluccia, et d]):[encryption by adding the output of a keystream
generator.

e ME (Multiple Encryption [3, 5]): an extension of CMT. This class refers to the proposatideed in
[3, 5] which minimize the node ID transmission overhead problensdhemes where unique keys are
used.

e TAUK (TAUK with modular addition and deterministic key schegtuline proposal described in this
paper.

Energy consumption

We analyze and compare the cost of our proposal with prelyiqueposed solutions in terms of energy con-
sumption. For this purpose, we differentiate between cdatjmnal effort and transmission costs.

Computational effort

Regarding the computational effort, the schel@&A, ME, andTAUK all encrypt by aggregating some keys
to the plaintexts, which in most cases will mean modular t&midi Thus, the effort for one encryption is
comparatively the same. However, CDA and TAUK encrypt edamfext only once, whereas in ME a purely
sensing node encryptstimes before transmission, and an aggregator node de@ggtencryptsl + 1 times,
resulting in a somewhat higher effort.

TAGK uses besides modular addition also modutaitiplication making it more elaborate than the pre-
vious ones. FoHbH, any appropriate encryption scheme can be used. Thus, tngpéon effort might be
smaller compared to the other schemes. However, each aggregde has to decrypt all incoming ciphertexts
and to encrypt the result again. Therefore, we expect tleatdtal cost are rather higher compared to CMT,
ME, and TAUK.

Transmission costs

Compared to the energy consumption for CPU processing, rteegye consumption for data sending or re-
ceiving is in the order of0? higher. Therefore, transmission of messages represenfgeéhdominant energy
consuming process. We will study only the sending cost®atih there is also a corresponding receiving cost
associated to every transmission.

First of all, equal for all schemes is that every node (extepsink) forwards during each time frame some
ciphertext. However, schemes may use different encrygaemes which vary in their data size. Another
difference lies in the handling of the identifiers. ligt;, denote the bit size of the data sensed by the sensors
and similarly letb;p be the bit size of a node’s identity. For the sake of simplicite assume these values
to be constant throughout the whole network. Furthermete,c, .- b€ the logarithm of the number of
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| Scheme] N — Pred(N) \

HbH (bdata + b#sensors) + b#sensors

CDA bdata + b#sensors) © S #Splits + b#sensors
)
)

(
CMT (bdata + b#sensors + bID : #ST(N)

ME (bdata + b#sensors + bID : #ST#hops(N) + b#sensors
TAUK (bdata + b#sensors) + 2- b#sensors

Table 2: Comparison of the maximum node transmission size.

sensors within the network taken to the base 2. Thus, theeggtion of all2b#sensors measurements takes at

leastby sensors + baata DItS, Deing a lower bound for the ciphertext size. Besidesassume that the sink needs
to know the number of aggregated values in the result it veseiThus, if no identifiers are reported, at least
one counter of sizéy ., sors has to be included within the transmissions.

Inthe HbH) case, the aggregator simply decrypts any incoming cipkesitaggregates the resulting plain-
texts, and forwards the encryption of the result. No id&gineed to be transmitted. For encryption, any
encryption scheme can be used. Therefore we assume theahleimgth ofb..scpsors + bdata fOr a ciphertext.

In CDA, an encryption function taken frord][is considered where two parameters influence the size of
the ciphertext:#splits, the number of times the plaintext message is split, @andhe module used which
determines the size of each part. For this purpesias to be chosen such that there exists a divisowvhich
needs to be at least as big as the plaintext rangesard log,, (m) specifies the security parameter. Thus,
we can express the ciphertext length#yplits - s - (bysensors + bdata). AS €ach node uses the same key, no
identifiers need to be transmitted but one counter.

CMT must transport all the IDs which were involved in the endgpiprocess. At each aggregatsrthis
results in the concatenation of the ID list withi7'(/V). The usage of a keystream generator allows to the
ciphertext to be of minimal Sizy scsors + bdata-

ME based mechanisms reduce the effect of transporting theypsthorming#hops-hop encryption and
decryption. The problem of carrying the involved IDs is lied to the IDs of the nodes which are at most
#hops hops after an aggregatd¥. We denote this subtree &f7'(IV) by ST xn0ps(N). The encryption is
again done by a keystream generator. As the IDs are not tretegpup to the sink, a counter is necessary here.

The scheme proposed in this paper requires only the trasgmisf the aggregated ciphertexts and two
counters. Itis therefore almost as data efficient as singgeldy-hop encryption while requiring less operations
(only aggregation instead of encryption and decryptior) piroviding a higher security (aggregator nodes are
no longer able to decrypt the incoming ciphertexts).

Table 2 shows the parametrized cost caused by a transmitting natlegdhe aggregation phase. For the
sake of simplicity, we assume that every node is a sensor. ndéféle some schemes have a constant data
overhead for every aggregation level, the effort of othérestes like CMT heavily depends on the network
structure.

To give an impression on how much the considered schemes difthe message size, we illustrate this
on some concrete examples. Similar to the example discuisgbd motivation, we consider networks with a
balanced tree structure. That is the network haggregation levels and each node (except of the leaves) has
an outdegree af. To examine how much the message sizes can maximally vargsstene that no nodes are
silent.

In Figure 7, we display the results for the case= d = 3 (39 sensor nodes). It shows that the size of the
transmissions made in TAUK is only slightly bigger compatetibH but about 4 times smaller at aggregation
level 1 and about 3 times smaller at aggregation level 2 cosapt® CMT.

Figure8 shows for the case of a tree of height= 5 and outdegred = 4 (1364 sensor nodes), that the
difference in the transmission sizes are even more extrétrenumber of bits which need to be send in CMT
are of magnitudes bigger compared to TAUK.

Concluding, we see that the use of CMT or other schemes wtdeld to send the node IDs are rather
impractical for large scale WSNs. In these cases, schenthsaiow data overhead like our proposed scheme
are more promising.
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height=3, out-degree=3, #sensors=39

message size [bits]

aggregation level

Figure 7: Comparison of the maximum transmission sizesspeaet to the aggregation level foha= d = 3
tree.

height=5, out-degree=4, #sensors=1364
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Figure 8: Comparison of the maximum transmission sizesspeet to the aggregation level forha= 5 and
d =4 tree.
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Security Analysis

We consider attackers who aim to gain knowledge of the aggieyof as many measurements as possible
made within the network. Attackers can control the commation in the network. She can eavesdrop, stop,
and alter the outgoing messages of any node but not for absnatthe same time. We refer to this kind of
attackers as cryptographic attackers. In addition to odiimtg the communication, an attacker might physically
capture some nodes to read out the confidential data stortbeéion We name such attackers physical attackers.

For a security analysis, one can ignore the attacker’s dépaif changing messages as this does not yield
any new information. More formally, assume that a nddesends at time frame a messag&’%;, that is a
ciphertext, towards its predecessuf but this message is changed(ﬁﬁ, by the attacker.N’ receivesC‘}fV
(instead ofC%,), aggregates it with the other ciphertexts, and forwardsréisultC,, (instead ofC%;) to its
predecessor. Because@f,, — C%, = C% — C% the impact of changing’4; has on other messages yields no
new information to the attacker.

For the comparison we assume that the deployed cryptograpimitives like the encryption function in
HbH and the keystream generators used in CMT and ME are secure

Security upshot

The security analysis shows that the considered instamti&t vulnerable against some attacks which do not
apply for the other schemes. Obviously it does not reachdaheessecurity level as its competitors. However,
recall that the primary goal for the considered instartiativas to increase the lifetime while still providing
some reasonable security. Some of the weakness are conseguemm these choices, e.g., to use a network
wide dummy valuesz! to allow key refreshment without any additional data exgfean

If the provided security level meets the requirements ofcthecrete scenario depends on the attacker cost
model (Sectior??). Recall the arguments that an attacker will likely not stvenore time and resources into
attacking the network than it would require to build her ownthis context, we stress that none of the attacks
provide a total break "for free”. The ciphertext-only aktas certainly the cheapest one but provides only
the aggregation of plaintexts over several time frames,imgathe value for an attacker unclear. The known-
plaintext attack requires to eavesdreachnode at least times to reveal the corresponding plaintexts. In
particular the second condition could have the practicaliration that an attack at reasonable costs requires
to attack the network level by level, starting from the leavEhe physical attack requires the corruption of only
the highest level (plus one successor) to break the wholeonlet Thus, in scenarios where corrupting nodes
is feasibleand the specified nodes are easily reachable, we would not reeochito use TAUK without any
further protection. In other scenarios, the provided sgclevel might be enough to fulfill the requirements,
especially when the user is aiming for a long-lived WSN.

Routing Flexibility

Next, we discuss the flexibility and robustness properti¢gseoavailable CDA solutions and their recommended
key pre-distribution schemes.

A WSN representing the network model which we introducediireg some flexibility with respect to
changing routes for the transmission of convergecastdraffiis comes mainly due to the need of i) exhausting
nodes, as well as the conceptual mean of ii) aggregator edgéom per time frame.

In case of usingHbH we differentiate between HbH with pairwise keys and HbH vgitbupwise keys.

In the first case the architecture provides no routing fléiggbat all. With groupwise keys HbH encryption
achieves routing flexibility at the cost of almost no systaousity. Regarding the degree of routing flexibility
we observe thaCMT with a randomized pairwise key pre-distribution as well lzs $ingle symmetric key
basedTAGK are the most promising ones. However, they either come atasis of reduced system security
or an unacceptable data overhead during the aggregatice pha

Since bothME and TAUK require some keys stored on the path to the sink, this apiprioases routing
flexibility and ends up in the requirement of static routifidpese restrictions can be relaxed to some extent by
storing the particular keys at several nodes at the samegafipn level. However, a more detailed analysis is
out of scope of this work.
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5 RoK: A Robust Key Pre-distribution Protocol for Multi-Pha se Wireless Sen-
sor Networks

A Robust Key Pre-distribution Protocol for Multi-Phase Wir eless Sensor Networks

This section describes, in detail, our novel Key Pre-distion Protocol for Multi-Phase Wireless Sensor Net-
works proposal. It explains how nodes get configured and hey ¢stablish secure channels. We then eval-
uates the security of our scheme and compares it with theaiseaofi the RKP scheme. This evaluation is
performed by simulations and analytically. It also disesssome issues such as counterfeiting protection. We
also compare our proposal to existing schemes.

Overview

Because a sensor is battery-powered, it has a limitedntigetMery often, the sensor’s lifetime is much smaller
than the lifetime of the whole network. In order to assure a@dgoetwork connectivity, new sensors need to be
deployed periodically to make up for disappearing ones.

In our scheme, we assume that new sensors are deployed kErregach that we caljenerations The
time between two consecutive generations is calkkeration periodWe also assume that a sensor lifetime is
bounded by a given numbetw, of generations. We refer 6w as thegeneration windowlIn other words, a
sensor deployed at generatipmvill run out of power before generatigh+ Gw. For simplicity, we assume in
the rest of this document that the generation period is the tinit, i.e. that the generation period is set to 1.

Newly deployed nodes should be able to establish securs Viitk previously deployed nodes otherwise
connectivity will not be provided. In our scheme, a node dgetl at generatiof can establish a secret channel
with any other sensor deployed in the time perjipd- k, j + k], wherek is a integer. Note that we assume, for
simplicity, in this document tha@t = Gw. Therefore, since all nodes deployed before genergtiorGw have
died, our newly-deployed sensor can establish a key withodimgr node of the network. Note that, in some
scenario, it might make sense to choose a valuetbht is smaller theitw. In this case, the newly deployed
node will only be able to establish a secure channel with aefulif the network sensors.

Our scheme is similar to the key pre-distribution schemeritesd by Eschenauer and Gligaf.[ However
as opposed to this scheme, we assign to each seniseo different key ringsFKR4 andBKRy4, where a key
ring is a subset of a pool of keys, naméli{R, € FKP andBKR,4 C BKP.

These key rings are respectively called thevard and thebackwardkey ring. Similarly, the key pool are
called theforward and thebackwardkey pool. The pools of keys are refreshed at every generation

The rest of this section describes how the two key pe&B andBKP are built and refreshed, how the key
rings are assigned to nodes and how nodes establish segset ke

Key Pools Generation

In the RKP scheme 7], the key pool is composed of random keys that do not evolk tihe. In contrast, in
our scheme, the key pools evolve with time: they are updatedch generation.

The Forward key pool

The forward key pool is initiated witl/2 random keys. At each generation, each key is updated byrtgashi
the current key with a secure hash functian, {0, 1}* — {0, 1}'%°, such as SHA119].

More precisely, the forward key pool at generation 0O (i.eewthe network is first deployed) is defined as
follows:

FKP? = {fk}, k3, ..., fkp o}

where eactik! is randomly generated. We caglkeys the keys of the forward key pool.
At generationj + 1, the fkeys are refreshed as follows:

FKPIH = (fid T fidtt ,fkg'j/;}
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Table 3: Summary of Notation
Gw | generation window
n | last generation of the network
A | sensor A
kr’, = (FKR/,,BKR,) | key ring of A at gen.
FKRf4 Forward key ring of A at gen. j
BKRf4 Forward key ring of A at gen. j
m | key ring size
FKP/ | Forward key pool at gen.
BKP/ | Backward key pool at ger.
P | key pool size
fk/ € FKP/ | t-th fkey at gen,j
bk € BKP/ | t-th bkey at gen,j
h | secure hash function
h:{0,1}* — {0,1}160
/| hash function
f:{0,1}* — {0, 1}los2(P)
RKP | key management defined if][
RoK | our scheme

wherefk! ™" = h(fk]), and ‘ o ‘
FRPT = {1l 1K), .., K], }

defines the forward key pool at generatipn

The Backward key pool

The backward key pools, composed of backward keys, are afedeusing a hash-based Lamport chdidl.|
If we assume that the network is deployed at generdtiand will last, at most, until generation we start by
generating the key pool of generation Thebkeys (backward keys) at generationi.e. the last generation of
the network, are initialized with random values i.e.:

BKP* = {bK!, bk;, ..., bkﬁ/Q}.
At generationj, thebkeys are refreshed as follows:

BKP = {bk{,bk;’,...,bk;/z}

Wherebk{ = h(kaH) and ‘ , _ _
BKP/*! = (b, blg ™, ... bk}

defines the backward key pool at generatjon 1. _
That is, thebk! key of generatiory is obtained from the keiM+1 of generationj + 1, using the hash
function h.

Key rings assignment

This section describes how the backward and forward ke rémg assigned to each sensor.

Each node is configured with /2 subkeys from the backward and forward key pools. The subdssigned
to a given noded deployed at generatiof are selected using a pseudo-random function. More spdlsifica
the first subkey of the forward key ring will be the subkey witdex f(id4||1||7) of the forward key pool,
where f(.) is for example a hash function with rangle m]. Similarly, the first subkey of the backward key
ring will be the subkey with index (id4||1||j) of the backward key pool. The second subkey of the forward
key ring will be the subkey with indexX(id4||2||j) of the forward key pool. Similarly, the second subkey of
the backward key ring will be the subkey with indétid 4||2||7) of the backward key pool and so on.
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More formally, nodeA is configured with a key ringyr, = (FKR/,, BKR), ), defined as follows:
FKR), = {fk] |t = f(idallillj), i = 1,2,...,m/2}

BKR), = {bk T |t = f(idallillj), i = 1,2,...,m/2}

andm is the size of the whole key ring.

Note that all the key rings are strictly bound to the deplogtggeneration of the owner sensor. As a result,
nodes need to be loosely time-synchronized.

Note that noded can only update its key ringri,, for the generations between;j andj + Gw. In fact
since it cannot compute thigeys for the generations after generatips Gw, it cannot updatér 4 beyond
generationj + Gw. Furthermore, since it cannot recover afieys for the generations before generatjon
it cannot computekr 4 for the generation beforg As a result, the lifetime of its key ring is limited. As we
will see later, this is an essential aspect of our scheme simonsiderably limits the power of the attacker: an
attacker that corrupts a node will only be able to use its kewya limited period of time.

Establishing a secure channel

message that includes its identifiéf,, and its generation.

All the nodes that receive its message are able to recohgritist of the key indexes ikr 4 and identify
the keys that they have in common.

For example, a neighbor nodgcan construct the sét | ¢t = f(idalll||7), | = 1,2,...,m/2} of the key
indexes and check if it shares at least one indaith A. The B node then replies with its identifietdz, and
its generation. As a resul identifies the listy, ¢, ... of all the key indexes in common.

Both A and B then calculate theioverlapping generationghat is the set of the generations in which they
can communicate. Formally, i is deployed at generatiohand B was deployed at generatiarwith i < 7,
their overlapping generations will be all the generationthe intervalj, i + Gw].

Notice that if A and B have in common the key indexés, ¢, ..., ., then both of them compute all
the fkeys {fkY|T = t1,to,...,t., Y = j,...,i + Gw — 1} and all thebkeys {bkY|t = ¢1,t2,...,t., vy =
Jyevoeyi+Guw — 1},

A and B can then compute their secret key as follows:

kap = h(fi], || bK< i, ||l 1.
. [Ific [[bk F =T

In this formula, the forward key’, provide forward security: The forward keys of corrupted emcdhat
happen to have the same key indexes that those used to computare only useful if they are corrupted before
generatiory. The backward keylski*“*~1 provide backward security: The backward keys of corruptetes,
that happen to have the same key indexes that those used putm g, are only useful if they are corrupt
after generation.

The keyk 4 g can then be used to established a secure channel betweersséasd B.

At each new generation, each node should erase their folkesslof the previous generation. By doing
this, thefkeys of the previous generations not yet retrieved by themsdvy cannot be compromised any more:
all nodes will have thg'keys of the new generation and none of the nodes that can bgedpvill maintain a
copy of the previoug'keys. As a result, all the secure channels established fkilis of previous generation
4 cannot be compromised anymore. As we will see in Sedjdhis significantly increases security.

Example

This section illustrates our protocol with an example (s&gife 9). Let's assume two sensoré and B,
deployed respectively at generatipandj+2, with a generation windoww of 4. The overlapping generations
are thereforegj + 2,5 + 3 andj + 4. Let's also assume that and B share the keys; andis (that ist. =
f(A|lla.ll7) = f(B||lp.||j + 2) for somel 4, andip_, with T = 1, 2).
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Figure 9: Key establishmentd and B share the keys, andi,

A and B can then compute the common secret key
kap = h(fik];"[|bk; | [fi; ||kl ™).

When generatiorj + 3 arrives, A and B update their forward key ring by hashing all thg¢keys. They
must also erase from memory their forward keys of the geioerat+ 2. Note that the keys used by node
are only valid between generatignand j + 4. Similarly, the keys used by nodB are only valid between
generationj + 2 andj + 6.

Security Evaluation
Objectives

Our scheme improves the security of fREP scheme by limiting the lifetime of the key pools and refreghi
the pool subkeys. WithRKP, an attacker that corrupts enough sensors can reconsttaageapart of key
pool and compromise many of the established or upcoming.lisince the key pool does not change, newly
deployed nodes are configured with some corrupted subkeyghér words, the security degrades with time.

In contrast, in our scheme, the key pools evolve with time.aAssult, since newly deployed nodes are
configured with fresh subkeys, an attacker has to constaatlyipt nodes and be very aggressive if he wants
to eavesdrop on the established communications. If thekattaoperates only during a limited period of time,
the network will automatically self-heal when the attackeps compromising nodes.

The goal of this section is to evaluate the security of ouppsal and compare it with the security of the
RKPscheme.

We evaluate the security of these two schemes by evaludimgiumber of channels that gedirectly
corrupted whern: nodes are compromised (and their keys are disclosed). Anehdmetween noded and B,
is said to be indirectly corrupted when neithémor B have been corrupted, but the adversary has collected
all the backward and forward sub-keys tatind B have in common. These sub-keys have been collected by
compromising other nodes.

We evaluate the two following ratios:

1. Racive is the ratio of the number dhdirectly corruptedactive channels over the total number of active
channels. A channel is active when both of its ends are $tit.aAn attacker that corrupts an active
channel can decrypt all the messages that are sent of thealintkcan also inject bogus messages by
impersonating one of the communication nodes.

2. Riotal is the ratio of the total number afdirectly corrupted channels over the total number since the
beginning of the network, over the total number of channadd have been established since the birth
of the network. An attacker that corrupts a non-active cbncan decrypt the messages that were
sent over these channels, if these messages were recordegvét, these messages are old and might
not be valuable anymore. Furthermore, an attacker thatigisria non-active node cannot inject bogus
messages, since the secret key it has recovered has expitezhanot be used anymore to send new
messages. For these reasons, we believéthge is more important. However, for completeness, we
evaluate both ratios.

We first evaluate these ratios for both scheni®$P and RoK, by simulation. This allows us to consider
elaborate and complex scenarios. As detailed in the fofigvgiection, we consider different types of attack-
ers. We then compute analytically the rafigqive. We believe this is also useful for a network designer to
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understand and control the security of its network. He canekample, compute for some sets of parameters,
the security of its network (i.e. fraction of corrupted I&)k Alternatively, he can set the maximum acceptable
fraction of corrupted links, and use our formulas to derhenietwork parameters (i.e., for example, the sensor
node lifetime).

Evaluation by Simulation
Simulation Set-up

We have simulated our scheme, referred tRak, and the Eschenauer and Gligor scheme, referred RK&s

To simplify the security analysis, we modeled the networlaa@gid of sensors of size 400. We assumed
that the number of neighbors, i.e. of nodes in the commuitainge, of each sensor is constant and equal to
four.

When nodes are deployed, they establish a secure chanheheit four neighbors, using all the sub-keys
they share. If the intersection of the key rings of two neiny nodes A and B, is empty, noded (resp. B)
checks whether any of its 2-hop neighbors shares at leadikeyswith B (resp. A). If this is the case, this
2-hop neighbor is used as a proxy. If ndtextends its search to its 3-hop neighbors. This algorithmegeds
until a node that shares a subkey wiBh(respA) is found. This node is then used as a proxy.

In order to be fair, we used the same memory requirement fibr smhemes. ThBRKP scheme used a key
pool of sizeP and each node was configured with a key ring sizenofln contrast, thdRoK scheme used a
forward key pool of sizeP/2, a backward key pool of siz€/2 and each node was configured with two key
rings, each of sizen/2. Since the connectivity (the probability of two neighboosestablish a key) depends
on the size of the key pool, the connectivity performance wfscheme, that uses a key pool of sizg2,
is weaker than the connectivity achieved with Ri€P scheme. However since our scheme uses proxies, the
overall network connectivity achieved with these two scherare similar. In our simulationg? was set to
20000 andn to 500. These parameters are similar to the ones usé&ti amgl [g].

We assumed that each generation is composed of 10 time #lbtgeneration 0N nodes are deployed.
We simulated nodes expiration by assigning to each node donarexpiration date, chosen according to a
Gaussian distribution with mea%ﬂ and with standard deviatioﬁﬁﬂ. Where not differently specified, we
used a generation windo@ww = 10. In order to simplify the security analysis, we assumed thamnetwork
topology does not change over time: At each generationrexpiodes are replaced with new ones, configured
with fresh keys. The new nodes establish secure channdigheitr four neighbors, using the common keys of
the least and the greatest overlapping generations (riaggdgdor the fkeys and for thékeys).

Attacker model and strategy

It is important to underline that th¢keys andbkeys can be computed separately. For a captured node of
generationj, fkeys with the same subscripts of all future generations gfteven afterj + Gw) andbkeys

with the same subscripts of all generations beforew can easily be computed, stored and exchanged among
captured nodes. In this way, the attacker may create a télieys that belong to various generations. This
table of keys might be used to compromise some additionalrsdimks of various generations (including the
past ones).

In our simulations, the attacker uses the strategy destabeve: at each time slot, he corruptsctive
nodes and updates the previously described table withtaekward and forward keys. He then uses this table
to corrupt links (alive or past).

We considered two different types of attackers: ¢lager and thetemporaryattackers. An eager attacker
keeps compromising nodes at constant rate, from the deplalyof the first generation of sensors to the end
of the network. In contrast, temporary attacker compromisedes during a limited period of time, from
generation 5 to generation 14 in our simulations.

We then counted, at each time slot, the number of comprontiisksl (i.e. links that were secured using
forward and backward compromised keys that are known totthekar), and computed the ratidstve and
Riotal, described in Sectioh.
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Figure 10: Raciivee Adversary compromises nodes at constant rate (constaokei)
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Figure 11: Rioto- Adversary compromises nodes at constant rate (constanket)

In the next section we report the results of our simulatiofi.th®e simulations were repeated 25 times and
the results report the average values.

Simulation results

This section presents the results of our simulations fodifierent types of attackers.

Eager Attacker model: Figure10 and11 display, respectively, th&actve and Rioa) ratios with an eager
attacker. These figures present the simulation resultdhfeetdifferent corruption rates: 1, 3 and 5 nodes at
every time slot, i.e. respectively 10, 30 and 50 nodes peerg¢on. Notice that we only considardirectly
corrupted channels, i.e. channels established betweenaoropromised nodes.

The main observation is that while tiKP scheme has ratios of compromised channels with an almost
constant growth, the ratios obtained with fReK scheme are bounded by a threshold value, that depends on
the valuez. Secondly, from FigurdQit can be observed that wiRKP, the Raive ration reaches 1 in a really
short time (around 30 generations for corruption rate 108gdnerations for corruption rate 50), while with
RoK the ratios are much smaller and always beloi.

The oscillations in the plots are due to newly-deployed sotiee new nodes establish secure channels with
keys not yet compromised by the adversary, suddenly reguhimratio compromised/active channels. In the
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Figure 12: Raciive- Adversary compromises from generation 5 to generatioriekb{orary attacker)
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Figure 13: Riota). Adversary compromises from generation 5 to generatiorielB{orary attacker)

RKP scheme, the oscillation amplitude reduces as the adveksaps acquiring keys. With tHeoK scheme
the amplitude is almost constant, for the whole life of thewoek, since keys are refreshed at every generation.

We can also observe that the plots for eK scheme in Figurd0 have an increasing phase followed by
a decreasing one. Furthermore, for all three corruptioesrahe plots reach their maximum around the 5-th
generation. This apparently unexpected behavior is dugetprioximity of the deployment time: at generation
5, almost half of the nodes of the network were deployed afitsiegeneration and almost all the keys that the
adversary has collected can be used to exploit the chanitblsse nodes (sinad6w = 10, the average lifetime
of a node isGw/2 = 5). From the 6-th generation on, most of the nodes are “youngd’the channels were
established with keys that were not compromised yet. As ssdie population of the nodes of the network
stabilizes, the ratio of compromised channels also stasili

Note that corruption ratio of the total number of establgslsbannels shown in FigurEl never reaches 1
because of the directly corrupted channels that are not take account.

It can be observed in FigurE2 and Figurel3, that RKP outperforms our scheme in the first generations
(i.e. from generation 0 to 5, when the network is mainly cosgubof nodes deployed at the first generation).
In fact, since the connectivity achieved with our schemenalker, each link is secured with less sub-keys than
with the RKP scheme and can therefore be compromised more easily. Hovesveew nodes are deployed in
the network and new channels are established with frestkeyd-the performance of our scheme significantly
increases with time.
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Temporary Attacker Model: The results for the temporary attacker are collected infeig2 and in
Figure13. The interval of action of the attacker (from generation §eéoeration 14) is denoted with the label
“adversary activity”.

We simulated a network with the same settings as the netwasll tor the eager attacker, and the three
corruption rate of 10, 30 and 50 nodes per generation.

Both figures illustrate theelf-healingproperty of the proposed scheme: as soon as the adverspsyitsto
activity, the ratio of the compromised channels startsatesing as new generations of nodes are deployed. Fig-
urel2in particular shows that the network starts recovering as s@ the attack stops. It takes 10 generations
for the network to fully recover.

TheRKPscheme, instead, keeps a ratio of compromised channelgigtiean 0, even when the adversary
stops its activity. Moreover, when the attacker corruptasowith a rate greater than 30, the ratio approximates
1 and never decreases. Figdi®shows that witlRoK the ratio Ryta decreases when the adversary stops; for
the RKP scheme the ratio keeps increasing toward 1.

In summary, these simulation results show that®oK scheme outperforms the RKP scheme. The number
of active compromised nodes can be reduced by a factor ofdiGexample, when 10 nodes are compromised
at each generation, the ratio of active compromised changsekduced from 100% to 10%. The security of
our proposal is based on the assumption that it takes timanf@dversary to physically compromise sensors
and get their keys. Since in our proposal, the key vulndtglgkriod, i.e. the time that attacker has to corrupt
useful keys is reduced, security is improved significantly.

Analytical Evaluation
Ractive COMputation

In this section, we compute analyticalacive, the fraction of active indirectly compromised links when
nodes get compromised. We assume that most of the linkstatadissed directly, i.e. each node shares at least
one sub-key with each of its neighbors.

As explained in 8], the probability that two nodes sharsub-keys is defined by:

P\ [ P—i \ (2(m—i)
0 <2(m(;>)>2< ) "

wherem is the key ring size and the key pool size.
Therefore the probability that two nodes share at least oheksy is defined by — pg i.e:

P 2m
(Qm) ( m )
o )
m
We need to choose: and P such thapconnect~ 1, i.e., for examplem = 250 and P = 10000.
Furthermore, a secure link will be created by, on averagesub-keys, wherek is defined as follows:

pconnect=1 —

+oo

nk:Zpi-i (44)

i=1

Note that form = 250 and P = 10000, nk ~ 6.

We assume in our scheme thatnhodes are deployed at bootstrap time (generatiod{), Nodes that
die during generatiolir; are immediately replaced at generatiGp, ;. The time between two deployments is
called generatioperiod

We also assume that each sensor has a lifetime that followstrébdtion, for example Gaussian, with
a density probabilityf (z, u, o), wherepu defines the mean lifetime (the unit is the generation peréod)o
the standard deviation. The density probabilftyc, 3,1/6) indicate that the mean lifetime of a sensor is 3
generations and its standard deviatiot /6 generation. The lifetime of a node is boundeddy, i.e if a node
is deployed at generatiad;, it will, for sure, be dead after generatioh + Gw.
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It can easily be shown that the number of nodes that died &rgionG';_, and redeployed at generation
G, with j > 1, is defined by:

Gw i
Xj:Zin/ 1f(5'3al%0) dx (45)
i=1 =
If the sensor lifetime follows a Gaussian distributiptw, 11, o), we have:
Gw
X;j =Y Xj i (F(izp,0) — F(i — 1;11,0)) (46)
1=1
where
1 T — [
F(x;p,0) = - |1 +erf . 47
cn - et (532)] &

We can demonstrate that, fpenough largeX; becomes constant: the network stabilizes and, then, thagee
number of nodes to re-deploy is constant.
If we denote, X (V) the number of active nodes deployigenerations ago, we can have:

Gw
XU =x; [ flx,p,0)da (48)

7

- Xj(F(Gw;M7U) - F(Z?/MU)) (49)

From Formulad9 we can compute that, on the average, a node picked at randomtlie network has age
with 0 < i < Gw, with probability:

pli) = - X0 (50)

The average agg|«] of nodes is therefore defined as:

Blo] =Y i- %X@ _ %Zz’X(i) (51)

Let the average number of captured nodeschiuring a period. Since each node containkeys, the
probability that a given key has not been compromisgd is 5 )*. Therefore if a given link was secured with
i sub-keys, the probability that this link is compromisedlis- (1 — 5)*)".

According to B], we defined the average probability that a linkridirectly # corrupted when: nodes are
corrupted as:

pe=3(1-(1-3)) 52)

Therefore, with theRKP scheme, the probability that an active link is compromisedemeration; is
defined as follows:

plerkp(j) = Z (1 - <1 - %)”> Di (53)
i1

with p; defined by Formuld2. Note that this probability increases with time.

4 Remember that a link is indirectly corrupted when none ogitd-points have been corrupted, but the adversary callett¢he
keys used to establish the link, recovering those keys fammpromised nodes
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Figure 14: Average number of nodes to re-deploy every gépara For every generation is reported the

expected number of nodes died in that generation.

With RoK the probability that an active link is compromised at gatien G; depends on the generation of
the “oldest” node that established the channel. So, we ltesaiuate the average age of the oldest between two
random nodes of the network. Let BeandY two independent random variables with the same distributio
defined by Formul&@9. Let beZ = MAX(X,Y"). The expected value df is the average time at disposal of
the adversary to indirectly corrupt a random active channel

The probability thatZ assumes the valug where0 < j < Gw is defined by:

P{Z =j}=P{(X =AY <))

54
VX <j-1AY =) &9
J Jj—1
=p(j) - Y _p(k) + Y _ (k) - p(j) (55)
k=0 k=0
7j—1
= p(j)* +2 (p(j) : Zp(k)) (56)
k=0
Therefore,E[Z] can be computed as follows:
Gw
E[Z)=Y% j - P{Z=j}= (57)
j=0
Gw J—1
=> [p(jf +2 (p(j) : Zp(k))] (58)
j=0 k=0
Finally, the probability that an active link is compromisatdyeneratiory with our scheme is defined as:
L my B2\
plerok(j) ~ ; (1 - (1 - F) ) i (59)

Note that this probability is constant, since it does notetepon; .

Some numerical results

If n = 400, m = 250, P = 10000, Gw = 10, x = 10, ord = 4, the total number of links is arour&D0.
Evaluating Formul&4, we obtain thatk ~ 6.
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Figure 15: Comparison analysis and simulation results

Formula46 shows that the average number of nodes to re-deploy eveeyaén converges. This function

is plotted in Figurel4. With the previous settings, the function converges to Hiaes72.

The distribution of the age of a node can be evaluated via &ar®.

The expected age (Formuld) is 2.5, while the expected age of the oldest between twooranabdes (For-
mula58) is 3.6.

Using Formula$3 and59, we obtain thaplcrkp(15) ~ 0.75, plerkp(30) ~ 0.993 andplerkp(50) ~ 0.9999.
Furthermore plcrok(10, 30,50) ~ 0.10 (and 83 links are directly compromised). These results detnate
that theRoK scheme reduces the numbers of compromised channels bypadatd. They also show that, with
RoK the ratio of compromised channels remain constant witke.tim contrast, the number of compromised
channels increases WiRKP, i.e. security degrades with time.

Figure15 compares the results obtained analytically with form@asand59 with the results obtained by
simulations. This figure demonstrates that the resultsredeanalytically and by simulations are very similar.
Note that in the simulations, it is assumed that the attackeupts nodes regularly within a generation. In the
analytical model, we assume, for simplicity, that the d&ttacorrupts all the nodes at once i.e. at the beginning
of each generation. This explains why the oscillations dinatvisible in the simulation results do not appear in
the analytical results.

Discussions
Counterfeiting protection

Our scheme not only improves the security of deployed nodealso makes node counterfeiting very difficult.
Counterfeiting happens when an attacker generates a nesvfraod the sub-keys it has compromised. With
the RKPscheme, the attacker has to findidrsuch that it has compromised all the corresponding sub-{ays
at least the sub-keys it has in common with the nodes it wargstablish a secret channel with). If the attacker
has compromised enough nodes, it will know many sub-keydhaadperation might not be too difficult.

With our scheme, since sub-keys have limited lifetimes,engdneration is much more difficult. As ex-
plained in sectiorb, two sensorsA and B, deployed respectively at generatiband generatiory, compute
their secret key as follows:

kap = h(fi, || blgT | Ifi, |[bleF <] .
- [Ifi bk FE )
If the attacker wants to generate a new néfdet’s say deployed at generatianwherex < 7, in order to

establish a secure link witB, it can only use the nodes corruptedjir- « generations (i.e. from generatian
to generatiory) to perform his attack. The lifetime of the established kvik then beGw — (j — ). There is
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Figure 16: Security oRoK with different values ofGw. Ratio between Total-compromised and Total-

established channels, for the whole lifetime of the network

a clear trade-off here between the time at disposal of tlaelat to perform his attack and the benefit it gains
(i.e. the lifetime of the resulting established channels).

If 7 — x is small, then the attacker has very limited time to collbet ¢orrect sub-keys, but the lifetime of
the link might be large i.eGw — (j — x). However if the attacker needs more time, i.e. if it decreas¢he
duration of the established lifetime will be smaller. Weibeat that this is a nice feature of our scheme. An
attacker needs to be very aggressive and corrupts many wedeguickly if it wants to benefit from its attacks.
Performing such aggressive attacks might not always belpessd requires very strong attackers.

Controlling the Security of a WSN

Formula59 clearly shows that the security provided by our scheme dipen the value ofrw, or in other
words, the refresh period of the sub-keys. This formula @anoded to evaluate the security of a WSN that has
predefined parameters. On the other hand, it can also be aispédcify the network parametéhv according

to the administrator security goals and the attacker mdel@l.example, the above example shows that if the
attacker can corrupt up to 10 nodes per period (period b&iegibit of time), the network is composed of
400 nodes, each configured with 250 sub-keys out of 1000keyd- and that the security goal is to make
sure that less thas3% of the network is corrupted, thefw must be set to 10 periods. In other words, the
maximum lifetime of each node must be set to 10 periods (amévkrage lifetime will be 5) and new nodes
must be regularly deployed in order to replace dying nodasil&ly, if the security goal is less tha20% of
corruption,Gw must be set to 5 periods. Equatidf shows that, with the previous parametersg80 nodes
die at every period and need to be replaced. An idea of thedngdahe parameteéw can be had from
the Figuresl6 and17, where we compared the ratios introduced in Sechioior a fixed and constant rate of
corruption and varyin@g-w.

Comparaison with Related Work

Key management is one of the core mechanism to provide $g¢arivVSN. Even though public key based
solutions are being investigated in the literaturkl([12, 13]), these solutions suffer from the CPU, memory
and energy limitations of sensors. As a result, most of tietiag proposals consider only the use of symmetric
key cryptography.

One of the most popular approach, referredasdom key pre-distribution approachvas proposed by
Eschenauer and Gligor]. In this scheme, each node is configured with a key ring ranigselected from a
larger pool of symmetric keys: they propose a model thagsadn probabilistic key sharing among the nodes of
a random graph. Inl{], Di Pietro et al. provide some new results to study the sehgoviding a new model
instead of the traditional one based on the Erdds-Rémdam graphs. The Random Key Pre-distribution
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Figure 17: Security oRoK with different values ofGw. Ratio between Active-compromised and Active

channels.

Scheme8] of Chang, Perrig and Song is an extension®@fgnd presents three proposals to strengthen security
and improve resilience of the established link keys. 1, [L6], a cooperative pair-wise key establishment
protocol is proposed, where a link between two nodes is aaiefl using the cooperation of the common
neighborhood.

While random key pre-distribution schemes are efficient moehising, the security that they provide de-
grades with time. Our proposd& oK, solves this problem by periodically refreshing the keylpoo

One work that takes in account the challenge to protect @ssesensor networks that can be deployed in
different phases i$]. The considered model is very similar to the one consider¢lis document: sensors are
deployed in successive generations, when previously geglsensors fail or when the capability of the existing
network is determined to be insufficient. All the deployed@e®are able to establish secure channels with nodes
of the nextn generations. Unlike the previous works, this protocol islmesed on a random pre-distribution
of the keys. Every node is deployed with exactly gaemeration keyhat binds them to a specific generation;
for all the other generations it can communicate with, itmteins a secret derived from an own unigue random
value and the corresponding generation key. Formally, dend is deployed at generatiojj it is configured
with a unique random valu& 4, the generation keyk; and a set of secret$, ;1,54 j42,-..,54,j4n, ONE
for every of then following generations; each secret is constructed asistldy s ; = Ggr, (R4), WhereG is
a keyed one-way hash function agk is the generation key of generatienClearly sensord cannot recover
gk; from S, ; andR 4. A node B of generationj’ < j + n, upon receivingR 4 will be able to construcs 4 ;/,
since it knows the keyk;,. NodesA and B, then, share the secrg}; ; that can use to establish a session key.
Since each node only knows the generation key correspondliitg)own generation, it is not able to construct
the secrets for an arbitrary generation. Moreover, it catamper with the communication between nodes of a
different generation, and cannot impersonate a rio@é¢ generatiory, since it cannot computé'y;, (R.).

The security of the whole protocol is based on the assumptianit takes time for an adversary to phys-
ically compromise sensors and get the stored keys. Sincatibke security of the scheme relies on the gen-
eration keygk;, all sensors of generationmust erase this key as soon as the key-establishment pragoco
over.

The security provided by this protocol is rather weak: sialteéhe nodes of generatiohhave a copy of
gk;, it is sufficient for the adversary to compromigsee of those nodes to corrupt all the communications of
that generation.

With the RoK scheme, discovering the whole traffic of the network is a dfficult task, since the adver-
sary needs to reconstruct the whole key pools. Mored®eK is more secure since the corruption of a single
node has only a very limited impact on the security of the whtwork.
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Figure 18: Node addressing in a tree-shaped network of 6snedereby both the degree and the height of the
tree is 2

6 Implementations

Implementation details of TAUK

We implemented the TAUK for initial key-distribution botim¢he MicaZ and TelosB motes, which are a typical
platform for WSNs. The MicaZ mote is equipped with 8-bit pessor, while the processor employed in TelosB
mote is 16-bit. The operating system employed in the impieai®n was TinyOS-2.0.2. The realization of

TAUK requires a communication between the sensor nodess, Thare is a need for a well defined network
model for a successful implementation of the TAUK. In thédaing subsection we briefly explain the network

model, e.g. a model for node addressing, employed in thigimgntation.

Implemented Node addressing model

The key-distribution in the TAUK proceeds top-down from #irgk node to the leaf nodes: The sink node selects
a master key and distributes it to its successors such teaggregation of the keys stored on the successors
sum up to the master key. Since a tree-shaped network bestsuinplement such a network traffic, we had
to agree on a common addressing model that is suitable feeastraped network structure. Please note that
the tree-shaped network structure makes the modeling afdimnunication for key-distribution easier, but it
is not necessary in general for a proper realization.

In this addressing model, the nodes are addressed by a uaigkitD. The tauk ID of the sink node is set
to constant 0, while the IDs of the aggregators and the ledésiare assigned such that each node has a unique
tauk ID and the difference between two subsequent IDs is ¢urEil8 shows an example of a tree-shaped
network with6 sensors with the described addressing model.

The main advantage of such an addressing model is that edelimthe network can calculate the address
of its direct neighbors only by using its own Id. The reasantffis is that due to the regularity in the assigned
addresses, the tauk IDs in the network may be representediiriegger sequence. This makes the additional
communication overhead between the sensor nodes needietswould be required to discover the addresses
of the neighbors, since TAUK assumes that each sensor naeidglknows its direct neighbors in the initial-
ization phase. In this model, one may use the following fiomst to calculate the IDs of the direct neighbors
of the sensor nod&’:

Pred(N) = L% | (60)
Suce(N) = {ID'|(Nyp -d) + 1< ID' < (Nip + 1) - d}. (61)

Thereby,N;p denotes the tauk ID of a nod€, while the degree and the height of the tree is denoted doyd

h, respectively. For example, in the case of FiglBePred(6) := | %51 ] = 2 andSucc(1) := {3,4}. In order

to decide, if a sensor node is a leaf node, one can use of thefibs left and the right most sensor nodes of
the tree. More precisely, if the ID of the nodé is between the IDs of the left and right most leaf nodes, the
node N is also a leaf node. Let assume thid®; x and I Dy denote the IDs of the right and the left most

sensor nodes in the tree, respectively. One may use thevingcalgorithm to find out, if the nod#y is a leaf
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node or not;

. 1 ifID <IDy <ID

isLeaf(N) := { 0 othersv];[sg e (62)
whereby

dh—1
IDpy = Ld—lJ (63)
and
d-(d"—1

Integration of the proposed addressing model with existingaddressing models

Within the Ubisec&Sens tool box several software compaherdre developed, which may be used to build
a full function WSN applications. In those components thiesand the routing paths are defined with a
unique identifier that is the node ID in general. Since theesking model defined in the previous subsection
requires an ID for the realization as well, using the the sapue ID may lead to inconsistencies. To solve
this integration problem, we define a new tauk node ID beirigalized during the compile time and used
only during the boot strapping of a WSN for the key-distribnt As explained in the following subsection
we employ for this a virtual tauk ID. Once the key-distrilautiis finished, tauk node IDs may be replaced by
the real node IDs that are necessary for usage of other sefwveemponents such as routing protocols or the
identity manager.

The TAUK key-distribution is performed to provide sensodas with a unique key that is employed in
the bi-homomorphic concealed data aggregation (CDA). A Gfa8ed on TAUK requires a storage of some
encrypted data, i.e. encrypted dummies, on distinct sermtes towards the sink. These encrypted dummies
are necessary for a successful decryption of the conceatacbd the sink in case of silent or exhausted sensor
nodes and are different for each node. Thus the aggregatiom $ensors towards the sink should follow a
certain path in the WSN. This means that the routing flexibi$ restricted. However, this restriction may be
relaxed by storing the encrypted dummies on several nodeshwabhe on the possible paths to the sink. For this
document the routing flexibility is out of scope. Thus, wenpaut that the specific CDA derivation based on
double homomorphic encryption requires a static routingctvmay be achieved with the proposed addressing
model and the existing routing protocols such as TinyLUNAR.

Data representation

Prior to explaining implementation details we introduce type definitions and macros used in the implemen-
tation. The following types and macros are employed in thiglementation:

e TREE DEPTH: This macro is used to define the height of the tree, which islextén the employed
addressing model e.g. for determining the IDs of the riglitleft most sensor nodes in the tree.

e TREE DEGREE: This macro is used to define the degree of the tree, i.e. thdeuaf the successors
of each sensor node.

e TAUK DATA SIZE: This macro defines the length of the plain texts in bytes tormypted. The
length of the plain texts is needed to determine the lengthetipher texts and, thus, to determine the
size of the individual keys need to be derived from a mastgrdteeach sensor node. Note that this
implementation assumes that the size of the plain texts édlenthan 7. The reasons for this restriction
are:

— The events such as light, temperature, humidity, etc. treatrenitored by the sensors of the nodes
is representable in 2-Bytes and the employed aggregatieratpn keeps the size of the produced
cipher texts constant independent from the number of theoseiin the network.
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— Keeping the data size smaller than 7 makes the use of stanmttteematical operations such ad-
dition, substraction, division, etc. possible. This daeses the resource consumption in the imple-
mentation, as the implementation of a dedicated multiipi@t integer arithmetic becomes unnec-
essary.

e TREE_SIZE(): Thisinline functioncalculates the size of the network, which is the number of#resor
nodes except the sink node. It is necessary for determihm@ey and ciphertext sizes.

e TAUK KEY _SIZE: This macro contains the length of the keys of the sensor nodeges. It is calcu-
lated as follows:

TAUK_DATASIZE+2 if TREE.SIZE() > 256

TAUK_DATASIZE +1 otherwise (65)

TAUK_KEY _SIZE := {
One may easily realize that the calculation of the key sizth@nafromentioned way yields a correct
result, only if the size of the network is smaller than 65788es. On the other hand, it is unlikely that a
WSN application with more than 65793 nodes will ever be dggio

e neighbor.id_t: This data type is used to represent the 16-Bit tauk ID of tms@enodes. The zero is
reserved for the sink node and defined as a constant in TSUNK_ID.

e tauk_modulus_t: This data type is used to represent thedulusused in the key derivation, encryption,
and decryption. Since it does not decrease the providedigelewel, the modulus in this implementation
is always set t@(TAUK-KEY_SIZE)§_ 1 Setting the modulus to a constant value improves the affigie
of the protocol, as the transmission of the modulus is natired any more.

e tauk_dummy_t: This data type is used to represent thenmiesdefined in the protocol description.
e tauk key_t: This data type is used to represent kiegs

e tauk_cipher_t: This data type is used to represent tigher of the bi-homomorphic encryption. It is
needed for storing encrypted dummies.

e tauk _key_msgt: This structure defines the messages changed between saydes im the key-
distribution phase.

t ypedef nx_struct tauk_key_ nsg{
nx_uint8 t type;
nx_ui nt 8_t dunmy[ TAUK_KEY_SI ZF] ;
nx_ui nt 8_t key[ TAUK_KEY_SI ZE] ;

} tauk_key msg_t;

Depending on the platform encoding of the data may be diftengamely, little or big endian. This
is especially problematic, if a WSN consists of heterogesezensor nodes. In order to overcome this
incompatibility problem, one should use independent dgiad. In TinyOS, independent data types are
defined by thenx _ prefix and the taulkey msgt is defined in this work as an independent data type.

Thet ype variable defined in this structure is used to denote the tftieeanessage, which can be:

— tauk key message
— acknowledgment message.

A tauk key message, denoted by TALKEY _MSG, is employed for disseminating the keys in the net-
work. An acknowledgment message is sent from a sensor natke icedecessors on receiving a tauk
key message and is denoted by TAMCK _MSG. The fielddunmy is used to represent the dummies to
be sent successor nodes. Finally, ke contains the master key, from which the keys for the sub-tree
of the recipent are derived.

All of these macros and type definitions are defined inTtaak. h file.
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Figure 19: Message flow in TAUK

Software components

To make the roles of the software components used in thissimghtation more understandable, we first sum-
marize the message flow in our implementation of TAUK briefyn example message flow for TAUK in a
tree-shaped network of 6 sensors is shown in Fig9re

e Step-1: The sink node selects a masterkegnd splits it intad keys (1) such that, = (k1 +ka+...+kq)
mod P, wherebyd is the degree of the tree-shaped network &nd the modulus. For example, in case
of Figure 19, the keyk; is splitted in two keys such that = k1 + k2 mod P holds.

e Step-2: The sink node transmitsplitted keys to its successors (2) and starts waiting factmmitment
messages from them (4) to signal that the key distributiaoispleted.

e Step-3: Upon areceived key from the predecessor, the seader. checks if it is a leaf node (3). If the
noden is a leaf node, it stores the received key in its memory andssarcommitment message to its
predecessor (4). If the nodeis not a leaf node, it performs the following operations (3):

— noden splits the received ke, in d + 1 keys such thak, = (k,, + k1 + k2 + ... + k4) mod P and
storesk,, in its memory to use in the homomorphic encryptions, whiletiteg the received ke,
from its memory.

— noden transmits thel splitted keys to its successors and starts waiting the comenits from them
2).

— after receiving a commitment from all of its successors,rtbden sends a commitment message
to its predecessor (4).

The implementation of TAUK mainly consists of three compuseproviding the functionalities summa-
rized above such as deriving individual keys from a master (8, disseminating the splitted keys to the
successors (2), and keeping the track of the direct neightddre operations required for splitting the master
key is implemented in th&@auk Ut i | sMmodule. TheNei ghbour Tabl eMmodule is responsible for pro-
viding the information about the sensor node’s locatiorhmietwork and the addresses of the successors and
the predecessor. The transmission of the keys to the sucsesm®d the transmission of a commitment message
for a successful key generation to the predecessor (4) @irae in theTaukRadi oMmodule. In addition, the
TaukRadi oMis responsible for forwarding the messages received oveioRa the responsible modules for
further processing. Finally, thtauk Ut i | sMmodule implements the TAUK by means of the afromentioned
modules.

In the following subsections, we explain the software congmis used in the implementation in detail.

e TaukM

As shown in Figurel, the TaukMis the module implementing the protocol functionality witte help
of other modules listed and described below. The executitheoTAUK differs slightly depending on
the role of the sensor nodes:

— Sink node:
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Figure 20: Flow chart for the implementation of the TAUK keigtribution

The key-dissemination is started by calling the commandr t Tauk() . Once this command is
executed successfully, the sink node initializes its nedgttable and selects a random key and a
dummy value to be disseminated in the network. After splitihem regarding to the number of
neighbors, it sends the splitted keys and dummies to canelipg neighbors and starts waiting
the acknowledgment messagexks). Once it receivescks from its all neighbors, the key-
distribution is finished.

— Aggregator node:

Once an aggregator receivesauk _key_nsg_t message from the sink or from an another aggre-
gator, it first derives the keys and dummies for itself andhé@gyhbors. After this it encrypts the
dummies of the neighbors with their keys and stores thenthegavith its own key by using the
KeyPr ovi der interface provided by dent i t y module. It transmits then the derived keys to
the neighbors and starts to wait theks from them. Once it receivescks from its all neighbors,

it sends aracksmessage to its predecessor and fires the the key-distrbistimished event.

— Leaf node:

Leaf nodes receives ontyauk _key _nsg_t messages. Once a leaf node receives a key message,
it stores the key and sends anks message to its predecessor. Afterwards it fires its the key-
distribution is finished event.

The implementation of the TAUK key-distribution for an aggator and a leaf node is summarized in a
flow chart, see Figur20, in a simplified way. To achieve the afromentioned functiies, theTaukM
module implements the following commands and events:

— command errort start Tauk():
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Figure 21: Graphical representation of the TAUK key-disition module

This command initializes the components used byTek Mmodule, such alslei ghbour Tabl e
and TaukRadi 0. Moreover, if the node is the sink, it starts the key-disttilbn as described
above. If the node is an aggregator or a leaf node, it chatgsetaie for waiting messages from its
predecessor.

— event void start TaukDone(errort err):

This event fires after thet ar t Tauk() is executed. Ther r is set toSUCCESS, if the operation
was successful, otherwisl L.

— conmand error_t di ssem nateKeys(uint81t* key_nsg_to_di ssem nate,
uint8t |ength):
This command is executed only on the sink and aggregatorsnodietransmits the keys and
dummies, which are contained in they_nmsg_t o_di sseni nat e, to the successors of the
node, after processing, e.g. splitting, them. Thengt h denotes the size of the structure
key_nsg_t o_di sseni nat e. Please note that theey _nsg_t o_di sseni nat e message is
generated on the sink in the beginning of the key-distrilbutprocess, while it is received over
radio for other nodes. The leaf nodes do not need to execistedmmand. Because they do not
have any successors and therefore further processing dtbired message is not necessary. They
only need to store the received key in its memory.

— event void di sseni nateKeysDone(errort err):

This event fires, if thedi ssemni nat eKeys command has distributed the keys success-
fully.  More precisely, this event is fired, if the keys and duies derived from the
key_nsg_t o_di sseni nat e are sent to the successors without failure andabks from all
successors were received.

e TaukRadi oC

This component, see Figu&? is responsible for sending and receiving the message&deiatTAUK
key-distribution. It implements the following commandsiavents:

—event error_t initTaukRadio():
This command is responsible for the initialization of thdicacomponents and the other software
modules employed in theauk Radi oCcomponent.

—event void initTaukRadi oDone(errort err):
This event fires after the initialization of tieuk Radi oCcomponent is finished. Ther r is set
to SUCCESS, if the initializations were successful, otherwisAl L.

— comand error t sendSuccKeys(uint8t* keysToSuccessors, uint8.t
keySi ze):
This command transmits the keys stored inkleysToSuccessor s array to the successors of
this node. The list of the successors are received ovexghghbour Tabl e interface from the
Nei ghbour Tabl eCcomponent. Please note that it may happen that dependitng application
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Figure 22: Graphical representation of the radio moduldfgK

the number of the nodes are not equal to the calcul@REE S| ZE. In this case one can not form

a fully balanced tree with the virtual tauk node IDs, resigitin a problem that an aggregator node
trying to send a key to a non-existing successor. To solgeitublem, we have a radio component
implemented such that it tries to send a key to a successpmaarder definable number of times. If
the transmission still fails after that limited number @hés, an aggregator node assumes that the
successor is not available and accordingly re-fresh the t@he sent to the successors and ignore
that successor.

— event void sendSuccKeysDone(errort err):
This event is fired, if the transmission of the keys with thenotandsendSuccKeys was suc-
cessful. Here, successful means that an aggregator nodedeged theacks from all of its
SUCCESSOrS.

— event void receiveMsg(void+x data, uint8t size);

This event is fired, once an aggregator receives a new keyagedsom its predecessor. The
received message is then forwarded toThe k Mmodule for further processing.

e TaukUtil sC

This module implements the arithmetic operations necgssalAUK key-distribution.

— comand void splitKey(uint8t* splittedKeys, int8t* keyToSplit,
uint8t keySize, uint8t nuntf Splits):

This commands splits the kégeyToSpl i t of sizekeySi ze into nunf Splits keys and
stores the results in thepl i t t edKeys array.

— command uint8t* enc(uint8tx* plainText, uint8t plainTextSize,
uint8t* key, uint8t keySize, uint_t* p):
This commands encrypts the dgthai nText of the sizepl ai nText Si ze with the keykey
of sizekeySi ze and returns the address of the resulted cipher. As propaséukiprotocol,
enc(plainText) = plainT ext + key modp, wherebyp is the modulus.

— command voi d genRandon{uint8t* rnd, uint8t randSize):

This command generates a random number of thersazelSi ze and stores it in the nd. This
method is required for splitting the keys.

e Nei ghbour Tabl eC

The Nei ghbour Tabl eC component is responsible for providing the information whihhve sensor
node’s location in the network and the addresses of the ssore and the predecessor. It imple-
ments the addressing model proposed in Subseétiofhe following commands are provided by the
Nei ghbour Tabl eMmodule:
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Figure 23: Layout of the sensor testbed comprised Figure 24: Tree-shaped network corresponding to
of 14 sensor nodes our office setting

— command nei ghbor i d_t get Predecessor (nei ghbor id.t nodelD):
This commands returns the address of the predecessor cdramgide with the addressdel D.

— command nei ghbor i d_t * get Successor s(nei ghbor i d.t nodelD):
This commands returns the list of the successors of a givda with the addressodel D.

— conmmand bool isLeaf Node(nei ghbor.idt nodelD): This commands returns
TRUE, if the nodenodel Dis a leaf node, otherwiseALSE.

e ldentityC

This is the general identity management module for the WiSens software components. In this
implementation, it is needed to store the keys and to maregatik and node IDs.

Implementation results and evaluation

We use a physical sensor tested to evaluate the implen@ant#tiTAUK and to demonstrate its implementabil-
ity. Our tested evaluation includes the measurement of sizée memory usage, and the dissemination latency.

In addition to our evaluation based on the physical senssiede we simulate our implementation by
AVRORA, too. The results of our AVRORA simulations allow us ffurther evaluation with regard to dis-
semination latency as the network size and the number ofihopsase.

Testbed Our tested is comprised of 14 TelosB motes in an office sef@aeg Figure23). The TelosB motes
are equipped with 16-Bit CPU and have 10KB of RAM and 48KB ofNRO'he nodes communicate using
IEEE 802.15.4 compatible radio interfaces with a transimissapacity of up to 250KBits/s.

We used the serial port over USB as a communication channeééfiugging and gathering data from sensor
nodes. Sensor nodes utilize the USB channel to send delguggiputs to the external PC. This debugging
information is mainly comprised of the key received from epfevel sensor nodes, the keys to be sent to
the lower level sensor nodes and the key to be statkdif each of our tested experiment, a single node is
designed as the sink node. The sink node is used to initiatkey distribution process. At the end of each key
distribution process, the dissemination latency is coebat the sink node and is sent to the external PC over
the serial port.

To show the multi-hop capability of our implementation, Wwmse a tree-shaped network topology consist-
ing of 14 nodes. Even though the degree and the height fordleeshaped network topology can be chosen
freely, we set the degree and the height of the tree to 2 anelsBectively. This is due to the fact that this
configuration suits best to our office layout and to the nunalbéine sensor nodes available in our tested. The
locations of the sensor nodes in the tested and and thea@srde-shaped network are shown in FigzBand
in Figure24, respectively.

Some of sensor nodes in a WSN setting may run out of battengadle life time of the deployment. Based
on this observation, we implemented the communication neodfiTAUK such that the sensor nodes can
dynamically adapt themselves to the case where some sevdes are disappeared. To show this capability
of our implementation, we employed in our testbed 14 sensde® instead of 15 by removing one of the
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| Key size || Maximum | Minimum | Average |
3 bytes 2608ms | 1098ms | 2102ms
4 bytes 2649ms | 1673ms | 2611ms
5 bytes 2675ms | 1681ms | 2363ms
6 bytes 2648ms | 1708ms | 2462ms
7 bytes 2492ms | 1792ms | 2032ms

Table 4: TAUK key distribution latencies in a real world offisetting with 14 nodes with respect to different
key sizes.

neighbors of the node 6. In this setting (see the network indelgicted in Figure24), the sensor node 6
realizes that the sensor node 14 is missing (simulating aregponding node due to e.g., depleted power).
Therefore, the node 6 stops to trying to communicate witreribtito orient itself to its absence and to update
its own key. In order to keep the implementation complexttynenimum, we utilized a simple trick to detect
the absence of any sensor node: If a sensor node still dogetan ACK message from a desination node after
requesting a certain number of times, the sender assunehé¢hdestination node is missing. Once a sensor
node identifies the non-responding sensor nodes from ighberhood, it updates its own key by adding the
sum of the keys of missed sensor nodes to it.

Code size and memory consumption On the TelosB sensor mote, our current implementation of RAU

consumes roughly 26.5KB ROM and 1.2KB RAM. In fact, one mauarthat the ROM consumption is roughly

the half of the ROM size available which is relatively highhélreason for this is that our implementation
includes all components shown in Figitg hence the received ROM consumption is actually the sumeof th
ROM consumptions for all those components. Since most oinitladed components, e.g., radio, timer, etc.
are common for general WSN applications, the use of TAUK iommlete WSN application will increase the

overall ROM consumption not in a marginal way.

Dissemination latency Table 4 shows TAUK'’s latency in our office setting relative to diffet key sizes
being disseminated. In order to increase the measuremexisiom for the average case, each key distribution
process was performed 51 times and the average dissemittatimcy was taken as a result. Since all of the
tested key sizes can fit in a single radio packet, one may expatthe dissemination latencies should be
roughly the same. The results shown in Tadbleonfirm this assumption. Moreover, the similar latencias fo
different key sizes imply that the performance of TAUK'’sedunctionality (e.g., splitting the keys, performing
modular operations, etc.) is affected slightly as the kegssincrease. The minimal differences between the
latencies are mainly due to multiple re-transmissions ofescadio packets due to packet collisions.

Every sensor node in our indoor setting was in the communoitaange of the other nodes. Obviously, this
increases the number of packet collisons, hence the nunliee packtet re-transmissions. Since the number
of the packet collisions will be smaller, one may expect debgterformance of our implementation in the field
deployment of real WSN applications.

Simulation

We use AVRORA to evaluate the scalability of our current iempéntation. AVRORA is a precise simulation
and analysis tool for Mica2 and MicaZ sensor nodes. For thelsition, we run a test application for different
number of sensor nodes (See Tad)lebut with a fixed key size of 5 Bytes. The reason why we choseed fiey
size is the experience what we got from running of our testiée results of our office tests with real sensor
nodes show that the key size does not influence the disseéamirdatency. Since AVRORA does not support
the TelosB platform and the support for the MicaZ platfornsstll not completed while we were writing this
document, the Mica2 platform is selected as a referenc®piafor our simulations in the following.

Code size and memory consumption On the Mica2 sensor platform, our current implementationAfK
consumes roughly 26.9KB ROM and 1.4KB RAM. The code size &edRAM consumption on the Mica2
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| Network size|| Maximum | Minimum | Average |

3 nodes 860ms 375ms 627ms
7 nodes 1350ms 866ms | 1122ms
15 nodes 2352ms | 1710ms | 2040ms
31 nodes 4133ms | 2004ms | 3732ms
63 nodes TBD TBD TBD
85 nodes TBD TBD TBD

Table 5: TAUK key distribution latencies with AVRORA simtilan tool with respect to different network sizes.

platform is slightly higher than on the TelosB platform. §may be an indicator that the compiler used for the
TelosB platform can optimize our implementation bettenttiee compiler used for the Mica2 platform.

Dissemination latency Table5 shows TAUK'’s latency in our AVRORA simulation relative toffdirent net-
work sizes and a fixed key size of 5 Bytes. In order to increaseteasurement precision, each key distribution
process was performed 10 times and the average dissemitatiimcy was taken as a result. As expected, the
dissemination latencies generally increase with lineafasidlity with respect to the number of sensor nodes.
This is mainly due to the required number of hops increasite network size grows.

The simulation results for 15 sensor nodes are very closeetogsults what we received from our in the
office experiment. This verifies the precision of AVRORA slation tool and allows us for relying on the
results for other simulation results. An example netwonotogy used in our simulation for 85 nodes is
depicted in Figure5.

RoK Protocol Implementation Details

We designed the specification and interfaces of Rok schenod(st key predistribution ), and will implement
the functionality. The Rok scheme interfaces are impleetbfr TinyOS 2.0.1 and Nesc 1.8. Implementation
is compatible with Micaz as well as Telosb motes and is irtigh with other modules present in Ubisec&Sens
toolbox such asdashChainC IdentityCG EpochCounterCand Ubisec&Sens Neighbour managemeéigh-
bourC).

Software components

From the figure26 we can see Rok 3 main modules :

e ROKP is the module implementing the protocol functionnality

Og

Figure 25: Topology of the simulated network consisting #58nsor nodes and the sink
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Figure 26: Graphical representation of the Robust keyidigion module

e RoKC is the configuration wiring RokP with components used by RokP
e TestRokCis a demo application to test the functionality of Rok module

We can then see that RokP depends on the following modules :

e HashChainCis the generic component which is used to manage the baclamarforward hash chains
(implemented byHashChainForward andHashChainBackward, it relies onMd5C component.

e EpochCounterC provides the time synchronization as well as firring evehtsaah new epoch such that
the RokPmodule is able to perform a new keying at each epoch.

e Md5C is used through the HashFunction interface, it's used duestablishment of the secret key be-
tween nodes.

e ActiveMessageC, AMSenderC and AMReceiverGire use for general message communication with
neighbours.

e NeigbourC component is used to get the list of current neighbours aovges events when availability
of a neighbour node change.

¢ IdentityC Is the general identity management module of Ubisec&Seaisopin. Rok access it mainly
through theKeyProviderinterface to update the key for a neighbour node. This upidaperformed
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once the key establishment is complete. The new key is threrefvailable for general use by any of the
Ubisec&Senspplications.

Interfaces

The Rok software component does not defines any new interiaed#’s not meant to be used by other com-
ponents. It's included in the program by top level configiorat It then executes independently from other
modules and register keys to the identity module once theywailable. The Identity module makes eventu-
ally the keys available to other modules. Rok componentigesvonly aSplitControl interface to be used for
starting and stopping the Rok module.
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