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WSN application fields...

...lots of ‘computers’ interacting within the world
[EWSN'07]

- IVC safety

- CIP & SCADA

- Homeland security
- mHealth

- Agriculture

- Logistics

- Gs nse

Security for WSNs as a vertical approach is
mandatory in open, public, untrusted or hostile
environments

Dirk Westhoff
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Project Summary

Wireless Sensor Networks (WSN)s are a exciting development with very large
potential to have a significant beneficial impact on every aspect of our lives while
generating huge opportunities for European industry. What is needed to kick off the
development and exploitation of WSNs is an architecture for medium and large scale
wireless sensor networks integrating comprehensive security capabilities right from
the concept stage. This would support the rapid development of sensor networks
and would open up the application domain for commercial activities. UbiSec&Sens
intends to solve this by providing a comprehensive architecture for medium and large
scale wireless sensor networks with the full level of security that will make them
trusted and secure for all applications. In addition UbiSec&Sens will provide a
complete tool box of security aware components which, together with the
UbiSec&Sens radically new design cycle for secure sensor networks, will enable the
rapid development of trusted sensor network applications.

The UbiSec&Sens approach is to use three representative WSN scenarios to
iteratively determine solutions for the key WSN issues of scalability, security,
reliability, self-healing and robustness. This will also give a clearer understanding of
the real-world WSN requirements and limitations as well as identifying how to achieve
a successful rollout of WSNs.

The results of UbiSec&Sens are a necessary step to progress the field of security
and communication research in Europe and, as well as advancing the competitiveness
of the European industry, they assist the European Commission to develop more
comprehensive programs for innovative socially and economically beneficial sens

UbiSec&Sens is an Specific Target Research Project (STReP) in the thematic priority
‘Towards a global dependability and security framework' of the EU Framework
Programme 6 for Research and Development. 8 partners from industry and academia
are involved in the project. The project started in January 2006 and has a duration of
3 years.

News

>>

" Jan. 23-24" Kick-off

meeting at EURESCOM,
Heidelberg

" UbiSec&Sens presented

at EU workshop "From
RFID to the Internet of
things", 6-7th March,
Brussels

" Next meeting: 22/23

March at INRIA Grenoble

" ESAS'2006 (CfP) in

conjunction with
ESORICS'2006
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Consortium...

At a Glance
Contract No: 26820 Co-ordinator Uwe Herzog
EU Contribution: 1.9 MEUR EURESCOM
Starting Date: 1/1/2006 herzog@eurescom.de
Duration: 36 month Technical Lead NEC Europe Ltd.
Partners
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Network Model...

Wireless Sensor Network (WSN)

= G=(N,L) with [N| nodes and |L]| links

= |arge scaled, static and densely distributed

" nodes, e.g. Mica(2 or z) Mote, links e.g. RF IEEE 802.15.4
= sink node with virtually unlimited power

. . _ Ref erence P
= static and/or mobile reader devices

- Crossbow’s MICA mote

= per epoch t election of: - Atmel ATmega 1281
def . . - Speed: 4 MHz
A, = {x e N|x is aggregator node during t} - Flash 128Kbytes
def : . . - SRAM 4 Kbytes
F. = {x e N|x is forwarding node during t} - EEPROMUAET
S, & {x e N|x is sensing node during t} - 2xAA batteleg

- RF IEEE 802.15.4
def

l, £ {x e N|xis idle during t}
with ANFNS,NI,= @ and A UF,US,Ul=N
| D|with D=A,,;NA, is metric for quality of election process

Ideally, for each t: A,UF, forms a minimum dominating set

Dirk Westhoff
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WSN System Lifetime...

Ratio Computation to Communication

= ratio communication/compute: =200:1 S”perfrt"?‘me IEEE 802.15.4:
active

e.g. RFM TR 1000: 1p/bit to transmit PN o or 7 Inactive

inactive inactive
nodes H/

0.5p/bit to receive .

ATmega 128L: 8nlJ/instruction beacon
Nl car | o]

System lifetime

= Earliest epoch t, ., where the A, UF,.... cannot connect
0<|T| £|S,,.,| nodesTCES

(T represents yet acceptable system-quality)

tmax

with the sink node

tmax tmax

Major Metric
= How does a (security) protocol impact the WSN lifetime?

Dirk Westhoff
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Traffic Pattern...

= reverse multicast:

(convergecast)
= Changing in epoch t;: in epoch t;,:

roles:
" in-network r=x+y = aggregator hierarchy:

processing:

X
x=a+b y=c+d x=a+b
a/Xb cfXd

Dirk Westhoff
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Attack Costs C:

C +x C,
C=
X
C4 := costs per device
C, :=initial costs
attacker

device*
Class 1:
Unprotected e.g. RFID
Class 2:

Partly protected e.g. Mica,
TelosB

Class 3:
Tamper Resistant

e

- 4
W 4
= F

Physical Attacks

Class 1&2:

- high C, puts off class 1 & 2

Class 3:

- large x and high C, puts off class 3

Clever Outsiders

C< 1000 EUR
several weeks of work

attacker most
probably will fail

attacker most
probably will fail

Knowledgeable
Insiders

C< 100 EUR
few days of work

C,appr. several
10,000 EUR

C4appr. several 10-
1000 EUR

attacker most
probably will faila

Dirk Westhoff
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Funded
Organizations

C< 100 EUR
few days of work

C;appr. 10,000 EUR
C4appr. 10-100 EUR

C,appr. several
10,000 EUR

C4appr. several 10-
1000 EUR



WSN adapted Threat Model...

1) Dolev-Yao: N
(known) O—O
Threat-Model
2) Extended > with up to
Dolev-Yao: O— N 5 years delay [Gligoros]
(WSN relevant) J
3) Paradox O— J Extended

Dolev-Yao Dolev-Yao

State of the art:

physically

Options read out

= Tamper-resistant unit (too expensive)

= “Probabilistic” security (attacker receives only limited gain)

Dirk Westhoff
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Security Threat Analysis

1. Growing # devices only allow

A
“lightweight security” due to
sol ution/ - “unprotected” or “partly protected” nature
. - limited computing and storage
architecture - modular arithmetic with large numbers
(no public key cryptography)
network - sending a bit is roughly 100 times more
B istic security gxpenﬂyethanexecunnga;nocessor
instruction for WSNs.
protocol 2. Need for...
- low-cost mechanisms that do not
crypt. symmetric symmetric/ require considerable energy
cryptoscheme asymmeétric cryptoscheme
HW unprotected “partly” protected 3. Aimingat “LINE O | OSkchritya G A O ¢
protected - attacker receives only a “limited gain” and L
“well-defined” knowledge of sensitive data
RFID RFID smart Mote: nobile har & /
(active) card (WSN) phone e.g.PDA . Super Computing
Price < >
0.5-5 EUR 250-1500 EUR | >> 1500 EUR
Penetration <« | >
[#devices] e.g. 0.5B-2.5B

(2010)

Dirk Westhoff
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WSN Security Tomography

UbiSec&Sens Centre of Gravity ...

0

—>

security

&
reliability

routing & processing
transport  in-network

sensed data injection, access sensed
data, service disruption, etc.

exploiting backdoors, buffer overflows,
remote node programming, direct
programming, denial of service attacks

VeOd

authentication
re-recognition

key pre-distribution

secure distributed

data storage
concealed data

routing & aggregation
reliable transport

secure routing

aggregator node discrepancy
election query

Apps

data plausibility

Transport

Middleware

Network

OS

Sensor HW

tamper with sensor,

invasive attacks

Dirk Westhoff
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invasive attacks, semi-
falsified sensor reading | invasive attacks, non-

MAC

RF

send erroneous data, inject
wrong control packets, send
changed data, duplicate data,
eavesdrop

routing loop, black hole grey
holes, wormhole, injecting,
network partitioning, etc

eavesdropping, man-in-the

middle, replay, spoofing

complete jamming,
selective/partly jamming,
eavesdropping, replay attacks

U NI



UbiSec&Sens Project Goals

to provide a security and reliability architecture for medium
and large-scale WSNs acting in volatile environments,

apply a radically new design cycle to protect WSNs,

to provide a complete toolbox of security and reliability
aware components for sensor network application
development,

focus on the intersection of security, routing and in-network
processing,

application scenarios of agriculture, road services and
homeland security

Dirk Westhoff
dirk.westhoff@nw.neclab.eu U UI



‘Selected’ Objective

End-to-end encryption of converge-cast traffic with
in-network processing

J/

Contradicting system requirements...

Security

@ = GiweSc 2004

@ := CaMyTs 2005

= StPrLa 2007
:= Cas 2006

:= OIMo 2007
A A @ = MyGiwe 2006
Flexibility ) Overhead @ = ArWeGiHe 2007

Dirk Westhoff
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How to Conceal WSN traffic?

Option 1: Hop-by-Hop Encryption

Option 2: End-to-end Encryption

Pros: Q

= available O 0O
(RC5, AES-CCS64) OO0O00O

Cons:

® trade-off between system security vs.
aggregator node election flexibility

system security flexibility
systemwide key | no high
groupwise keys medium medium
pairwise keys high no

® |ack of security at aggregating
backbone nodes

= additional energy for enc/dec

Pros:

" saves energy consuming encryption
operations in the backbone

= no lack of security at aggregating backbone

= most flexible for aggregator node election
process over different epochs

Option 2a: E2E-E (conv.)

Option 2b: E2E-E (env.)

Pros:
available (RC5, AES)
()

¥ 4
A

O O
O00O0
Cons:

high trans. overhead

Dirk Westhoff

dirk.westhoff@nw.neclab.eu

Pros:
low trans. overhead

O
© ©
O00O0

Cons:
How to achieve?



CDA - Concealed Data Aggregation

GiWeSc'04
additive/multiplicative privacy homomorphism (PH) (acvi wiseo4) neee iccos)
Sink
a+b=R(E(a) @ E(b)) o
 ab=R(RE)O E(D) Ae F568Q0KY

with groups (Q,+),(Q), (R®),(R&) and 4

& Qap@ X P E(d)
E:kv [b

tD: Kew [bh |v

with a,be Qand keK

aggregation functions
- average,
- variance and
- movement detection
- no min/max (wioptos]

aggregation function “average”

of n sensor nodes

suits also for aggregator hierarchies

Dirk Westhoff
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Homomorphic Encryption

. GiWeSc'04
A possible PH for CDA [rcr02)

= Settings:
1) integer di@
2) large integer g [* g should have i) many small divisors,
Il) many integers less than g that can be inverted modulo g */
3) secret key: k=(r,g") /* r€Zyis chosen such that i) 't modg exists, ii) logyg is an integer
with small g
- set of cleartext Z;
- set of ciphertext (Z)) */
=  Encryption:
Randomly split cleartext aEZg. into a secret a;,X,a,€Z; guch that

1) I 'y amod3 Q

Excursus:
2) E(a)=(gr modg,ar? modg,X,a,rd mod Q)
IN: reZ,
= Decryption: QUT: r! mod g, if it exists
Compute the j-th coordinate by 1) Use Extended Euclidian Algorithm
1) ri mod g to retrieve a] mod g to find integers x and y that

2) To obtain acompute rx+gy=d, with ged(r,g)

Dd(E(a)) = Hldjzl a modg’

2) if d>1, r mod g not exists,
else return x

=  Addition:
=== 1) The ciphertext operation + is done component-wise
- 4
g F Dirk Westhoff

dirk.westhoff@nw.neclab.eu ' N1



Example

GiWeSc'04
CDA for “average” with reference PH
e.g. public parameters: d=2, g=28 ,
kev: r= ’_ Sink
ey: r=3, g'=7
AlzD(13,20)/5
= Sensor nodes:
S1: Ej34)(1)=E,(4,4)=(12,8)
S2: E(3,7)(2)=E(3,7)(7;2)=(21118) e (13,20)
S3: E(37(1)=E(37(6,2)=(18,18)
S4: E, (0)=E;+(6,2)=(9,8) ) )
(3,7) (3,7) o > WU —u @ 1
S5: Ej3y(1)=E(37(3,12)=(9,24) 1% 12,8 “(9,24)
18,18)\(9,8)
= Aggregator node: (21,18) o)
) ?
(12+21+18+9+9 mod 28, 2@ Q‘l ) 9 0

8+18+18+8+24 mod 28) =(13,20)
red: plaintext

i ' Ci text
=  Sink node: green: ciphertex

D3, (13,20) = (13x19 mod 28, 20x192 mod 28) mod 7
=(23,24) mod 7 =5
finally: 5/5=1 (five nodes have been involved)

Dirk Westhoff
dirk.westhoff@nw.neclab.eu W NI




CDA Performance

election

Computation...
encrypt [cc] add [cc] decrypt [cc]
(atsS) (at A) (atR)
RC5 (TinySEC) 236 4 236
DF (d=2) 1951 1452 2330
DF (d=3) 3481 2178 3136
DF (d=4) 4277 2904 3942

Transmission Overhead...

Hop-by-Hop

GiWeSc'04

* CDA beats Hop-by-Hop approach with
>6-9 sensor nodes per aggregator

* CDA ensures flexible aggregator node

e overall system security:

O CDA O

@) D D

00 0000

Option 1:
Hop-by-Hop Encryption

Option 2a:
E2E Encryption (con)

Option 2b:
E2E Encryption (CDA)

level 1 6x(7+1)B=48B

9
veI 3 level 2 6x(7+1)B=48B
90000

level 3 6x(7+1)B=48B

level 4 6x(7+1)B=48B
TinySec: 7 Byte SD

plaintext 1byte
level: 4 192B

Neighbors: 6

6x(7+216)B=1338B
6x(7+36)B=258B
6x(7+6)B=78B

6x(7+1)B=48B

1722B

Dirk Westhoff
dirk.westhoff@nw.neclab.eu

6X(7+2)B=54B

6x(7+2)B=54B

6X(7+2)B=54B

6x(7+2)B=54B

216B



CDA Demonstrator

eSc’04

Cosural Msg Properties

[ | semun et || conn || o1 NEC
| Apuregatien | Amimal Waming | Traffic Lights |

1 Encrypted values
UH23654 198833015

ECDAs"nkmm KPD}

on: Eavesdropp,

024
/4086608 61586848 E
4149546 127244167
714300814 133369331 =,
18236154 188833015 i
4300814 133369331

024

12

7214127 244012978
31034646 154553538
11101410 41249383
73214127 244012978 LA
3036056 195803121 Agaregators

I-II-..*

i
mlolsls

77097235 216142386
45971 220504635
19963 180517493
61843206 445647021
8659963 180517493 -~

Sensars

22

[EWSN'06]

iCDA Eavesdropper..

Dirk Westhoff
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CDA with pair-wise keys

=  Additive privacy homomorphism (PH) [Mobiguitous’05] CaMyTs’05

ath=RE,@) @ E,b) |
with groups (Q,+),(Q), (R®),(R&) and Sink

E:kv Tbh w Ayrmﬁ/n
D:kxkw [b v

A

with a,b € Qand k e Kand k=f(k; k) VEE ()P e D E (e)

=  streamcipher-based (k is keystream)
(modular addition instead XOR)

E(a)= atk mod m
Pk(a): E(ayk mod m

with k = k;+k, and a €[0,m-1],k [0,m-1]:

height=5, out-degree=4, #sensors=1364

DkEEkl(al) ® Eip(a,))=as+a, J 7 30 ] O3 CaMyTs05
= 3 OIMo07
=  Fundamental disadvantage: send Key-IDs of all involved i Lous = GrieSco4
keys -> AIE or Multiple Encryption 2
GE) 500] |_|_,-'
p— |T|-| s

—— l
aggregatlon Iev
g j Dirk Westhoff I

dirk.westhoff@nw.neclab.eu



group -wise
deterministic

system security

)

symmetric CDA and KPD

large data overhead

pair -wise
probabilistic

CDA'04

without freshnes;
"Ideal PHs ”
|

small data overhead

Dirk Westhoff
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CDA with DHET & TAUK

DHET: Biomomorphic encryption transformation
- homomorphic in data AND keys

Topology Aware Unique Keying (TAUK)

- one master key K recelve: /KN
- each node N receives his part K of K and
- and subdivides K into | sub-keys for its children store: N @° 5('5\65%20;
- sink stores K & ONLY leaf nodes store their keys cen K,
na: (0)

- ‘intermediate’ nodes N, store encrypted dummy
values Ey;(R) of ALL their Succ(N)

@ o @

Communication costs: /k /l\ /l\

N-> PI’Ed(N)Z (bdata+b#sensors)+2b#sensors K distributi H
no node IDs required ey distribution phase

DHET Security:
- passive attack: cancel out keys and derive ‘aggregated value over time’

- active attack: compromise two successive nodes to figure out
aggregated value of the subtree

1
——
? Dirk Westhoff

dirk.westhoff@nw.neclab.eu w’ N |



TinyPEDS

tiny persistent encrypted data storage

Objectives MyGiWe’'06
- If)nig, terrp data storagerf tfle region’s ) prwate key smbldkey \
GSYBANRYYSY Gl ¢ Hyas IR y G P
— minimized transmission costs . f%ﬂ tinPEDS
— storage space balanced over multiple sensor nodes Query mapping S Z b I
. . = ama
— sensor nodes know the region NOT the value they are storing o%w%
PANEL , 83
: tinyLUNAR
Approach
— first approach for encrypteddistributed data storage for WSNs
— hybrid approach uses symmetricand asymmetricPHs
symmetric PH: a;+a, = Q[E(a,)+E(a,)] wp ot el T R
X Xy X, [ .- .>< . . o go ° o
asymmetric PH: a;+a, = Q[E (a))+E(a,)] J M ey B R o’
— linkage of “database query” to “controlled flooding message” W % S B e
— restoring rules of remaini [ saster LECTIR TR S
L o ‘o :C: ‘o %(go o: (: g‘ | OQ:&
Dirk Westhoff
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Asymmetric PH: EC-EIGamal

| MyGiWe'06
. Private key: x € GF(p)

Public key: E,p,G,Y (E of order n)

whereby Y=xG and E over GF(p) with G,Y € E
Design Architecture

° E ion: i c -1 el1.n-1 application additively
ncryption: plaintext m €[0,p-1], random r €[1,n-1], PPl homomorphic ECEG | (oo
Mzmap(m) elllptlc CL.":i k*P, 2*P, P+C
C=enc(m)=(R,5)=(rG,M+rY) e
| ETENcm)=R, )=, finite field (a+b, a*b,...) mod P) | assembler
arithmetik*

J Decryption:
M=dec(C)=dec(R,S)=-xR+S

Implementation Results on MicaZ

#Pr Ex. Time Code size Memory size
| m=rmap(M) <«——ECDLP!! points | [sec] [bytes] [bytes]
(brute force at sink node) 0 2.52 2790 320
. . 0 2.14 3162 561
. Mapping function: 5 14 2996 61
from multiplicative to additive homomorphic 4 1.17 6158 683

map(a,+a,) = (a,+a,)G =a,G + a,G Ciphertext size: 2(p+1), e.g. 328bit
= map(a,) + map(a,)

**multiplication: interleave method, signMOF
*pseudo-Mresenne prime reduction

Dirk Westhoff
dirk.westhoff@nw.neclab.eu




AVRORA: Energy Consumption

Initial energy emulation with AVRORA
more work required

(1h emulation, epoch:= 1min, slot:=20 sec)

1. tinyPEDS with encryption:

Energy consunption with encryption

388 T T T T T T T T T T T
Total Energy —+—
CPU Active Energy —+—
CPU Idle Energy —#—
Radio Receive Energy —&—
259 - Radio Transnit Energy i
Flash
= 208
-
c
S
o
£~
1%
5
7 150
E
=]
[x}
=
on
[
g i
S 188
58
1]
E
8 T T T
Eaves Reader AggB® Aggl Agg? Apg3 S5en2565en257 5en2585en2595en5125en5135en5145en515
—

Energy Consumption [J]

Host expensive energy consuning operations

a8.a83
EC_ELGanal ———
Send packet =——=
Receive packet D
B.0825 B
5 a.a2 - A
=
S
-3
=
4
E]
F 8.el15 [ B
£
5
S
=
=
b
2
=S e.e1 [ B
B.005 B
e N s I S

Operations with encryptidiperations without encryption

2. tinyPEDS without encryption:

Energy consunption without encryption

Joa T T T T T T T T T T T
Total Energy ——
CPU Active Energy ——
CPU Idle Energy —#—
Radio Receive Energy —5—
o50 | Radio Transmit Energy ]

Flash Energy —&—

208

158

168

]

T T i T T : T
Eaves Reader AggB Aggl Agg? Age3d Sen2565en257S5en2585en2595en5125e

Dirk Westhoff
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App. 1

(roadside islands)

=

—

> Integrated Vehicular & WSN

Detection and distribution of road condition

Scenario
- Vehicles approach a dangerous curve

Wireless Sensor Network (WSN)

- Sensors detect road conditions

- Data are aggregated and stored in
a distribute manner (tinyPEDS)

- Communication is encrypted

Vehicular Ad-hoc Network (VANET)

- While approaching, vehicles communicate 2?20123
with sensors and receive road conditions == B2
- Warning messages are distributed to all
vehicles in a certain area
OBU

- Communication uses geographical routing

802.15.4 WSN

\\Q\ 802.15.4 .

vehicle

Ui



App. 2

Use WSN for vineyard monitring

(vineyard)

Detection and distribution of ground humidity, light

GATE

rees;

Fence with cré

oooooo%o
10m
000 ¢ 0OD O

101
0000 0000
0000 000 O

000U 00 e e

O000C e 00

O0O00 oo 0@
O000 o0 e O

cper, 2mall _. \O)ﬂm

R7

/

w

!
10 m tall

R1

w/

WUV



Use WSN for vineyard monitring App, 2

Detection and distribution of ground humidity, light (vineyard)
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UbiSec&Sens'

Middleware partner functionality dependencies
1 tinyPEDS thd NEC Persistent encrypted Data Storage 0,5,12,18,22
2 tinyDSM SC IHP Distributed shared Memory 0,6,7
3 DISC SC RWTH Distributed Information Storage and Collection Protocol
Networking
4 tinyLUNAR SC RWTH/LT Reactive end-to-end connection oriented routing protocol based on label switchingh 0
u
5 PANEL SC BUTE Position-based Aggregator Node Election 0,4,14
6 DSDV SC INOV Destination-Sequneced Distance Vector Routing
Transport
7 DTSN SC INOV Distributed Transport Protocol for Sensor Networks 7
8 NanoTCP SC RWTH TCP for restricted devices
9 GPSR SC BUTE Greedy Perimeter Stateless Routing 0
Crypto Modules
10 MD5 sC NEC MDS for restricted devices -
11 RC5 sC INRIA RCS for restricted devices -
12 EC-ElGamal thd NEC EC-ElGamal space optimised for 8-bit processor
13 NTRUg;z,, thd RUB NTRU Signature -
14 TinyRNG SC INRIA Random Number Generator -
Key Distribution
15 RoK SC INRIA A Robust Key Pre-Distribution Protocol for Mulri-Phase Wireless Sensor Networks 0
16 TAUK SC NEC Topology Aware Group Keying for enhanced CDA with multiple keys 0
Convergecast Enc.
17 CDA (DoFe) thd NEC Concealed data aggregation for encryption of convergecsat traffic based on symmetric group key DoFe
18 CDA (CaMyTs) SC INRIA Concealed data aggregation for encryption of convergecsat traffic based on pairwisesymmetric keys Stream cipher
Authentication
19 ConCastAuthentication SC RUB Authentication of Convergecsat Traffic 10
20 MulticastAuthentication SC NEC Authentication of Multicast Traffic 10
21 UnicastAuthentication SC RUB Authentication of Unicsat Traffic 10
22 RANBAR SC BUTE RANSAC-Based Resilient Aggregtion in Sensor Networks -




ConfigKit & UbiSec&Sens™

L Application tSensor node HW

Req.

Sec. MAC_2

Configurati

\"ELLET:
1.

Sec. robust data storage
CDA_alg2
Resilient data aggregation alg_1

Resilient data 2ggregation alg_2
Sec. rout_1

ot data StOr2E°

0@ gec. robu Sec. MAC_1

2 Tailor made security
coR2 architecture

a—
——
(3 i Dirk Westhoff
_— dirk.westhoff@nw.neclab.eu VNI



UbiSec&Sens™ Interop/Integration

Management
Resilience Identity
- RANBAR
Middleware
- tinyPEDS
- tinyDSM
- DISC
APRRCAtion hAamEwnIk Utility Modules Management
- RSI
ope Application Application - NManagement
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Conclusion and Outlook

e UbiSecSens™ ready to use (in nesC under tinyOS )

e various SW modules proposed for Middleware, routing
transport, KPD, CDA, xCastAuthentication, crypto modules

e modules designed according to extended Dolev-Yao

e specific derivates focus on different aspects of the
triangular ’securily, flexibility, and overhead’

e UbiSecSens'™ already applied to
- WSN-roadside C2X and
- aggriculture/vineyard
- homeland/office security

1_':=" UbiSec&Sens core team continues in WSAN4CIP
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Al: PANEL

PANEL is a Position based Aggregator
Node ELection protocol that supports

— asynchronous WSN applications, such
as TinyPEDS

— load balancing, by re-electing
aggregators in each epoch

— sensor to aggregator, aggregator to
aggregator, sink to aggregator, and

aggregator to sink communications

PANEL uses a position based inter-
cluster routing and a table driven intra-
cluster routing protocol

Simulation results show that PANEL is
energy efficient
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Operation:

e the network is partitioned into

geographic clusters

* in each epoch, in each cluster, a
reference point Ris selected in a
distributed but deterministic way

¢ the node which is the closest to Ris

selected as the aggregator for the

cluster




sink or cluster head o™, aggr(23,..,120)

(performs aggregation)

-

Input attacks cannot be prevented
or detected with cryptography:
our approach is based on statistical
methods for filtering outliers

A2: RANBAR

Problem: A single modified element

can result in a large distortion of the
aggregated value

RANBAR filters out compromised elements
based on the principle of RANdom Sample
Consensus (RANSAC)

— take a small random subset of the sample
- find a model that fits that subset

— select the elements that are not consistent
with the model

— if the number of inconsistent elements
exceeds a threshold, then restart

— else output the aggregate computed from the
consistent elements
J RANBAR assumes that the sample elements are
independent and identically distributed, but it is
not limited to a particular distribution
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A3: DTSN Overview

e Full reliability transport for critical data;

e Sliding window with selective repeat ARQ;

e Sender-controlled Communication;

e Packet caching at intermediate nodes (shorter rtx);
e Soft-state transport sessions (no setup signalling);

e (Can establish the return path for ACKs based on the data flow.
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A3: DTSN Performance

4 DTSN significantly increases throughput and reduces delay
compared with a routing-only solution.

4  The cache mechanism improves the performance of DTSN for
longer hop distances.
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