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WSN application fieldsé

- IVC safety
- CIP & SCADA
- Homeland security
- mHealth 
- Agriculture
- Logistics
- Gsense

Security for WSNs as a vertical approach is 
mandatory in open, public, untrusted or  hostile 

environments

éƭƻǘǎ ƻŦ ΨŎƻƳǇǳǘŜǊǎΩ ƛƴǘŜǊŀŎǘƛƴƎ ǿƛǘƘƛƴ ǘƘŜ ǿƻǊƭŘ
[EWSNô07]
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http://www.ist -ubisecsens.org
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At a Glance
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Wireless Sensor Network (WSN)

Á G=(N,L) with |N|nodes and |L| links

Á large scaled, static and densely distributed

Á nodes, e.g. Mica(2 or z) Mote, links e.g. RF IEEE 802.15.4

Á sink node with virtually unlimited power

Á static and/or mobile reader devices

Á per epoch t election of: 

AtḰ{x ÍN|x is aggregator node during t}

Ft Ḱ{x ÍN|x is forwarding node during t}

StḰ{x ÍN|x is sensing node during t}

ItḰ{x ÍN|x is idle during t}

with AtžFtžStžIt= Ø andAt F᷾t S᷾t I᷾t= N

Á |D| with D=At+1žAt is metric for quality of election process

Á Ideally, for each t: At F᷾t forms a minimum dominating set

bŜǘǿƻǊƪ aƻŘŜƭΧ

-/ǊƻǎǎōƻǿΩǎ aL/! ƳƻǘŜ

- Atmel ATmega 128L

- Speed: 4 MHz

- Flash 128Kbytes

- SRAM 4 Kbytes

- EEPROM 4Kbytes

- 2xAA batteries

- RF IEEE 802.15.4 

Reference Platformé
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Ratio Computation to Communication

Á Ǌŀǘƛƻ ŎƻƳƳǳƴƛŎŀǘƛƻƴκŎƻƳǇǳǘŜΥ ҒнллΥм

e.g. RFM TR 1000: 1 J˃/bit to transmit

0.5˃ J/bit to receive

ATmega 128L:  8nJ/instruction

System lifetime

Á Earliest epoch tmax where the Atmax᷾ Ftmax cannot connect

0Җ μ¢μ Җ μ{tmax| nodes T ṖStmax with the sink node

(T represents yet acceptable system-quality) 

Major Metric
Á How does a (security) protocol impact the WSN lifetime?

superframe IEEE 802.15.4:

active
inactive

GTSCAP

beacon

inactiveinactive

PAN 

coordinator
nodes

²{b {ȅǎǘŜƳ [ƛŦŜǘƛƳŜΧ

[KaWi05]
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¢ǊŀŦŦƛŎ tŀǘǘŜǊƴΧ

Áreverse multicast:

(convergecast)

Áchanging 

roles:

Áin-network         

processing:

dba c

a,b c,d

a b c d

a,b,c,d a,b,c,d

a

[Hei00]

b c d

ba c

x y
x=a+b y=c+d

r=x+y Áaggregator hierarchy:

ba c

x y

x=a+b y=c+d

r=x+y r z

in epoch t i: in epoch t i+1:

d d

Reflects 
Zigbee

ΰŎƭǳǎǘŜǊ ǘǊŜŜΨ
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attacker

device*

Clever Outsiders Knowledgeable

Insiders 

Funded 

Organizations

Class 1: 

Unprotected e.g. RFID

C < 1000 EUR

several weeks of work

C < 100 EUR

few days of work

C < 100 EUR

few days of work

Class 2: 

Partly protected e.g. Mica, 
TelosB

attacker most

probably will fail

Ci appr. several

10,000 EUR

Cd appr. several 10-

1000 EUR

Ci appr. 10,000 EUR

Cd appr. 10-100 EUR

Class 3: 

Tamper Resistant

attacker most

probably will fail

attacker most

probably will faila

Ci appr. several

10,000 EUR

Cd appr. several 10-

1000 EUR

C =
Ci + x Cd

x 

Ci := initial costs
Cd := costs per device

Class 1&2: 

- high Ci puts off class 1 & 2

Class 3:

- large x and high Cd puts off class 3

Attack Costs C:

Physical Attacks

*according to 4 levels in NIST standard FIPS 140-02
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1) Dolev-Yao:
(known)

2) Extended

Dolev-Yao:
(WSN relevant)

3) Paradox

State of the art:

Threat-Model

with up to

5 years delay [Gligor05]

hǇǘƛƻƴǎΧ
ÁTamper-resistant unit (too expensive)

ÁάtǊƻōŀōƛƭƛǎǘƛŎέ ǎŜŎǳǊƛǘȅ(attacker receives only limited gain)

Extended
Dolev-YaoDolev-Yao

intercept over-
hear

physically
read out

²{b ŀŘŀǇǘŜŘ ¢ƘǊŜŀǘ aƻŘŜƭΧ

Fundamental 
Diff to ZigBee
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Trend 4

HW

crypt.

protocol

solution/
architecture

network

laptophandheld
e.g. PDA

Mote
(WSN)

RFID
(active)

RFID PC Grid Computing
Super Computing

smart
card

mobile
phone

250-1500 EUR0.5-5 EUR >> 1500 EUR
Price

Penetration
[#devices]

(2010)
e.g. 0.5B-2.5B

1. Growing # devices only allow
άƭƛƎƘǘǿŜƛƎƘǘ ǎŜŎǳǊƛǘȅέ ŘǳŜ ǘƻ

-άǳƴǇǊƻǘŜŎǘŜŘέ ƻǊ άǇŀǊǘƭȅ ǇǊƻǘŜŎǘŜŘέ ƴŀǘǳǊŜ
- limited computing and storage
- modular arithmetic with large numbers 

(no public key cryptography)
- sending a bit is roughly 100 times more
expensive than executing a processor
instruction for WSNs.

unprotected ñpartlyò protectedоΦ !ƛƳƛƴƎ ŀǘ άǇǊƻōŀōƛƭƛǎǘƛŎέSecurity
-ŀǘǘŀŎƪŜǊ ǊŜŎŜƛǾŜǎ ƻƴƭȅ ŀ άƭƛƳƛǘŜŘ Ǝŀƛƴέ ŀƴŘ 
άǿŜƭƭ-ŘŜŦƛƴŜŘέ ƪƴƻǿƭŜŘƎŜ ƻŦ ǎŜƴǎƛǘƛǾŜ Řŀǘŀ

symmetric

cryptoscheme

symmetric/

asymmetric cryptoscheme

protected

Security Threat Analysis

нΦ bŜŜŘ ŦƻǊΧ
- low-cost mechanisms that do not 
require considerable energy

Probabilistic security
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Transport

Network

MAC

Sensor

OS

Apps

complete jamming, 
selective/partly jamming, 
eavesdropping, replay attacks

invasive attacks, semi-
invasive attacks, non-
invasive attacks

exploiting backdoors, buffer overflows, 
remote node programming, direct 
programming, denial of service attacks

sensed data injection, access sensed 
data, service disruption, etc.

routing loop, black hole grey 
holes, wormhole, injecting, 
network partitioning, etc

tamper with sensor, 
falsified sensor reading

¦ōƛ{ŜŎϧ{Ŝƴǎ /ŜƴǘǊŜ ƻŦ DǊŀǾƛǘȅ Χ

eavesdropping, man-in-the 
middle, replay, spoofing

send erroneous data, inject 
wrong control packets, send 
changed data, duplicate data, 
eavesdrop

HW RF

Middleware

WSN Security Tomography

aggregator node

election

discrepancy 

query 

key pre-distribution
security

reliability
&

routing &
in-network
processing

authentication
re-recognition

concealed data

aggregation

secure routing

routing &

secure distributed

data storage

data plausibilityreliable transport
transport
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UbiSec&Sens Project Goals

ω to provide a security and reliability architecture for medium 
and large-scale WSNsacting in volatile environments,

ω apply a radically new design cycleto protect WSNs,
ω to provide a complete toolbox of security and reliability 

aware componentsfor sensor network application 
development,

ω focus on the intersection of security, routing and in-network 
processing,

ω application scenarios of agriculture, road services and 
homeland security
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Ψ{ŜƭŜŎǘŜŘΩ hōƧŜŎǘƛǾŜ

End-to-end encryption of converge-cast traffic with 
in-network processing

/ƻƴǘǊŀŘƛŎǘƛƴƎ ǎȅǎǘŜƳ ǊŜǉǳƛǊŜƳŜƴǘǎΧ

Security

OverheadFlexibility

- -

-

1

1 := GiWeSc 2004

2 2 := CaMyTs 2005

3 := MyGiWe 2006

3

4 := ArWeGiHe 2007

4

:= StPrLa 2007

:= ÖlMo 2007
:= Cas 2006
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How to Conceal WSN traffic?

Option 1: Hop-by-Hop Encryption

Pros:

Áavailable 

(RC5, AES-CCS64)

Cons:

Átrade-off between system security vs. 
aggregator node election flexibility

Álack of security at aggregating 

backbone nodes

Áadditional energy for enc/dec

Option 2: End-to-end Encryption 

Pros:

Ásaves energy consuming encryption   

operations in the backbone

Áno lack of security at aggregating backbone 

Ámost flexible for aggregator node election 

process over different epochs

system security flexibility

systemwide key no high

groupwise keys medium medium

pairwise keys high no

Option 2a: E2E-E (conv.) Option 2b: E2E-E (env.)

Cons:
high trans. overhead

Pros:
low trans. overhead 

Pros:
available (RC5, AES) 

Cons:
How to achieve?
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Á additive/multiplicative privacy homomorphism (PH) ώ!/a ²ƛ{ŜΩлпϐ ώL999 L//Ωлрϐ

a+b=Dk(Ek(a) Ä Ek(b))
a·b=Dk(Ek(a)ṧ Ek(b))

with groups (Q,+),(Q,·), (R,Ä),(R,ṧ) and

E: K× v Ҧ w
D: K× w Ҧ v

with a,bÍQ,and kÍK

Á aggregation functions 
- average, 

- variance and 
- movement detection
- no min/max ώ²ƛhǇǘΩлрϐ

Á suits also for aggregator hierarchies 

Sink

ŀƎƎǊŜƎŀǘƛƻƴ ŦǳƴŎǘƛƻƴ άŀǾŜǊŀƎŜέ

of n sensor nodes

a Ek(a)

Ek(b)

b   

Ek(c)

c 

Ek(d)

d 

e  

ȅΩҐ9k(a) ÄΧÄEk(d)

ȅҐ5όȅΩύκƴ

Ek(e)

CDA - Concealed Data Aggregation 1

GiWeScô04
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A possible PH for CDA [Fer02]

Á Settings: 
1) integerdҗ2
2) largeintegerg /* g shouldhavei) manysmalldivisors,

ii) manyintegerslessthan g that canbe invertedmodulog */

3) secretkey: k=(r,g') /* rÍᴚg ischosensuchthat i) r-1 modg exists,ii) logg'g isan integer
with smallg'

- setof cleartext:ᴚg'

- setof ciphertext: (ᴚg)
d */

Á Encryption: 
Randomlysplit cleartextaÍᴚg' into a secreta1,Χ,adÍᴚƎΩsuchthat
1) ŀҐңdj=1 aj modƎΩ
2) Ek(a)=(a1r modg,a2r

2 modg,Χ,adr
d modg)

Á Decryption: 
Computethe j-th coordinateby
1) r-j modg to retrieveaj modg
2) Toobtaina compute

Dk(Ek(a))=ңd
j=1aj modg'

Á Addition: 
1)  The ciphertext operation + is done component-wise

Excursus:

IN:  rÍᴚg

OUT: r-1 mod g, if it exists

1) Use Extended Euclidian Algorithm

to find integers x and y that

rx+gy=d, with gcd(r,g)

2) if d>1, r-1 mod g not exists,

else return x

Homomorphic Encryption 1

GiWeScô04


