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t. In this paper we 
lassify all optimal 4 bit S-boxes. Remark-ably, up to a�ne equivalen
e, there are only 16 di�erent optimal S-boxes.This observation 
an be used to e�
iently generate optimal S-boxes ful-�lling additional 
riteria. One result is that an S-box whi
h is optimalagainst di�erential and linear atta
ks is always optimal with respe
t toalgebrai
 atta
ks as well. We also 
lassify all optimal S-boxes up to theso 
alled CCZ equivalen
e. We furthermore generated all S-boxes ful�ll-ing the 
onditions on nonlinearity and uniformity for S-boxes used inthe blo
k 
ipher Serpent. Up to a slightly modi�ed notion of equiva-len
e, there are only 14 di�erent S-boxes. Due to this small number it isnot surprising that some of the S-boxes of the Serpent 
ipher are linearequivalent. Another advantage of our 
hara
terization is that it eases thehighly non-trivial task of 
hoosing good S-boxes for hardware dedi
ated
iphers a lot.Keywords. S-box, Ve
torial Boolean fun
tion, A�ne equivalen
e, Hard-ware Implementation.1 Introdu
tionS-boxes play a fundamental role for the se
urity of nearly all modern blo
k
iphers. In the two major design strategies for blo
k 
iphers, Feistel networksand Substitution/Permutation networks, the S-boxes form the only non-linearpart of a blo
k 
ipher. Therefore, S-boxes have to be 
hosen 
arefully to make the
ipher resistant against all kinds of atta
ks. In parti
ular there are well studied
riteria that a good S-box has to ful�ll to make the 
ipher resistant againstdi�erential and linear 
ryptanalyses. There are mainly two ways of generatinggood S-boxes: (1) pi
king a random large S-box or (2) generating small S-boxeswith good linear and di�erential properties. The main drawba
k of pi
king largeS-boxes is, that these S-boxes are mu
h more ine�
ient to implement, espe
iallyin hardware.Many modern blo
k 
iphers use 4 or 8 bit S-boxes. In the AES, for example,an 8 bit S-box is used that provides very good resistan
e against linear anddi�erential atta
ks. However, regarding the design of S-boxes there are still somefundamental questions unsolved. For example, it is not known if the AES S-box is really the optimal 
hoi
e, it might be true that there exist S-boxes with

⋆ Resear
h supported by a DAAD postdo
toral fellowship



better resistan
e against linear and di�erential atta
ks. Hen
e, the AES S-boxis a world re
ord S-box, but it is still un
lear if this is an optimal result. Theproblem to �nd optimal S-boxes is very hard due to the fa
t that the numberof permutations mapping n-bits to n-bits is huge even for very small values of
n. Therefore exhaustively 
he
king all permutations to �nd good S-boxes is nooption.In this paper we fo
us on 4 bit S-boxes, as used for example in Serpent. Oneadvantage in dimension 4 is that the optimal values for S-boxes with respe
tto linear and di�erential 
ryptanalyses are known. However, the number of 4-bit permutations is still huge: roughly 244. Furthermore a naive 
lassi�
ation ofgood 4 bit S-boxes is still di�
ult. However, it is well known that the resistan
eof S-boxes against most atta
ks remains un
hanged when an invertible a�netransformation is applied before and after the S-box. This fairly standard te
h-nique allows us to easily 
lassify all optimal 4 bit S-boxes. Surprisingly, up toequivalen
e, there are only 16 optimal S-boxes and we list them in this paper.This massive redu
tion enables us to exhaustively 
he
k all optimal S-boxes withrespe
t to other 
riteria, su
h as algebrai
 degree or resistan
e against algebrai
atta
ks and we list some of the results. Most notably an optimal S-box withrespe
t to linear and di�erential properties is always optimal with respe
t to al-gebrai
 atta
ks. Furthermore we 
lassify these optimal S-boxes also with respe
tto the more general CCZ equivalen
e.Moreover, this 
lassi�
ation simpli�es the task to generate optimal S-boxesthat:� are uniformly distributed among all optimal S-boxes,� are not linear equivalent,� ful�ll additional 
riteria.In the se
ond part of this paper we fo
us on Serpent-type S-boxes. The blo
k
ipher Serpent uses 8 S-boxes that were 
hosen to ful�ll additional 
riteria thatare, in general, not invariant under a�ne transformations. Still it is possibleto develop a slightly modi�ed notion of equivalen
e and again 
lassify these S-boxes. It turns out that, up to equivalen
e, there are only 14 S-boxes ful�lling theSerpent 
riteria. Again, using this 
lassi�
ation one 
an easily derive additionalproperties for these kind of S-boxes. For example we demonstrate that it is notpossible to 
hoose a Serpent-type S-box su
h that all 
omponent fun
tions havemaximal algebrai
 degree.This redu
tion 
an also be used for the design of hardware optimized blo
k
iphers. The highly non-trivial task of minimizing the area requirements of the
ir
uit of an S-box in hardware is eased a lot, be
ause only a very small set ofS-boxes has to be synthesized.In [2℄ it is observed that several of the Serpent-type S-boxes are linear equiv-alent, although they have been generated in a pseudo random way. Our 
lassi-�
ation shows that this 
an be explained as a 
onsequen
e of the small numberof equivalen
e 
lasses. Instead of 8 di�erent S-boxes our 
onsiderations showthat Serpent uses only 4 (really) di�erent S-boxes. In other words, it is possibleto spe
ify the Serpent 
ipher, by modifying the linear layer, in su
h a way that



only 4 S-boxes are used. We want to point out, that to the best of our knowledgethis does not pose a threat to the se
urity of Serpent. However, due to the smallnumber of linear inequivalent S-boxes, even randomly generated optimal S-boxesmight have unexpe
ted and unwished relations. We feel that, when designing ablo
k 
ipher, one should be aware of this fa
t and take it into a

ount.We want to point out an important di�eren
e of this work and algorithmsthat 
onsider the linear equivalen
e of two given fun
tions (see for example [2℄):the task of 
lassifying all fun
tions is not trivial, be
ause the number of fun
tionsfor whi
h this algorithm has to be applied to might still be too huge.It should be noted that the results and te
hniques given here 
learly do notwork for larger S-boxes. Even for dimension six, a 
omplete 
lassi�
ation ofall good S-boxes seems elusive. To illustrate the huge amount of 
omputationneeded for this 
lassi�
ation note that the number of linear inequivalent S-boxesin dimension �ve is already larger than 261, see [9℄.2 NotationIn this se
tion we introdu
e the notation used throughout the paper. For twove
tors a, b ∈ F
n
2 , we denote by

〈a, b〉 =

n−1
∑

i=0

aibithe inner produ
t of a and b. The binary weight of a ve
tor a is denoted by
wt(a). For a Boolean fun
tion in n variables

f : F
n
2 → F2and an element a ∈ F

n
2 we denote the Walsh Coe�
ient of f at a by

fW(a) =
∑

x∈F
n

2

(−1)f(x)+〈a,x〉. (1)The linearity of f is de�ned as
Lin(f) = max

a∈F
n

2

|fW(a)|The value Lin(f) is large if and only if f is 
lose to a linear or a�ne fun
tion, i.e.there exists a linear or a�ne fun
tion whi
h is a good approximation for f . Themaximal possible value for Lin(f) is 2n and is attained i� f is linear or a�ne.Moreover, due to Parsevals Equality
∑

a∈F
n

2

(

fW(a)
)2

= 22nwe see that Lin(f) ≥ 2n/2. Fun
tions attaining this lower bound are 
alled bentfun
tions. Bent fun
tions were introdu
ed by Rothaus [13℄ and exist if and onlyif n is even.



This paper deals mainly with S-boxes, i.e. fun
tions with values that are bitstrings. Given an S-box mapping n bits to m bits
S : F

n
2 → F

m
2we denote for any ve
tor b ∈ F

m
2 the 
orresponding 
omponent fun
tion S.
Sb : F

n
2 → F2

x 7→ 〈b, S(x)〉The fun
tion Sb is the Boolean fun
tion derived from S by 
onsidering a �xedsum of the output bits determined by b ∈ F
m
2 . In parti
ular, if b is the i-th ve
torin the 
anoni
al base, Sb 
orresponds to the i-th bit of S. We de�ne the linearityof S as

Lin(S) = max
a∈F

n

2
,b∈F

m

2
\{0}

|SW
b (a)|This linearity represents a measure for the resistan
e against linear 
ryptanalysis.For even dimension n the smallest known linearity for a permutation is 2n/2+1.It is a longstanding open problem to �nd S-boxes with smaller linearity, or toprove that su
h fun
tions do not exist.In linear 
ryptanalysis, introdu
ed by Matsui in [10℄, one is interested inapproximating S with a linear fun
tion.The probability of a linear approximation of a 
ombination of output bits Sb(determined by b) by a linear 
ombination of input bits x (determined by a) 
anbe written as

p =
# {x|Sb (x) = 〈a, x〉}

2n
. (2)Combining equations (1) and (2) leads to

p =
1

2
−

SW
b (a)

2n+1
.The linear probability bias ε is a 
orrelation measure for this deviation fromprobability 1

2 for whi
h it is entirely un
orrelated. We have
ε =

∣

∣

∣

∣

p −
1

2

∣

∣

∣

∣

=

∣

∣

∣

∣

SW
b (a)

2n+1

∣

∣

∣

∣and
ε ≤

∣

∣

∣

∣

Lin(S)

2n+1

∣

∣

∣

∣

.Therefore, the smaller the linearity Lin(S) of a S-box is, the more se
ure theS-box is against linear 
ryptanalysis.The idea of di�erential 
ryptanalysis (DC), invented by Biham and Shamir(see [1℄), in a nutshell, is to tra
e how the di�eren
e of two en
rypted messages
m and m+δ propagates through the di�erent rounds in a blo
k 
ipher. Basi
ally,if an atta
ker 
an guess the output di�eren
es with high probability, the 
ipher



will be vulnerable to a di�erential atta
k. Thus, a designer of a blo
k 
ipher hasto ensure that, given any nonzero input di�eren
e, no �xed output di�eren
eo

urs with high probability. Sin
e in nearly all blo
k 
iphers S-boxes representthe only nonlinear parts, it is parti
ularly important to study the di�erentialproperties of these building blo
ks. To measure the resistan
e against di�erential
ryptanalysis we de�ne for a ∈ F
n
2

∆S,a : F
n
2 → F

m
2

x 7→ S(x) + S(x + a)and
Diff(S) = max

a6=0,b∈F
n

2

|∆−1
S,a(b)|.Clearly, the value Diff(S) is related to the maximal probability that any �xednonzero input di�eren
e 
auses any �xed output di�eren
e after applying theS-box. Given an input di�eren
e a the value |∆−1
S,a(b)| is the number of messagepairs (x, x + a) with the output di�eren
e b.Clearly it holds for any S-box that Diff(S) ≥ 2. Fun
tions attaining this lowerbound are 
alled APN fun
tions. However it is unknown if APN permutationsexist in even dimension.3 Optimal 4 bit S-boxesAs explained in the introdu
tion, a natural requirement for 4 bit S-boxes is anoptimal resistan
e against linear and di�erential 
ryptanalyses. Unlike for higherdimensions the optimal values for Lin(S) and Diff(S) are known for dimension

n = 4. More pre
isely, for any bije
tive mapping S : F
4
2 → F

4
2 we have Lin(S) ≥ 8and Diff(S) ≥ 4. To see that Lin(S) ≥ 8 note that, if S is a bije
tion then all its
omponent fun
tions Sb have even weight and therefore all Walsh 
oe�
ients aredivisible by 4. Furthermore we must have Lin(S) > 4 sin
e there are no ve
torialbent fun
tions from F

n
2 → F

n
2 for any n as proven by Nyberg in [11℄. Knudsen [7℄showed that there is no APN Permutation on F

4
2, i.e. no S-boxes with Diff(S) = 2.Therefore, as Diff(S) is always even, we must have Diff(S) ≥ 4. With respe
t tothese observations we 
all S-boxes attaining these minima optimal.De�nition 1. Let S : F

4
2 → F

4
2 be an S-box. If S ful�lls the following 
onditionswe 
all S an optimal S-box1. S is a bije
tion.2. Lin(S) = 8.3. Diff(S) = 4.An example for an optimal S-box is the inverse fun
tion, where one identi�esthe ve
tor spa
e F

n
2 with F2n , the �nite �eld with 2n elements, and 
onsiders themapping

I : F2n → F2n

I(x) = x2n−2



This mapping ful�ls Lin(S) = 2n/2+1 when n is even, as was proven for examplein [8℄. The proof that Diff(S) = 4 when n is even and Diff(S) = 2 when n isodd is trivial. This type of mapping is also used in the Advan
ed En
ryptionStandard (AES). However, in AES we have n = 8 and it is not 
lear that thisS-box is optimal in this dimension. It 
an only be viewed as the world re
ordS-box in a sense that no bije
tion is known with better resistan
e against linearand di�erential 
ryptanalyses.When designing a blo
k 
ipher it is important to know the set of S-boxesto 
hoose from in order to get an optimal resistan
e against known atta
ks.Sin
e the number of all permutations on F
n
2 is 2n! and thus huge even for smalldimensions, it is 
ru
ial to be able to redu
e the number of S-boxes whi
h haveto be 
onsidered. A well known and well suited tool is the notion of linearequivalen
e.3.1 Linear Equivalen
eIt is well known (see for example [4℄ and [12℄) that the values of Diff(S) and

Lin(S) remain un
hanged if we apply a�ne transformations in the domain or
o-domain of S. In parti
ular if we take an optimal S-box in the above senseand transform it in an a�ne way, we get another optimal S-box. Using su
h atransformed S-box 
an also be viewed as 
hanging the linear layer of a blo
k
ipher.This is formalized in the following theorem.Theorem 1. Let A, B ∈ GL(4, F2) be two invertible 4×4 matri
es and a, b ∈ F
4
2.Let S : F

4
2 → F

4
2 be an optimal S-box. Then the S-box S′ with

S′(x) = B(S(A(x) + a)) + bis an optimal S-box as well.This observation 
an be used to de�ne an equivalen
e relation on the set of alloptimal S-boxes. We 
all two S-boxes S1, S2 equivalent if there exist bije
tivelinear mappings A, B and 
onstants a, b ∈ F
4
2 su
h that

S′(x) = B(S(A(x) + a)) + b.If two S-boxes S1 and S2 are equivalent in the above sense we denote this by
S1 ∼ S2. A natural question that arises is in how many equivalen
e 
lasses theset of all optimal S-boxes is split. As we have already pointed out this redu
tionto equivalen
e 
lasses is also important for the pra
ti
al design of blo
k 
iphers,be
ause it simpli�es the 
hoi
e of good S-boxes. We 
omputed the number ofequivalen
e 
lasses using the observations presented in Se
tion 6 and it turns outthat this number is very small. There are only 16 di�erent, i.e. non-equivalent,
lasses for ea
h of them we list a representative in Table 6 and their polynomialrepresentation in Table 7. Ea
h row in Table 6 
ontains one representative, wherewe identify ve
tors F

n
2 with integers in {0, . . . , 15}. We list the images of thevalues in integer ordering, i.e. the �rst integer represents the image of 0, these
ond the image of 1, and so on. We summarize this result in the following fa
t.



Fa
t 1 There exist exa
tly 16 non equivalent optimal S-boxes. Any optimal S-boxis equivalent to exa
tly one S-box given in Table 6.Note that G3 is equivalent to the invers mapping x 7→ x−1.This massive redu
tion allows us to exhaustively 
he
k all optimal S-boxesup to equivalen
e with respe
t to other 
riteria as explained in the next se
tion.3.2 Other CriteriaWith this redu
tion to 16 equivalen
e 
lasses it is now easy to study additional
riteria, su
h as algebrai
 immunity, improved resistan
e against linear and dif-ferential 
ryptanalyses, whi
h are again invariant under this equivalen
e.Algebrai
 Degree Another important 
riterion for an S-box is to have highalgebrai
 degree. It is well known that every Boolean fun
tion f : F
n
2 → F2 
anbe uniquely represented by a multivariate polynomial of degree at most 4, i.e.there exist 
oe�
ients αu ∈ F2 su
h that

f(x) = f(x1, . . . , xn) =
∑

u∈F
n

2

αuxu1

1 · · ·xun

nThe (algebrai
) degree of f is de�ned to be the maximal weight of u su
h that
αu 6= 0. For an S-box we de�ne the algebrai
 degree as

deg(S) = max
b∈F

n

2
,b6=0

deg(Sb)Clearly the degree is invariant under linear equivalen
e. Moreover it is easy tosee that also the multiset
{deg(Sb) | b ∈ F

n
2}is invariant under linear equivalen
e. It is known that any bije
tion must havedegree smaller than 3. We 
omputed the degree of all 16 representatives and welist the results in Table 1.

S − box G0 G1 G2 G3 G4 G5 G6 G7 G8 G9 G10 G11 G12 G13 G14 G15

deg(Sb) = 2 3 3 3 0 0 0 0 0 3 1 1 0 0 0 1 1

deg(Sb) = 3 12 12 12 15 15 15 15 15 12 14 14 15 15 15 14 14Table 1. Number of b ∈ F
4

2 \{0} su
h that deg(Sb) = 2, 3It should be noted that a frequently used 
riterion for good S-boxes is tohave high algebrai
 degree. From this perspe
tive the following fa
t is of interestFa
t 2 There exist 8 non linear equivalent optimal S-boxes S : F
n
2 → F

n
2 su
hthat deg(Sb) = 3 for all b ∈ F

n
2 , b 6= 0.Again, one example of su
h an S-box is the "inverse" S-box, whi
h indeed isequivalent to G3.



Linearity Besides minimizing the linearity Lin(S) it might also be importantto study whi
h Walsh 
oe�
ients o

ur and how often they o

ur. In parti
ulara reasonable design goal would be to minimize the number of Walsh 
oe�
ientswith the highest maximal value, as this minimizes the number of linear approx-imation with maximal probability. We 
omputed the Walsh spe
tra for all ofthe 16 S-boxes. In Table 9 we list for ea
h S-box the number of times a 
ertainWalsh 
oe�
ient is attained.Algebrai
 Relations Algebrai
 atta
ks, invented by Courtois and Pieprzyk(see [5℄), are another type of atta
k whi
h have re
ently attra
ted a lot of at-tention. It still seems to be un
lear whi
h 
onditions exa
tly enable this atta
k.However, the main 
riterion to su

essfully mount an algebrai
 atta
k is thenumber of linear independent low degree equations that are ful�lled by the in-put and output values of the S-box, i.e equations of the form P (x, S(x)) = 0 forall x. While for large S-boxes or for a huge number of small S-boxes 
omputingthe number of su
h equations needs an enormous 
omputational e�ort, it is veryeasy to 
ompute the number of equations for all 16 representative given above.Following [6℄ we 
omputed the number of quadrati
 equations, i.e. all equationsof the form
∑

i,j

αijxiyi +
∑

i6=j

βijxixj +
∑

i6=y

γijyiyj +
∑

i

δixi +
∑

i

ǫiyj + νwhere y = S(x). Remarkably all 16 representatives, and therefore all optimalS-boxes ful�ll exa
tly 21 linear independent quadrati
 equations. As explainedby Courtois in [6℄ this is the minimal number of quadrati
 equations for anymapping from F
4
2 to F

4
2. In this sense the optimal S-boxes are also optimal withrespe
t to algebrai
 atta
ks. We summarize these observation in the followingfa
t.Fa
t 3 Let S : F

4
2 → F

4
2 be an optimal S-box. Then S ful�lls 21 quadrati
equations, whi
h is the minimum number for S-boxes in dimension 4.4 Serpent-Type S-boxesFor the resistan
e of 
iphers against linear and di�erential 
ryptanalyses notonly the linearity of an S-box might be important, but also where this maximumo

urs. Depending on the design strategy, for resistan
e against DC it might beimportant, that any one bit input di�eren
e 
auses an output di�eren
e of atleast two bits (see for example DES or Serpent). Su
h a 
ondition 
an be usedto in
rease the minimal number of a
tive S-boxes in two 
onse
utive rounds.A similar requirement for LC is that the probability of a linear approximationusing only one input and one output bit is espe
ially low. We formalize thesetwo 
onditions using the following notation

Lin1(S) = max{|SW
b (a)| | wt(a) = wt(b) = 1}.



and
Diff1(S) = max

a6=0,b∈F
n

2

{|∆−1
S,a(b)| wt(a) = wt(b) = 1}.The S-boxes in the Serpent 
ipher ful�ll the following 
onditionsDe�nition 2. Let S : F

4
2 → F

4
2 be a S-box. If S ful�lls the following 
onditionswe 
all S a Serpent-type S-box1. S is optimal2. Diff1(S) = 0, i.e. any one bit input di�eren
e 
auses at least two bits outputdi�eren
e.We generated all S-boxes having 4-bit input and 4-bit output value ful�llingthese 
onditions. The total number of these S-boxes is 2, 211, 840 but again this
an be redu
ed using, a slightly modi�ed, notion of linear equivalen
e.4.1 Equivalen
e of Serpent-type S-boxesIt is easy to see that the 
ondition Diff1(S) = 0 is, in general, not invariantunder the above de�ned equivalen
e relation. However, when we restri
t to bitpermutations in the domain and the 
o-domain of a mapping S, instead of al-lowing arbitrary linear bije
tions, this gives us a similar tool as before. We havethe following Theorem, whi
h is a modi�ed version of Theorem 1.Theorem 2. Let P0, P1 ∈ GL(4, F2) be two 4 × 4 permutation matri
es and

a, b ∈ F
4
2. Let S : F

4
2 → F

4
2 be a Serpent-type S-box. Then the S-boxes S′ with
S′(x) = P1(S(P0(x) + a)) + bis a Serpent-type S-box as well.Proof. trival.Clearly this again de�nes an equivalen
e relation of the set of S-boxes. If twoS-boxes S1, S2 are equivalent in the above sense we denote this by

S1 ∼S S2.As this notion of equivalen
e is a spe
ial type of the equivalen
e used in Se
tion3 we have the impli
ation
S1 ∼S S2 ⇒ S1 ∼ S2Again, one might be interested in how many equivalen
e 
lasses the set of allSerpent-type S-boxes is split. Like before, this number is surprisingly small.There are only 20 di�erent 
lasses and for ea
h 
lass we list a representative inTable 8.Fa
t 4 There exist exa
tly 20 non equivalent Serpent-Type S-boxes. Any Serpent-Type S-box is equivalent to exa
tly one S-box given in Table 8.



4.2 Other CriteriaAgain this redu
tion to only 20 representatives allows us to exhaustively 
he
k allSerpent-type S-boxes with respe
t to other 
riteria. Sin
e Serpent-type S-boxesare in parti
ular optimal S-boxes, Fa
t 3 immediately applies to Serpent-typeS-boxes as well. On the other hand due to the 
omputations given in Table 2, itis impossible to 
hoose a Serpent-type S-box su
h that all linear 
ombinationsof 
oordinate fun
tions have maximal degree.
S − box R0 R1 R2 R3 R4 R5 R6 R7 R8 R9

deg(Sb) = 2 3 3 3 1 1 1 3 3 1 3

deg(Sb) = 3 12 12 12 14 14 14 12 12 14 12

S − box R10 R11 R12 R13 R14 R15 R16 R17 R18 R19

deg(Sb) = 2 3 3 3 1 3 1 3 3 3 3

deg(Sb) = 3 12 12 12 14 12 14 12 12 12 12Table 2. Number of b ∈ F
4

2 su
h that deg(Sb) = 2, 3Fa
t 5 For any Serpent-type S-box S there exists an element b ∈ F
n
2 su
h that

Sb is a quadrati
 Boolean fun
tion.In parti
ular this implies that the "inverse" Fun
tion is not linear equivalent toa Serpent-type S-box.Linearity We 
omputed the Walsh spe
tra for all of the 20 S-boxes. In Table 10we list for ea
h S-box the number of times a 
ertain Walsh 
oe�
ient is attained.As already mentioned before, not only the linearity of an S-box is importantfor the resistan
e of a 
ipher against linear 
ryptanalysis, but also where thismaximum o

urs. In parti
ular it might be important, depending on the linearlayer, that the Walsh 
oe�
ients SW
b (a) with wt(a) = wt(b) = 1 are espe
iallysmall. We list the values in Table 3. In parti
ular we see that there exist no

S − box R0 R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17 R18 R19

Lin1(S) 4 4 8 4 4 4 4 4 4 8 8 8 8 4 4 4 4 8 4 4Table 3. Linearity of all 20 Classes of Serpent-type S-boxesSerpent-type S-box su
h that Lin1(S) = 0.Fa
t 6 Let S : F
4
2 → F

4
2 be a Serpent-type S-box. Then Lin1(S) ∈ {4, 8}.This fa
t demonstrates that the 
hoi
e made for the blo
k 
ipher Serpent isindeed optimal with regard to this 
riterion.



5 Relation between the Representatives and InversesThe number of representatives 
an be further redu
ed when also the inverses ofthe S-boxes are 
onsidered. This is due to the next Theorem, whi
h is obviousto proof.Theorem 3. Let S : F
4
2 → F

4
2 be an optimal (resp. a Serpent-type) S-box thenits inverse S−1 is an optimal (resp. a Serpent-type) S-box as well.We have the following relations between the representatives of the optimal S-boxes and their inverses.

G0 ∼ G−1
2 , G1 ∼ G−1

1 , G2 ∼ G−1
0

G3 ∼ G−1
3 , G4 ∼ G−1

4 , G5 ∼ G−1
5

G6 ∼ G−1
6 , G7 ∼ G−1

7 , G8 ∼ G−1
8

G9 ∼ G−1
9 , G10 ∼ G−1

10 , G11 ∼ G−1
11

G12 ∼ G−1
12 , G13 ∼ G−1

13 , G14 ∼ G−1
15

G15 ∼ G−1
14Remarkably, all optimal S-boxes ex
ept for G0, G2 and G14, G15 are linear equiv-alent to their inverses.For the Serpent-type S-boxes we have the following relations

R0 ∼S R−1
18 , R1 ∼S R−1

6 , R2 ∼S R−1
17

R3 ∼S R−1
5 , R4 ∼S R−1

13 , R5 ∼S R−1
3

R6 ∼S R−1
1 , R7 ∼S R−1

16 , R8 ∼S R−1
15

R9 ∼S R−1
10 , R10 ∼S R−1

9 , R11 ∼S R−1
12

R12 ∼S R−1
11 , R13 ∼S R−1

4 , R14 ∼S R−1
19

R15 ∼S R−1
8 , R16 ∼S R−1

7 , R17 ∼S R−1
2

R18 ∼S R−1
0 , R19 ∼S R−1

14From these relations we see the following Fa
t.Fa
t 7 No Serpent-type S-box is self-equivalent in a sense that
S ∼S S−1and in parti
ular no Serpent-type S-box is an involution.Clearly, as mentioned before, Serpent-type S-boxes are optimal S-boxes andtherefore ea
h of the Serpent-type S-boxes Ri must be equivalent to one of theoptimal S-boxes Gj . For the sake of 
ompleteness we list these relations below.

R0 ∼ G1, R1 ∼ G1, R2 ∼ G1

R3 ∼ G10, R4 ∼ G9, R5 ∼ G10

R6 ∼ G1, R7 ∼ G2, R8 ∼ G15

R9 ∼ G0, R10 ∼ G2, R11 ∼ G0

R12 ∼ G2, R13 ∼ G9, R14 ∼ G2

R15 ∼ G14, R16 ∼ G0, R17 ∼ G1

R18 ∼ G1, R19 ∼ G0



5.1 CCZ Equivalen
eThe linear equivalen
e de�ned above, is a spe
ial 
ase of a more general equiva-len
e (see [4℄), 
alled Carlet-Charpin-Zinoviev equivalen
e (CCZ for short). Twofun
tions F, G : F
n
2 → F

n
2 are 
alled CCZ equivalent if there exist a linear per-mutation on F

n
2 ×F

n
2 su
h that the graph of F , i.e. the set {(x, F (x)) | x ∈ F

n
2}is mapped to the graph of G. Note that a permutation is always CCZ equiva-lent to its inverse (
f. Se
tion 5). CCZ equivalen
e is in parti
ular interesting,as many 
ryptographi
 properties of S-boxes are CCZ invariant. This in
ludesthe Walsh spe
tra, the uniformity and the number of algebrai
 relations of anydegree. Using the algorithms presented in [3℄ we 
lassi�ed the optimal S-boxesup to CCZ equivalen
e. There are 6 non CCZ equivalent 
lasses and we list allCCZ equivalen
e relations between the optimal S-boxes Gi below.

G0 ∼ccz G1 ∼ccz G2 ∼ccz G8 G3 ∼ccz G5

G4 ∼ccz G6 G7 ∼ccz G11 ∼ccz G12

G9 ∼ccz G10 G14 ∼ccz G155.2 The blo
k 
ipher SerpentAs an appli
ation of our observations we study the S-boxes in the Serpent 
ipher,as spe
i�ed in the AES submission. The 8 di�erent S-boxes in Serpent havebeen generated in a pseudo random manner from the set of all Serpent-typeS-boxes with the additional 
riterion that Lin1(S) = 4. We list the S-boxes usedin Serpent in Table 4. Up to ∼S-equivalen
e these S-boxes have been a
tually
S0 3, 8, 15, 1, 10, 6, 5, 11, 14, 13, 4, 2, 7, 0, 9, 12

S1 15, 12, 2, 7, 9, 0, 5, 10, 1, 11, 14, 8, 6, 13, 3, 4

S2 8, 6, 7, 9, 3, 12, 10, 15, 13, 1, 14, 4, 0, 11, 5, 2

S3 0, 15, 11, 8, 12, 9, 6, 3, 13, 1, 2, 4, 10, 7, 5, 14

S4 1, 15, 8, 3, 12, 0, 11, 6, 2, 5, 4, 10, 9, 14, 7, 13

S5 15, 5, 2, 11, 4, 10, 9, 12, 0, 3, 14, 8, 13, 6, 7, 1

S6 7, 2, 12, 5, 8, 4, 6, 11, 14, 9, 1, 15, 13, 3, 10, 0

S7 1, 13, 15, 0, 14, 8, 2, 11, 7, 4, 12, 10, 9, 3, 5, 6Table 4. The S-boxes used in the 
ipher Serpent
hosen from a set of only 14 S-boxes, as 6 of the 20 representatives do not ful�ll
Lin1(Ri) = 4. It is therefore no surprise that two of the S-boxes in Serpent arelinear equivalent, namely we have

S4 ∼S S5



Furthermore, if also the more general equivalen
e and inverses are 
onsidered itturns out that the following relations hold
S0 ∼ S−1

1 ∼ G2 S2 ∼ S6 ∼ G1

S3 ∼ S7 ∼ G9 S4 ∼ S5 ∼ G14Hen
e, even though all Serpent S-boxes have been randomly generated, Serpentuses only 4 di�erent S-boxes with respe
t to linear equivalen
e and inverses. This
an also be viewed as follows: There exists a di�erent spe
i�
ation of the Serpent
ipher, whi
h uses a di�erent linear layer, that uses only 4 S-boxes.6 Implementation DetailsIn this se
tion we explain some of the short
uts that have been used to gener-ate the set of representatives Gj for optimal S-boxes. Using these ideas all our
omputations 
ould be done within a few minutes on a regular PC. The mostimportant speedup was due to the following Lemma.Lemma 1. Let S : F
n
2 → F

n
2 be a bije
tion. Then there exist bases B, B′ of F

n
2su
h that

S(B) = B′Proof. We give a proof by indu
tion. For any subset B ⊂ F
n
2 we denote by 〈B〉the linear span of B. Assume that we already 
onstru
ted two sets Bi, B

′
i ⊂ F

n
2ea
h 
onsisting of i < n linear independent elements su
h that S(Bi) = B′

i. Wehave to �nd an element x ∈ F
n
2 \〈Bi〉 that is mapped into the set F

n
2 \〈B′

i〉. Thereare 2n − 2i elements in F
n
2 \〈Bi〉 but, as S is a permutation, only 2i − i possibleimages in 〈B′

i〉. Furthermore, for i < n it holds that 2n − 2i > 2i − i. Thus, as Sis a bije
tion, at least one element in F
n
2 \〈Bi〉 gets mapped to F

n
2 \〈B′

i〉. ⊓⊔Using this lemma, we 
an speedup the sear
h for optimal S-boxes. We 
an restri
tto optimal S-boxes ful�lling
S(i) = i for i ∈ {0, 1, 2, 4, 8}as, due to the above lemma, any optimal S-box is equivalent to su
h an S-box.This observation redu
ed the sear
h spa
e from 16! ≈ 244 to only 11! ≈ 225permutations that have to be 
reated. We generated all those permutations andtested if they ful�ll Diff(S) = 4 and Lin(S) = 8. This resulted in 1396032 optimalS-boxes.Given this set of optimal S-boxes we 
reated a set of representatives as follows.We started by the �rst S-box in the set and generated all equivalent S-boxes.Whenever one of these equivalent S-boxes was present in the set, we removed thisS-box from the set. Note that there are approximately 215 invertible 4×4 matri-
es, thus running naively through all invertible matri
es A,B and all 
onstants



c, d ∈ F
4
2 to generate all equivalent rows results in generating approximately 238S-boxes. However, as all S-boxes in the set are 
hosen su
h that

S(i) = i for i ∈ {0, 1, 2, 4, 8} (3)then, if we �x A and d, the values for B and c are 
ompletely determined. Namelyif we have
A(S(B(x) + c)) + d = S′(x)for two S-boxes ful�lling (3) it must hold that

c = S−1
(

A−1(d)
)and

B(i) = S−1
(

A−1(i + d)
)

+ c for i ∈ 0, 1, 2, 4, 8Using this observation we only had to generate approximately 219 S-boxes.7 Hardware ImplementationDuring our investigations we automati
ally synthesized thousands of S-boxes.Sin
e hardware designers try to avoid using look-up tables, S-boxes are usuallyrealized in 
ombinatorial logi
. Therefore, we fed the S-boxes in a 
ombinato-rial des
ription into the synthesis tool. We 
ompiled them in an area-e�
ientway, i.e. we instru
ted the synthesis tool to minimize the area requirements.Unfortunately logi
 synthesis tools like Synopsys Design Compiler use heuristi
algorithms to map VHDL-
ode to standard-
ells. Hen
e, it is never guaranteedthat the resulting gate-level netlist is the smallest possible for a given VHDL-
ode.To illustrate these suboptimal results we generated for all representatives
Ri of Serpent-type S-boxes all equivalent S-boxes and synthesized them for theAMIS MTC45000 CMOS 0.35µm standard-
ell library. The results are given inTable 5. Table 5 lists for all representatives of Serpent-type S-boxes the minimaland maximal area requirements of equivalent S-boxes.Repr. R0 R1 R2 R3 R4 R5 R6 R7 R8 R9min GE 27.4 25.0 28.0 25.3 27.3 28.0 26.4 25.3 23.7 24.0max GE 38.7 35.3 37.3 33.3 35.3 35.3 37.3 37 33.3 33.3Repr. R10 R11 R12 R13 R14 R15 R16 R17 R18 R19min GE 26.3 24.4 24.3 28.7 21.3 25.3 24.7 27.0 23.4 25.7max GE 37 38.7 29.7 36.3 31 34.7 34 39 30.3 39.3Table 5. Area Requirement for all 20 Classes of Serpent-type S-boxes



A two bit input XOR-gate typi
ally needs 10 transistors or 2.5 gate equiva-len
es (GE), respe
tively. If one input bit is �xed, the XOR-gate is either super�u-ent (inputbita⊕0 = inputbita) or 
an be repla
ed by an inverter (inputbita⊕1 =
¬inputbita), whi
h 
osts two transistors. Bit-permutations do not need any tran-sistors in hardware. They are realized by wiring, whi
h means that they 
ome fora negligible amount of additional area or even for free. Hen
e, any two S-boxeswhi
h di�er only by a permutation of the input bits and an permutation of theoutput bits should be 
ompiled to the same 
ombinatorial �
ore�. Adding a 
on-stant before and after the 
ore 
an be realized with not more than 16 transistors(= 4 GE). Therefore two equivalent Serpent-type S-boxes 
an be implementedwith a di�eren
e of at most 4 GE. Hen
e, S-boxes in the same 
lass should havebeen 
ompiled to the same 
ore and their size should not di�er by more than 4GEs. However, our �gures 
learly show that this is unfortunately not the 
ase.We believe that this dis
repan
y is 
aused by a suboptimal synthesis due to theheuristi
 mapping algorithms.As one 
an see, the biggest minimal representatives of an S-box 
lass require28.7 GE, whereas the smallest representatives only require 21.3 GE. Further-more, the overall biggest representatives require 39.3 GE, whi
h is 84 % morethan the smallest we found. This implies an area saving of 46 % when opti-mal S-boxes are 
arefully 
hosen 
ompared to a (worst-
ase) random sele
tionapproa
h.One possible next step is to manually synthesize all good 
andidate S-boxwith the aim to gain the minimal result. Sin
e this is a 
umbersome work, itis impossible for a lot of S-boxes. Our 
lassi�
ation of S-boxes into 20 
lassesgreatly redu
es the work and helps to �nd the most area-e�
ient S-box.A
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G0 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 12, 9, 3, 14, 10, 5

G1 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 14, 3, 5, 9, 10, 12

G2 0, 1, 2, 13, 4, 7, 15, 6, 8, 11, 14, 3, 10, 12, 5, 9

G3 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 5, 3, 10, 14, 11, 9

G4 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 9, 11, 10, 14, 5, 3

G5 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 11, 9, 10, 14, 3, 5

G6 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 11, 9, 10, 14, 5, 3

G7 0, 1, 2, 13, 4, 7, 15, 6, 8, 12, 14, 11, 10, 9, 3, 5

G8 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 9, 5, 10, 11, 3, 12

G9 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 3, 5, 9, 10, 12

G10 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 5, 10, 9, 3, 12

G11 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 10, 5, 9, 12, 3

G12 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 11, 10, 9, 3, 12, 5

G13 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 9, 5, 11, 10, 3

G14 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 11, 3, 9, 5, 10

G15 0, 1, 2, 13, 4, 7, 15, 6, 8, 14, 12, 11, 9, 3, 10, 5Table 6. Representatives for all 16 
lasses of optimal 4 bit S-boxes (G3 is equivalentto the invers mapping.)



G0 x14 + x13 + g7x12 + g5x11 + g5x10

+g5x9 + x8 + g6x6 + g13x5 + g8x4 + g13x3 + g13x2

G1 x14 + g5x13 + x12 + gx11 + g3x10

+g4x9 + g14x8 + g4x7 + g12x6 + x5 + g13x4 + x3 + g13x2 + gx

G2 x14 + g6x13 + g13x12 + g10x10

+g6x9 + gx8 + g2x7 + g13x6 + g11x5 + g2x4 + g13x3 + g2x2 + g6x

G3 x14 + g11x13 + gx12 + g3x11

+g5x9 + g7x8 + g8x7 + g4x6 + g11x5 + g2x4 + g4x3 + g11x2

G4 x14 + g11x13 + g7x12 + gx11

+g8x10 + g13x9 + g11x8 + g2x6 + gx5 + g2x4 + g7x3 + gx2 + g8x

G5 x14 + g13x13 + g9x12 + g6x11 + g10x10

+g7x9 + g10x8 + g7x7 + g8x6 + g12x5 + g12x4 + x3 + g11x2 + g5x

G6 x14 + g4x13 + g3x12 + g2x11 + x10

+g11x9 + g2x8 + gx7 + g2x6 + g9x5 + g4x4 + g9x3 + g12x2 + g11x

G7 x14 + gx13 + g9x12 + gx11 + g7x10

+g6x7 + g10x6 + gx5 + g8x4 + g2x3 + g6x2 + g9x

G8 x14 + gx13 + x12 + g10x9 + g14x8

+g12x7 + g9x5 + g8x4 + g13x3 + g11x2 + g6x

G9 x13 + g7x12 + g5x11 + gx10

+g11x9 + g11x8 + g3x7 + g4x6 + g5x5 + gx4 + g7x3 + x2 + g6x

G10 x13 + g13x12 + g7x11 + g7x10

+g14x9 + g10x7 + gx6 + g5x5 + g7x4 + g12x3 + g6x

G11 x14 + gx13 + x12 + g7x11 + g13x10

+gx9 + g11x8 + g14x7 + g3x6 + g6x5 + gx4 + g14x3 + g14x2 + g9x

G12 x14 + g10x13 + gx12 + g4x11 + g14x10

+g4x9 + g5x8 + g2x7 + g9x6 + g4x5 + g8x4 + g14x3 + g5x2 + x

G13 x14 + g12x13 + g8x12 + g8x11 + g14x10

+gx9 + g8x8 + g14x7 + g6x6 + x5 + g14x4 + g12x3 + gx2 + g14x

G14 x14 + g8x13 + g10x12 + gx11 + gx10

+g9x9 + x7 + g10x6 + g7x5 + g4x4 + g2x3 + g12x2 + g14x

G15 x14 + g6x13 + g13x12 + g5x10 + x9

+x8 + x7 + g2x6 + g11x5 + g10x4 + g4x3 + gx2 + g3xTable 7. Representatives for all 16 
lasses of optimal 4 bit S-boxes as Polynomials. gdenotes a primitive element in F ∗

16



R0 0, 3, 5, 6, 7, 10, 11, 12, 13, 4, 14, 9, 8, 1, 2, 15

R1 0, 3, 5, 8, 6, 9, 10, 7, 11, 12, 14, 2, 1, 15, 13, 4

R2 0, 3, 5, 8, 6, 9, 11, 2, 13, 4, 14, 1, 10, 15, 7, 12

R3 0, 3, 5, 8, 6, 10, 15, 4, 14, 13, 9, 2, 1, 7, 12, 11

R4 0, 3, 5, 8, 6, 12, 11, 7, 9, 14, 10, 13, 15, 2, 1, 4

R5 0, 3, 5, 8, 6, 12, 11, 7, 10, 4, 9, 14, 15, 1, 2, 13

R6 0, 3, 5, 8, 6, 12, 11, 7, 10, 13, 9, 14, 15, 1, 2, 4

R7 0, 3, 5, 8, 6, 12, 11, 7, 13, 10, 14, 4, 1, 15, 2, 9

R8 0, 3, 5, 8, 6, 12, 15, 1, 10, 4, 9, 14, 13, 11, 2, 7

R9 0, 3, 5, 8, 6, 12, 15, 2, 14, 9, 11, 7, 13, 10, 4, 1

R10 0, 3, 5, 8, 6, 13, 15, 1, 9, 12, 2, 11, 10, 7, 4, 14

R11 0, 3, 5, 8, 6, 13, 15, 2, 7, 4, 14, 11, 10, 1, 9, 12

R12 0, 3, 5, 8, 6, 13, 15, 2, 12, 9, 10, 4, 11, 14, 1, 7

R13 0, 3, 5, 8, 6, 15, 10, 1, 7, 9, 14, 4, 11, 12, 13, 2

R14 0, 3, 5, 8, 7, 4, 9, 14, 15, 6, 2, 11, 10, 13, 12, 1

R15 0, 3, 5, 8, 7, 9, 11, 14, 10, 13, 15, 4, 12, 2, 6, 1

R16 0, 3, 5, 8, 9, 12, 14, 7, 10, 13, 15, 4, 6, 11, 1, 2

R17 0, 3, 5, 8, 10, 13, 9, 4, 15, 6, 2, 1, 12, 11, 7, 14

R18 0, 3, 5, 8, 11, 12, 6, 15, 14, 9, 2, 7, 4, 10, 13, 1

R19 0, 3, 5, 10, 7, 12, 11, 6, 13, 4, 2, 9, 14, 1, 8, 15Table 8. Representatives for all 20 Classes of Serpent-type S-boxes
S − box G0 G1 G2 G3 G4 G5 G6 G7 G8 G9 G10 G11 G12 G13 G14 G15

W (0) 108 108 108 90 90 90 90 90 108 96 96 90 90 90 96 96

W (4) 60 60 60 76 76 76 76 80 60 68 68 76 72 80 72 72

W (−4) 36 36 36 44 44 44 44 40 36 44 44 44 48 40 40 40

W (8) 27 27 27 22 22 22 22 20 27 25 25 22 24 20 23 23

W (−8) 9 9 9 8 8 8 8 10 9 7 7 8 6 10 9 9Table 9. Walsh spe
tra for all 16 Classes of 4 bit S-boxes (W (a) is the number ofWalsh 
oe�
ients of value a)
S − box R0 R1 R2 R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17 R18 R19

W (0) 108 108 108 96 96 96 108 108 96 108 108 108 108 96 108 96 108 108 108 108

W (4) 60 60 60 72 68 68 60 60 72 60 60 60 60 68 60 72 60 60 60 60

W (−4) 36 36 36 40 44 44 36 36 40 36 36 36 36 44 36 40 36 36 36 36

W (8) 27 27 27 23 25 25 27 27 23 27 27 27 27 25 27 23 27 27 27 27

W (−8) 9 9 9 9 7 7 9 9 9 9 9 9 9 7 9 9 9 9 9 9Table 10.Walsh spe
tra for all 20 Classes of Serpent-type S-boxes (W (a) is the numberof Walsh 
oe�
ients of value a)


